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Abstract
This paper discusses the development of freedorspeéch regulation in the Moroccan legal systemt |
especially looks at the intersection of legal temtthe context of new media use. While it hightggthat Internet
regulation is still an understudied subject, it dhdight on the Moroccan legal apparatus and howai
responded to the growing challenges of new medéa Tberough an assessment of the myriad of inteérgpct
codes and bills that apply to new media and afiegtdom of expression in particular, it demonsgdtew the
existing and developing new media regulation tandmpact the growth and the enjoyment of the ffaltential
of the Internet through continuous "chilling eff@ctTo demonstrate the probability of these chilleffects, a
sample of a dozen historical legal cases is predeat substantiate how the judicial system is répcing the
legal atmosphere that characterized the practiteeflom of expression in traditional media.
Keywords: new media, Morocco, freedom of expression, atglieffects.

1. Introduction:

Research on the Internet's role in participatotfucel in the Arab world has abounded in recent ye@enerally
there has been a tendency to celebrate this cidhderedit new media with irrepressible powerbadosting it.
Originating from early assessments of the so callexb Spring, many of the arguments behind thisnatere
euphoria have usually overlooked "offline politiciat customarily orchestrated the development hef t
mediascape in the Arab world. However, while curn@search has grown more suspicious of early izkzhl
assumptions about new media powers, human rigatsitake the most of the Internet's empowering déiped
seem to have received less attention especiathedevel of pertinent legislation and incurred ants.

This paper draws from the global debate over thpaesive role of the Internet in participatory ctdtand its
relation to the public sphere. While it highlighkst Internet regulation is still an understudiebjsct, it sheds
light on the Moroccan legal apparatus and how iteiponding to the growing challenges of new media
Through an assessment of the myriad intersectidgsand bills that apply to new media and affesmtdom of
expression in particular, it demonstrates how thistiag and developing new media regulation terdsrpact
the growth and the enjoyment of the full potentiélthe Internet through continuous "chilling effgctThe
assessment of a dozen legal cases not only refieproduction of the legal atmosphere of trad@lanedia
but also pinpoints to an emerging legal trend vy new media. As a result, the regulatory voidtthas
characterized much of the life of the Moroccan mmlhew media is being eclipsed. The paper conchwitbsan
evaluation of the stakes involved in the developetsl atmosphere.

2. Chilling Effects

The hypothesis that direct or soft censorship, allance and heavy sanctions of free speech eguhegative
effects on people's ability and willingness to picctheir freedom of expression is as old as Itlaisic human
right itself . Known as the theory of chilling edts in the context of the First Amendment in the iUS now
widely studied in connection with mass online sillaece in democracies as well as in authoritanegimes
(Penney, 2017). Ever since the revelations of Edv#rowden about the scale of the National SecAgBncy's
sheer surveillance scheme in the US more studies been conducted to assess the effects of suchritgg
measures on the freedom of expression and theiv@gatoduction in particular. Although there isogiing
cynicism as to the scale of the actual effectsreedom of speech, recent studies carried out dneospeech
provide ample evidence of chilling effect not ordp the ability to express one's ideas freely bsb an
consumption of ideas thought to be unpleasant ¢o miajority of the public. A study conducted by PEN
international for example (PEN, 2013) found out thfathe surveyed American population of writer@®8ave
curtailed or avoided social media activities follogg Snowden's revelations. Although it acquiested triters
are more likely to disapprove of government sutaede notwithstanding, it found out that PEN wster
assuming they are under surveillance, tend tocgifor their work either by avoiding writing, spegkabout
or doing research on certain subjects. Similanhyestigating Wikipedia use after Snowden's revetesti
Jonathan Penney found out that traffic to sensitofgics on the free encyclopedia decreased sigmifig
compared to the time before the revelations (Per2@6). Making use of the spiral of silence theBlyabeth
Stoycheff has pointed out to the potential thavsillance may have on stifling the expression oharity
political groups on social media thus affirminglithg effects on discussing sensitive topics (Stwf€ 2016).
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In the Moroccan context, besides the notoriousohysbf human rights under various laws and regoitetj the
story of the death of the website Mamfakinch.comlddikewise be compared to the effects of suraeitle
program exposed by Edward Snowden (Privacy Intemnal, 2015). Once a central hub for informatiolated

to February 20 Movement in the context of the Aganing, the members of the editorial team receareémail
attachment containing spyware that undermined thairacy and proved, through third parties, thatirth
activities were under surveillance. Having sendeairtprivacy compromised, the members lost interest
writing for the website and it soon proved useleskeep it online. Thus it is a pertinent examdi¢he chilling
effects on freedom of expression on one of theasamiovements that succeeded in pushing for higtbric
political changes in Morocco.

3. Methodology

Following the Arab Democratic Spring the discoucfean unprecedented emancipation of speech has been
positively evaluated to a large extent. In Morothat atmosphere has been exacerbated by continegalb
developments involving amendments to laws relatiogably to freedom of expression. This study presen
overview of the legal developments starting from piness code of 2002 until the latest press codE6j2—the
first to acknowledge electronic journalism. Thisipd is also marked by the evolution of social naednd
ubiquity of new communication technologies. The diere is to highlight the disregard to the implmas of
new communication technologies in these revamped.te

To expose the effects of the regulations and lasviaming to freedom of expression at the leveh@fv media
the paper makes use of pertinent legal cases #vat heen considered to impact this freedom, andihdwn
this resulted in a less expansive digital parti@paculture while breeding a culture of silencecaantain topics.
The selection of these legal cases has been domegthin-depth interviews with bloggers who haventsned
their blogs before, during and after February 20/&foent. The bloggers were asked about the mosnsédigal
cases that they thought made them reconsiderdsafer their takes on some topics (i.e. had the oioking
effects on them). While the analysis of these uigavs is not the focus of this paper, it has infednthe review
of the legal apparatus.

Another criterion behind the selection of theseesds that they were either brought to the atteriothe justice
system by either of the following: the governmehg public prosecutor, the state or a local exeeubf the
government. Cases taken to the court by individoatsbelonging to an official body have not beensidered.
Although the sentence of each of the bloggers/Mmerts/activists involved is mentioned, they are legsortant
compared to their potential chilling effects onetlpeople of similar interests in freedom of expi@s. These
cases span the period before and after Februar3Q, demonstrations. The reason is to explofeeifetis any
trend in prosecuting similar cases or if specifises are meant to be more popular than otherseWhs not
the purpose of this paper to evaluate the sentaneég in these cases, it is of most importancegiaight the
details where these cases show a rift with legdstend regulation of freedom of speech. A genematlusion
though is that the new constitution and the neve$(@ode as well as new perspectives on newer fisesial
media have been overlooked in the proceedingseskticases. Likewise, few studies have pointedetgdmeral
spreading "chilling effects" of these new codes tinednew legal cases that involved social media.

4. Legal Framework in M orocco

4.1 A History of Legal Texts

4.1.1. A New Constitution

The legal arsenal that defines and interprets thentharies of freedom of expression in Morocco igas as to
give the impression of its effectiveness and edficly in securing both the responsible practice fubid
enjoyment of this right. However, the intersectanmd the obfuscation of the bulk of regulations andes that
pertain to freedom of expression not only challeriige definition of its boundaries but also credte t
opportunity for volatile interpretation and apptica. Historically, regulating freedom of expressioas abided
by sociopolitical changes and responded to thevenglmediascape. Passing from the early attempts at
"divorcing" the Moroccan legal system from the Fremolonial legacy, to political upheavals suchhescoups
d'état of 1972 and 1973, to the terrorist attaok€asablanca (May 16, 2003), freedom of expressigualation
reached its ultimatum in the revamped Press andidatibn Code of 2016—the first to acknowledge and
"regulate” online journalism.

Freedom of expression has always been enshrinba imost foundational legal text, the Moroccan Giartgon,
since 1962. In this first constitution the Preamlelstablished the Moroccan Kingdom's commitment to
international human rights principles. Article 9aganteed the freedom of opinion, freedom of expressionlin al
its forms, and freedom of asseniblfConst., 1962). Affirming the Kingdom's commitnteto universally
recognized human rights, the Constitution of 1986 anaintained this right in its Preamble as wesliraArticle

9. In accordance with universal legal restrictjotiis constitution firmly asserted thahé exercise of these
freedoms may be restricted only by 'lawet it is exactly the explicit and succinct pbireg of article 9 that
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seems to falselystggest that freedom of opinion and expressiorrently known as freedom of communication,
is upheld, contained and containfifgidass, 1999). The current constitution, born asresponse to
unprecedented social upheavals, seems to haveedtém this shortage.

The latest constitution approved after the socjaieavals of February $02011 marks a departure from the
textual description and article numeration thatrabterized the previous five constitutions and sghsnt
amendments. While still upholding freedom of expi@s (Art. 25) and freedom of the press (Art. 28) a
fundamental human rights, it strikingly stipulatbat 'freedom of the press is guaranteed and cannotnbiéekil
by any form of prior censorshif{Art. 28). Although this is a significant proclation to find a place in the
Constitution, the latter indicates that a respectaw sets out the rules and organization of tlaetfre of this
right. Some observers however note that it is tlowganic rules that are suspected to be restrietidbwill most
likely control the public means of communicationg@diéni, Meghraoui, Zerhouni, 2012). Explicitly detig
prior censorship illegal in the Constitution isfatt immensely important since it has affected soifndne most
controversial clauses in the Press Code. The |latteng with the Penal Code, expressly attendsetedbm of
expression and its interpretation.

4.1.2. The Constant Contents of the Press Code

The first Press Code in Morocco was adopted insthke of independence (1956) by thehir (royal edict) of
November 15, 1958 (Dahir # 1-58-378). Interestinglis noteworthy that its adoption, along witther laws
about public liberties, came before the Kingdom isdirst Constitution in 1962. While this Codeshaithstood
the test of times until its first revision in 20@2has always maintained notorious measures thallestged
freedom of expression in the national press aretniational press distributed in Morocco. In higdgtof human
rights laws in the Moroccan legislation Bendour@014) for example notes that the issue of freedorthé
Press Code is raised at two levels: the level efi¢glgal procedure to obtain a publication authdionaand the
level of the sanctions imposed on journalists. Baftthese levels consequentially impact the livadith of any
publication.

For the launch of any publication the law dictatest the concerned party files for a prior authatian from the
Public Prosecutor of the court of first instancéha province where the head office of the pubilicats located
(Art. 5). After receiving the complete documentsnirthe director of the publication, the Public @gor must
then provide a provisional deposit receipt. Thalfireceipt shall be delivered within a maximum tthidays;
otherwise the publication can be printed out (ArtWhile this may look like a routine formal proced in
practice, it hides a long defective bureaucratmplwle. In many cases the Prosecutefuses to issue this
document or evades receipt of the declaration wienonsiders that the officials are the subjecuspicion by
the authoritie$ (Bendourou, 2014. p.13). As noted by Sater (200748) a notorious instance of the lack of
independence of courts is illustrated by the witdimy of the legal receipt to the former directdrle Jouranl
Aboubakr Jamai, an icon of the independent preséoirocco.

Beyond the bureaucratic intricacies, media freedoater the Press Code of 20880 suffered from one of the
articles that put the life of publications at thent of the executive branch. The press was chateiby the
restrictive Article 77 that stipulates that therfi Minister has the right to ban the publicatioraaiewspaper
and the Interior Minister has the right to censmdividual issues. The Arab Press Network hastifled at
least 26 instances that could put a journalistimbtiars. Among these Article 66 for example stjms that
anyone Undermining the authority of the King or members of the rofahily, Islam or territorial integrity may
face a prison sentence of one to five years. ti plmishes publications that publish material ti@s against
morality andpublic morals without clearly defining them (Arab Press Netwa2k07). Indeed, an inventory of
the cases that have been the subject of judictalgzses shows that there are multiple offensesatbatsually
invoked based on many codes and laws: violating dhered valuesof the Kingdom, undermining the
Monarchical regime, attacking Islam, underminingginal and external security of the State, offegdinads of
foreign states, praising and/or assistance toristracts (Bendourou, 2014). Combined with defaomaagainst
the ministers and lay people (in the Penal Codesd offenses correspond to the bulk of codesans that
have historically applied to freedom of expresgiegulation in Morocco; however, the Press Coderbamined
the most controversially invoked one.

4.1.3. A New Press Code

The latest Press Code (2016) took years in thag@stperiod. The development of Moroccan digitairpalism,
the booming use of social media, campaigns of abpgroups, human rights associations and joumalis
professionals have precipitated efforts for thevéey of a new code. Much as the Government hdedi as
the most advanced in the history of Moroccan mediany commentators and scholars have pointed out
multifarious pitfalls and fossilized ordinances(veanting the short history above) that would threatke
practice of freedom of expression and slow downgtewvth of the burgeoning digital press (Hidass1&0
While the new code introduced several positive radces such as the abolition of prison sentences fo
journalists (the previous code stated the wonaisson and jail 24 times); relegating the interdiction of
publications to the judiciary rather than to thev&mment; criminalizing hate speech and discrinnbmatthere
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remains a practical contingency: No act in thisecedclusively specifies the Press Code as theagigdécable
law when dealing with a freedom of expression aféerAny citizen/journalist could selectively facegecution
using the Terrorism Code, the Penal Code or thesRe@de among others for an offence involving foeedf
expression (Anouzla, 2016, Freedom House, 2016dhinway, the prosecution is given leeway tailgrthe
charges to meet the offences committed no mattepainty concerned.
Irrespective of the notoriously small scale Moratoaedia market, while the Press Code has indesatdnglied
prison sentences for journalists, it replaced theith hefty fines capable of momentarily stiflingyanews
media institution (El Yahyaoui, 2015; HRW, 2016eédom House, 2016). In fact, reiterating some gions of
the 2002 Press Code, Article 77 sets a fine of 2080 to 200000 MAD for
whoever publishes, in bad faith, false allegaticinsiccurate facts, falsified writings
attributed to third parties where these acts haswtbed public order, irrespective of the means
used, in particular by speech, threats made inipyibhces or meetings, published and printed
material distributed for sale in public places ogatings or billboards or posters exposed to the
public by any audiovisual or electronic means.
The fine is raised to 500000 MAD in other caseslisasunderminingthe army morale). In trying to assess the
terminology used, the umbrella phraséettronic mearishere may be understood to subsume new technslogie
specially the Internet. However, for the first tilneheir decade-long history the Press Code reizegn
electronic newspapers and treats them in discrétdes. Likewise, in a questionable timing andigws
association, the same Official Gazette that boeenbw Press Code also carried a fresh controvenrsiahdment
to the Penal Code fundamentally tied to the steifml freedom of expression (Official Gazette, 2018oting
the ominous juxtaposition of the amendments tdPtaieal Code with the Press Code, Human Rights Watch
(2016), Freedom House (2016), and Committee toeBrdournalists (El Rifae, 2016) all expressedfiieient
terms their concerns abouwriuggling the prison sentences from the Press Code toghalf”Code. Insisting on
analyzing the old and new codes "side-by-side" HuRhts Watch in particular in a timely treatiddte
legal environment in Morocco criticizes the faatthon-violent speech is still largely punishabdspuite the
new code provisions. Indeed the new amendmengt®émal Code (Law 73-15) now carries a sentenap tf
five years in prison and/or a fine of up to 50000AD for crimes involving insulting the Islamic relion,
offending the monarchic regime and royal familyd amciting against territorial integrity.

Whether media professionals are exempt from thisitanot guaranteed. For although there is a eldns
Article 17 that stipulatesttie provisions of other laws shall not be appliadany matter for which there is a
clear provision in the Press and Publications Colieiman Rights Watch for example warns that
[T]he protection that this article provides to joalists and others from being imprisoned for their
nonviolent expression is neither comprehensiveendirely clear.
This is because the penal code contains provisiomsnalizing nonviolent speech that
are either absent or worded differently from thesgrlaw. Those that are absent from the
press law include the provisions on praising tésrorand casting discredit on court
decisions. Those that are worded differently frén@ press law include the provisions that crimireliz
crossing Morocco’s famous “red lines:” Islam, themarchy, the person of the king and members of the
royal family, and the country’s “territorial intety.”

This intersection between the Penal Code and tessREode does not give a complete picture of theigions
regulating freedom of speech. Recent terrorist evierspired a terrorism code some articles of wiildo bear
on freedom of expression.

4.1.4. Terrorism Code

Inspired by the 9/11 events and as part of thegaridaws that relate negatively to freedom of esgion, the
Terrorism Code has also been criticized of stifliredom of speech. The Code adopted on May 283 2@ly
a few days after May 16 attacks in Casablancaesmsome equivocal provisions. For example, Artkd8-2
proscribes prison terms of two to six years anddiaf up to 200,000 MAD for condoning acts of teem. As
Seib and Janbek (2011. pp. 2-10) argue there aalyH#e a consensus on the politically nuancedndefn and
difference between terrorism and freedom fighting Ay extension between fighting for freedom ofresgion
and condoning terrorism. This is pertinently tlasesin Morocco: “praising” of terrorism gives the state too
wide a margin to punish speech that falls shoiihoitement to commit an act of terrorism. Amongeotthings,
it does not require the state to prove intent oa pgart of the "speaker" and could for example cnialize
analysis of, or reporting on terrorist trends orogips "(Human Rights Watch, 2016.p.28).

As social media get more ubiquitous, another Cdust is rarely invoked by concerned human rights
organizations and experts and which social mediadit to the fore is the Labor Code (Code du Titauvai the
absence of any laws expressly regulating socialariadMorocco, common law is applied on “breachesiried
out on social media. For example, Article 39 of @ede du Travail is applied on many cases relatdceedom
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of expression considered as grave mistakes sutdnkimg professional secrets and defamation of ckeve.
Given the novelty of social media practices, lawerakmake recourse to adjacent laws such as LawB09-0
related to the protection of persons against thisabf personal data (CFCIM, 2016).

4.1.5. Towards a New M edia Bill

A global picture of this panoply of laws that reafigls freedom of expression would not be completbout a
reference to the only attempt towards regulatirgedom of expression online. The aborted infamougtddi
Code Bill presented by the Ministry of Industryyé&stment and Digital Economy in 2013, aimed at tipdand
reinforcing the legislative framework by regulatiall) Internet-related activity. By the time it wesnsidered by
the Government, the backlash that this code stimetbcial media resulted in its abortion. Presuméb give it
a chance for more debate leading to a consensustew®ntents, as argued by Minister Moulay Haidlamy
(Akhmisse, 2013). The fact that Article 24 in tizde verbosely reiterated the three historicallytimversial
"red lines" in the Press Code (offending Islam, Klireg and undermining national integrity) and ewxtending
them to include statements considered against @uintler, national security, necessities of pubdicvise, or
public policy (as vague as interpretations of thestities may be) was considered by activists aigi@ntion to
stifle freedom of expression online (York, 2013).

The intricacies of each and every article in tHeses cannot be grasped without appropriate legsé<avhere
the interpretation of these laws matters the md4tile the age-old omnipresent thresd lineshave glossed
over numerous other possible offences, this invgndd some legal cases pertaining to freedom of@sgion
suggest an atmosphere where "chilling effects"raoee than likely to affect the digital participatoculture.
They also suggest that, like many legal systemaratdhe world, the Moroccan legal apparatus seentxet
lagging behind technological revolutions.

5. Sampling L egal Cases

Despite the adoption of a new constitution, the radngents brought to the Press Code (including the
acknowledgment of the digital press), prosecutibmdividuals on the basis of their right to expies has not
seemed to take these changes into consideratidirstAlook at the list of legal cases suggests tleghl
procedures involving freedom of expression havdiooad unabated since 2008 regardless of the amdeils
involved. Although there were fewer cases beforerfrary 20, 2011, this does not suggest that theesutent
cases are necessarily related to those eventsle Wibse cases involved the use of new/social méthg show
striking similarities with legal cases experiencleg journalists in traditional media thus confirmirige
sacrednes®f the "red lines". The monarchy, Islam and teridél integrity continue to be at the background of
cases involving freedom of expression.

If considered linearly from 2008, on the one haaden if the early cases directly involved the gkaof
"disrespect to the King/royal family", it must beted that such cases have become rare in recenst y&a the
other hand, more and more cases brought to thescbyrofficials representing the state or locahatities or
political parties (see for example Hassan El HMahamed El Khou and Redouan Assermouh). These cases
point to a trend that makes of social media a fibltt is not level for all players. While accesstaial media is
open to all parties who feel hurt by certain a shethese cases suggest that preference for regalefamation
matters in courts is becoming more and more pratvaled acceptable.

For example, a case that set a precedent is thafabfl Bahomane. Walid was a teenager shared a@stob
King Mohamed VI on his Facebook page. Those cagd@ve been online for a long time before his sigars
soon as he was arrested and the crime went putdicase had a backlash, as thousands of peopledster
same cartoons. It is the first time that shariefachatory caricatures is also considered a crirae eéljuals
creating the original cartoons.

In fact the assessment of these legal cases cauléarther than this providing more details abouwirth
proceedings. In conjunction with the history of thgal texts regulating freedom of expression, eheslected
cases represent a long list of similar cases thislter the new constitution nor the new Press Gagen to have
affected.
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Figure 1. Selected Legal Cases between 2008 arfl 201

DO

er

DO

Name date offense sentence

Fouad Mortada 2008 Creating a fake profile of R¥indhree years in prison and 100
Moulay Rachid. MAD fine.

Erraji Mohamed 2008 Showing disrespect to the mzdnaby | Two year in prison and 5000 MAL
claiming the King encourages a cultyréine.
of dependency.

Hassan Barhoun 2009 | Circulating false news and accusing @ne year in prison and 10000 MA
public prosecutor of corruption on |dine.
petition online.

Bashir Hazzam 2010 | Publishing false information harmful foFour months in prison.
the image of the country on human
rights.

Abdesslam Haydour 2012 Showing disrespect to ting Ki Three years in prison.

Bahomane Walid 2012 Sharing caricatures of King &voéd| Ten months in prison.
IV online.

Mouad Belghouat 2012 Insulting security agents isoag on| One year in prison
Youtube

Mr Crazy 2014 Offending a state institution (..) @ Three months in prison
video clip online.

Hicham Elmiraat 2015 Endangering state security (...) Pending judgment since 2015 af

six postponements.

Hassan El Hafa 2015 Writing a defamatory artidewt the| Three months in prison and 100
wife of a local executive. MAD fine.

Mohamed EI Khou 2015 Defaming a local executive #&| Pendingjudgment since 2015.
caricature.

Redouan Assermouh 2016 Defamation of the head dtigab | 5000 MAD fine. Later the plaintiff

party.

dropped the charges.

6. Conclusion:

Through a historical look at the legal apparatwat tiegulates freedom of expression, this papematid to
demonstrate the possible chilling effects that llégats may have on the right of new media userexress
themselves. It highlighted the different bills dadis that relate to freedom of expression whilthatsame time
pointing to the fact that they disregard the patéidties of new media use and the implicationsreime
Numerous legal cases have been addressed in ths aetitover Morocco. The sample that this studylenase
of represents a fraction of other cases that irevolew media. An important conclusion that can lzvdrfrom
these cases is that there is little evidence tgestgthat they have been influenced by the chamdegal texts
thus suggesting the chilling effects on the abilityfreely express opinion on the subjects involirethese and

similar legal cases.
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