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Abstract

The new attack methods show some lacuna in the encryption algorithms and key schedule. As the strength of an
encryption algorithm depends on the difficulty of cracking the original message, a number of symmetric key
encryption algorithms like DES, TRIPLE DES, AES, BLOWFISH, and RC6 have been developed to provide
greater security affects. Most of them are most popular in achieving data security at a great extent like AES. But,
as security level is increased, the time and complexity of algorithm is also increased. This is the major cause of
decreasing speed and efficiency of the encryption system. This paper presents a new algorithm for block data
encryption that enhances the security level. The proposed algorithm is executed with block wise parallel
encryption model to decrease the delay time.
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1. Introduction

Cryptography has had an interesting history and has undergone many changes through the centuries because it
plays a major role in keeping a message safe when data is in transit across the network channels [1]. It provides a
way to store sensitive information or transmit it across insecure networks i.e. the Internet. Cryptography converts
the original message in to a non-readable format using the encryption process and sends the message over an
insecure channel. The authorized person has the capability to convert the non-readable message to a readable one
using decryption process [2]. The original message the person wishes to share with the other is defined as Plain-
Text. The message that cannot be understood by anyone or a meaningless message is defined as Cipher-Text.
Encryption is the process of converting plain-text into cipher text with a key. A key is a numeric or alpha
numeric text or may be a special symbol [1] [2]. A decryption is a reverse process of encryption in which an
original message is retrieved from the cipher text. Encryption takes place at the sender end and decryption at the
receiver end [2]. The input to the encryption process is plain text and the cipher text is the input to the decryption
process. First the plaintext is passed through the encryption algorithm which encrypts the plaintext using a key
and then the produced cipher text is transmitted. Figure 1 shows the process.
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Figurel. Encryption/Decryption process
At the receiver side, a decryption process takes a place. The input cipher text is passed through the decryption
algorithm which decrypts the cipher text using the same key as that of the encryption. Finally we get the original
plain-text message.

2. Related work

During the past four decades, a large number of cryptographic algorithms have been proposed and implemented
to provide security over the communication channels (i.e. internet). But nowadays more and more attention has
been paid to attacking these algorithms by cryptanalysts techniques [3] [4].

Data Encryption Standard (DES) was the first encryption standard to be recommended by NIST. It was
developed by an IBM team around 1974 and adopted as a national standard in 1997. The DES features are
described in [3].

AES was developed by two scientists, Joan and Vincent Rijmen, in 2000. AES uses the Rijndael block cipher, as
presented in [4]. In 1993, Bruce Schneier designed blowfish algorithm. It is considered a fast, and free
alternative to existing encryption algorithms security. Its properties are described in [3].

Although a lot of work has been done on cryptographic field, many realistic problems still need to be solved, and



Network and Complex Systems Www.iiste.org
ISSN 2224-610X (Paper) ISSN 2225-0603 (Online) g
Vol.3, No.8, 2013 ||STE

as far as we know, there is no algorithm that is completely secure against all attacks [5].

3. Types of Cryptography

Cryptography algorithms can be classified into two categories. Symmetric key cryptography and Asymmetric
key cryptography. Both of these categories are summarized as follows:

3.1 Symmetric Key Cryptography

In symmetric cryptography, the key used for encryption is similar to the key used in decryption. Thus the key
distribution has to be made prior to the transmission of information. The key plays a very important role in
symmetric cryptography since the security directly depends on the nature of the key i.e. the key length etc. There
are various symmetric key algorithms such as DES, TRIPLE DES, AES, RC4, RC6, and BLOWFISH [6].

3.2 Asymmetric Key Cryptography

In asymmetric cryptography, two different keys are used for encryption and decryption—public and private. The
public key is announced for all on the network. Anyone who wants to encrypt the plaintext should know the
public key of receiver. Only an authorized person can decrypt the cipher text through his own private key.
Symmetric encryption algorithm runs faster than asymmetric key algorithms. Also the memory requirement of
the symmetric algorithm is lesser than the asymmetric one [7] [9]. Therefore, the proposed algorithm is a
symmetric key block cipher.

4. Methodology
Available data within a network environment is generally regarded a valuable asset. In such case, it is believed
that such data should be handled in a secured manner in terms of storage and transmission to avoid undue access
by unauthorized persons, as mentioned in the introduction. The proposed algorithm consists of some
specifications. These specifications are summarized as follows:
e Itis a Symmetric Key Cipher Algorithm;
Each block size is 16 bytes;
Key matrix values are randomly selected and ranged from 33 to 126;
Each new block data has it is own unique key to strengthen the security level;
ASCII code substitution concept is followed,
Non-linear mixing is used to generate matrix of data block and key; and
Linear mixing is used for confusion and diffusion concepts.
4.1 Encryption Algorithm
The cryptographic process usually involves encryption algorithms. These algorithms execute many iterations of
substitutions and transformations on the original data (known as plaintext) in order to complicate the process of
identifying the data by a hacker or intruder [1] [10]. The proposed encryption algorithm consists of the following
processes:
e The letters of alphabet are assigned numerical values from 33 to 126 in sequence i.e. A, B, C, ..., X, Y,
Z are assigned numerical values from 65, 66, 67, ...., 88, 89, 90, respectively, based on the ASCII code
substation concepts.
e The plaintext is partitioned into fixed-length blocks of size 16 bytes (4*4) rows and columns. These
blocks are represented by a matrix Mo.
e  The values of key matrix (Ko) are randomly generated from the range 33 to 126. The size of key matrix
is equivalent to the block size of plaintext 16 bytes (i.e. 4*4 matrix size).
e (alculate the transpose matrix of plain-text block matrix (Mg), which is denoted by Mor.
e  Convert the key matrix generated randomly to a binary key donated by K using the following formula:
KB = KO mod 2.
e Add both of Mg with Ky and the result matrix is denoted by Mc.
MC = Mo + KB
e Capsulation process: Non-linear mixing between the Mc and Ko. In other words, insert the key inside
the block cipher to generate 8*4 rows and columns matrix of data block and key.
e Linear mixing: using bits shuffling to create a diffusion effect, while substitution is used for confusion.
e Replace the numeric values after performing linear mixing by their corresponding characters based on
ASCII code system to generate an encrypted block.
Diagrammatically, the steps are represented in Figure 2.
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Figure 2. Proposed encryption architecture
4.2 Decryption Algorithm
Decryption is a process of reversing all that has happened in the encryption process. It involves converting the
encrypted data back to its original form for the receiver to understand [8], as shown in Figure 3.
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Figure 3. Proposed decryption architecture

The proposed decryption algorithm consists of the following processes:

e Capsulation process: involves extracting the key from the cipher-block data.

e Decryption process: involves calculating the binary key (Kg) then subtracting the operation between the

encrypted data and the binary key. The end result of such operation is the plain text data (original text).

The accuracy of the decryption key cannot be negotiated. In short, the accuracy of the proposed algorithm is a
function of the encapsulation process as to whether the key is correct or not where a correct key produces a
correct result and vice versa.

5. Parallel Encryption and Decryption Model

There are two reasonable strategies for parallel encryption and decryption model. When a message shows up all
at once, you might divide it roughly into equal parts and handle each part separately. Alternatively, you can take
an interleaved approach, where alternating blocks are handled by different threads. That is, the actual message is
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separated into two different plain-texts [1] [13].
The proposed algorithm is executed with block wise parallel encryption model as shown in Figure 4.
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Figure 4. Parallel encryption and decryption Model
Plain-text data is divided into blocks i.e. 4 blocks passing into four threads of the proposed algorithm at a time.
These threads are executed simultaneously by using multithreading technique. After encryption, these blocks are
sent to a receiver where the blocks are passed into the reverse proposed algorithm in a parallel manner, and then
the cipher text is decrypted into a plaintext and all the blocks of the plain-text collected together to get the
original message. Since the algorithm is executed parallelly using multithreading technique, the execution speed
and performance of the model increases.

6. Security Analysis

This paper aims to propose a new algorithm to improve block cipher performance by maintaining security on a
plain-text. Security analysis of the proposed algorithm was conducted using correlation analysis [10].

5.1 Correlation analysis

The correlation between any kinds of data is known as intrinsic features. The existence of this feature can help
attackers to trace the encrypted data. Therefore, correlation analysis is usually used to test the security and the
correlation between the data. The formula for computing the correlation coefficient is given by the following
equation [10]:

Y (X-X)o(¥-1)

-1 e Y -1y

The strength of the relationship between the data after performing the capsulation process and the data after
performing the linear mixing is determined by a correlation coefficient, which ranges from -1 to 1. The closer the
coefficient is to +1or -1, the stronger is the relationship. This means that the data is related and has perfect
correlation [10] [12]. In other words, if the correlation coefficient is equal to zero, then the data after performing
the capsulation process and the data after performing the linear mixing are totally different (no association
between the variables).
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Figure 5. Correlation analysis after performed capsulation process
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Figure 6. Correlation analysis after performed linear Mixing
It is clear from figures 5 and 6 that the proposed algorithm covered all the data characters and showed good
performance because there is no feature that can help attackers to trace the encrypted data.

7. Conclusion

Design of a new block cipher algorithm is proposed in this paper, where multiple algorithms are used in a
parallel manner to enhance the speed of the proposed algorithm. Based on security analysis, it can be concluded
that the proposed algorithm is secure because it has satisfied correlation coefficient test. Thus, the proposed
algorithm will be efficiently used or considered as a good alternative as compared to other existing algorithms.
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