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Abstract

A social network is aocial structurenade up of individuals called “nodes”, which aomiected by one
or more specific types ointerdependengysuch asfriendship kinship, common interest, financial
exchange, dislike, or relationships of beliefs, \ktezige omprestige

Social network analysis vievgocial relationships terms ofnetwork theoryconsisting of nodes and ties
(also called edges, links, or connectiom$pdesare the individual actors within the networks, died are
the relationships between the actors. The resulfiagphbased structures are often vagmplex There
can be many kinds of ties between the nodes. Rdséara number of academic fields has shown that
social networks operate on many levels, from famgilip to the level of nations, and play a criticéé in
determining the way problems are solved, orgaromatiare run, and the degree to which individuals
succeed in achieving their goals.

We propose a social network based approach far tnasagement in ad-hoc networks, where nodes trust,
help and interact with each other to create a cerfplist-worthy network.

Keywords: Trust management, ad-hoc network, social netwdtick

1. Introduction

Trust is defined as an agent’s belief in attribigesh as reliability, honesty and competence oftirsted
agent. An Ad-hoc network consists of nodes callaselstations which are not connected to a singlesac
point. Mobile ad hoc networks have distinct chaggstics, which make them very insecure like thok laf
network infrastructure, no pre-existing relatiomshi unreliable multi-hop communication channels,
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resource limitation; and node mobility. Users camety on an outside central authority, like a teasthird
party (TTP) or certificate authority (CA), to pemfio security and network tasks. The responsibility o
networking and security is distributed among thieveek participants.

2. Social Network M odel

The model uses a typical distributed approachijttalso makes use of the advantages in clustesansor
based approach with the concepts of social netwadationship. Memory is a limited quantity, sosttaken
care of.

Figure 1 shows an ad-hoc network with nine nodes.
2.1 Assumptions in the mode!:

e Each node has a unique ID.

* Nodes which can directly communicate with each oétne connected with a line.

» Iftwo nodes are connected with a line, then tistatice between them is less than a limit L, where L
is the max sensing range of wireless network.

« Each Node maintains Trust Information table (TI)tefNeighbouring Nodes.

« Each Node maintains a Global Service table (GS).

« Each node knows its location details.

2.2 Tables used in the model:

2.2.1 Trust Information Table (TI):

Table 1 is maintained by each Node with a recora&eh of its neighbouring node in the network.
2.2.2 Global Service Table (GS):

Table 2 is maintained by each Node with a recordliche nodes in the network.

2.3 Parameters on which trust can be evaluated:

Trust is continuous value changing dynamically base the condition of the nodes and infrastructural
changes of the ad-hoc network. Trust value bagidapends on the past experience of a node witthano
node. In addition to work experience Trust valisnaepends some of the parameters listed below.

¢« Work done by a Node (TW)

< Battery Life or Link Strength (TB)

¢ Number of Neighbor Links (TL)

* Response Time (TR)

¢ Frequency of Communication (TF) Decay over Time

2.3.1 Work done (TW):

Initially when a node joins a network, other’s tros it is 0. If the target node does some usefukywthen
other’s trust on it increases and vice versa.nges between 1 and -1. 1 indicating the node cdinllye
trusted, and -1 indicating a non-trusty node.

2.3.2 Battery life (TB):

It is a boolean value 1 or 0.A node broadcastsatteby status if it is in a critical state (15%) ttoe
neighbors. After going to critical state, if it mers and gets charged up, then it sends its statits
neighbors. Just before selecting a node to senpableet, a source node should check the batteys$Tda)
of all its neighbors to choose the reliable nodeerEif a node has a high trust factor, but if iggtéry life is
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in critical status, it won't be chosen.
2.3.3 Number of links for a destination node (TL):

This factor shows how many neighbors a node haanties from 0 to 1, 0 implies the target nodedrdg
one link, and 1 implies it has maximum number okéi (say 10 links). It implies the social relatibipsof
the node in the network. On evaluating trust thistdr can also be used and assigned a certain ambun
weightage.

2.3.4 Response time

Tells how busy a node is. After evaluating thettmaues for all the neighbors, the source nodecselthe
best trusted node and sends the packet. If a respomds quickly, say within 1ms then it can be mive
more weightage. This tells the amount of traffin@e is handling at that time. As the load on aenod
increases response time decrease, which intereaszs the number of tasks forwarded to it by detrga
trust value.

2.3.5 Frequency of communication (TF):

Depending on the frequency of communication thercmunode with the target node, the source node
evaluates the Friendship factor in Trust evaluatibrranges from 0 to 1, O indicating the node Isare
communicates and 1 indicates the nodes often concates. The value can be increased during
communication accordingly.

2.3.6 Decay over time:

Trust needs to be reduced over time. Say everytainust of a node (TW) reduces by 5%. This is done
eliminate the non-trusty nodes. If a non-trustyenbdving negative trust value does not do any useftk,
then it can be thrown out of the network over dqueof time.

2.4 Trust evaluation:

To evaluate trust, the source node has to calcthetéelow for every neighbor node and selectsntioe
with highest trust value.

TB*(TW + TL+ TF + TR)*alpha
Alpha=a constant

2.5 General Operations:
Figure 2: Node 10 wants to join the network.
2.5.1 Node joining the Network

A hand-shake mechanism similar to tcp-ip is usé@ hode wants to join the network, it broadcasts a
HELLO message with a timer set. This message wiltain the position of the node, its configuratam

the number of neighbors (this value is 0 for newdengoining the network) . The nodes in the network
which receive this message will broadcast to alriembers of the network. Every node will calcutaee
distance between the new node and itself. Ifliéss than L, then the new node will become a n&igbbit.

In such a case, it will acknowledge the new nodé @imessage which will contain its service andeni@
The new node will update the data in its Tl andt@&$es.

The new node waits till the timer lapses. Now, tlesv node will come to know all its neighbors. The
neighboring node will set the trust TW of the neede to zero, but the same cannot be done by the new
node. To find the trust value of a neighbor, thevmeode sends a REQUEST_TRUST message to its
neighbors except the target node. After receivirggttust values, it calculates the average ohalivalues

for initial trust value TW. In the figure, node M@ants to join the network, so it broadcasts HELLO
message to node 4 and 5. Node 4, 5 and 9 will ighbers of node 10.

2.5.2 Node leaving the network:
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If a node, say X wants to leave the network, itteasend a TERMINATE message to all its neighbohe
neighbors will send an acknowledgement to node ¥ dnwill acknowledge back. The neighbors on
receiving this message will erase the X node’'syemir GS and TI tables. It will also broadcast
TERMINATE message to all its neighbors, so thatytban update their GS table. The node X can now
safely leave the network.

2.5.3 Communication between Nodes:
Figure 3: Node 10 wants to communicate with node 1.

Assumptions: Importance will be given to secure sage passing rather than fast message passingsThis
made because trust is the most important aspestiinmodel, a secure social trust approach. If tisne
given more importance, then it will be similar tocaiting network.

Node X wants to communicate with node Y and it kadwe type of service provided by node Y. The
source node (X) will look-up its Tl table and findte neighbor node with the highest trust valuduatad
using the trust factors such as Battery life(TBxeduency of communication(TF), Number of
neighbors(TL), Work done(TW) in past and the nodesponse time. The source node will append the
selected neighbor node’s ID and then send COMMUNIEAnessage to it. It sets a timer value to
processing delay plus two times transmission délhis message has fields like destination nodedHda,
nodes reached till now. A node W which receives thessage will first check if the destination nexligs
neighbor. If so, it sends the message to Y. If Masits neighbor, then node W will find a neighbdth the
highest trust value and which is not in the traaellist, and forwards the packet by appending éhected
neighbor node’s ID. This makes sure there will béaoping in the network. This procedure is follanél

the message is received by the node Y.

In case the message is received by a pendent nadmde with only one link), the message will betse
back, if it is not for it. When the node Y gets tmessage, it has to send ACK to node X. To do this,
simply sends the message to the last name (nodie g travelled list. This is a back-tracking pedure.
Also the SUCCESS message is broadcasted by afiaties in the list to its own neighbors when thety ge
the ACK. This is done so as to tell the neighbdheg that particular node has successfully forwarithe
message.

In the above figure, node 10 wants to send a megsagode 1. The travelled list is 10-5-9-7-1. €acthe
ACK, node 1 has to send it to node 7, while broatiocg the SUCCESS message to node 2, 6, 7. Node 7
sends the ACK to 9, while broadcasting the SUCCHE®Ssage to node 1, 9 and 8. It is then sent to Bode
and 10.

SUCCESS messages are sent, so that neighbor'tralsat a node TW increases.
2.5.4 Recommendation procedure to explore Servioeders:
A node needs recommendation from other nodes ifotlmving cases:

e If the node does not know which node provides #uglired service.

« If there are more than one node in the networkigiog the same service.

We assume that a node knows all service provideits imeighbor nodes. A node X wants a service thn
network. So, node X broadcasts RECOMMENDATION_SEmBKssage to its neighbors, which contains
the sender node ID, service required. A node Y upseiving this message will check if its neighbor
provides the required service or not. If not, itlierward the message by attaching its ID in trevélled
list. If its neighbor provides the service, theatitaches the trust value (which includes TW, TB, TL) of
the service provider and sends it back. If more thiae node provides the service, then it will dttaast
values of all the nodes.

Node X waits for a certain time to collect all RERIMIENDATION_SEEK messages. It will then
calculate average of all values for a service mtewvand selects the best service provider nodeill Ithen
follow the communication procedure as mentionedvabo

Figure 4: Request for Service Provider.

Page | 27
www.iiste.org



Network and Complex Systems www.iiste.org
ISSN 2224-610X (Paper) ISSN 2225-0603 (Online) pLLy
Vol 1, No.1, 2011 IS’

Say node 10 wants some service A, so it sends BH&CRIMENDATION_SEEK message to node 4, 5, 9.
These nodes will forward to its neighbor and soMode 3 provides trust of node 2. Node 6 providestt
of 2 and 1. Node 7 provides trust of node 1.

2.5.5 Eliminating Enemy node in a suggested Path:

If a node X wants to communicate with a node Zeihds a message to node Z. If the timer timesbotit,
still the node X does not receive the acknowledgérf@ its message. So, X can deduce that something
wrong with either the destination node Z or anyaadits path. In a social network, people askrtiuest
trustful neighbors to do the same and so on. Alamapproach is used here.

The source node X sends a QUERY packet to its tnastt worthy neighbor. The node which receives this
message should append its node Id in the Travelstdfiéld of the QUERY packet and send a copy obit
its most trust worthy neighbor, and send an ackadgément back to its sender. In this way, the sourc
node will get to know the node which is untrustgrand the sending path can be deviated.

Figure 5: Eliminating node 1

Say node 10 wants to send a message to node #,dnds not get the acknowledgement from 5. So, it
sends a QUERY packet to 5. Node 5 appends its ibdtethe Traveled_List and sends a ACK to 10 and
forwards it to node 6 also. Node 6 appends itsri® farwards QUERY packet to node 1 and acknowledges
back to 5. But in-case node 1 fails to reply bazl6fthe sender). Now 6 will generates PathErroketac
indicating problem in node 1 and sends it to nddight Source Node).So node 10 can assume thatinode
does not forward the packets, so it will not furtbemmunicate with it. Now, the neighbors’ trust\{J on
node 1 is reduced.

2.6 Attacks:

We can neglect the link breakages, as the nodesoaected via wifi and if a node wants to charnge i
position, it has to inform other nodes.

2.6.1 Ad-hoc Flooding Attack:
Figure 6. Node 5 floods messages

In this attack a compromised node in the netwonkegates random RREQ (Route Request Packet) to a
Destination node which is not in the network or gliynbroadcasts messages. All the node processes the
request but no node will generate a RREP (Routau@#oReply) since no node knows the Destination
node or simply orwards the packet. Flooding RREQkpts in the whole network will consume a lot of
resource of network. The intruder node consumesdeork bandwidth.

Using social network approach, TF comes into petlfr a node X exceeds the limit of broadcasting th
messages, for its neighbour say Y, the TF valueeases and reaches close to 1. When it encouniehisas
situation, it keeps the packet sent by X and wheets the next packet it cross checks to deteriibhés

the same packet or not. This process is repeatitieds and after which the node Y assumes that X is
non-trusty and breaks the link. Even if the paaketbers are different and if the node occupies more
bandwidth than a predetermined quantity, the saanebe done. Y also broadcasts that X is non-trasty

a node Z (which is a neighbour of X) cross checldtakes necessary action.

2.6.2 Black hole attack:

A Wireless ad-hoc network is a temporary networll aonsists of mobile nodes moving arbitrary in the
places that have no network infrastructure. Siheenbdes communicate with each other, they coopésat
forwarding data packets to other nodes in the nétwbhus the nodes find a path to the destinatiogen
using routing protocols such as Ad hoc on-demarstadce vector (AODV) routing, dynamic source
routing (DSR) and Destination sequence vector nguiDSDV).

The lack of central coordination and shared wiele®dium makes them vulnerable to attacks thardwire
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networks. The attacks may be passive or activelatarhe passive attacks caused by malicious nodes
without disturbing the network operation. The aetattacks disturb the operation. The attacks tdkeep
when routing the control information and data. threc wireless networks each node acts as hoseks w
as router.

One of these attacks is the Black Hole Attack agjametwork integrity absorbing all data packetshie
network. In this attack the malicious node expldits routing protocol by advertising itself as pEsssng

the shortest secure path to destination node tiRthge Request message generated by the source node
As the reply from the malicious node reaches thecnode earlier, it forwards the packets in thae
suggested by the malicious node. Now the malicioade in the route intercepts the packets and dtops
After receiving the data packets the black hole rdeyp the packets selectively (leads to data loss)
intercept the packets (change destination ID, aéslewn information etc) and forward it to destipati
Hence confidentiality of the message is disclosethé presence of the black hole attack

3. Conclusion

The web enables users to get information, obtaviceEs and communicate with others in new waysaAs
consequence, it accesses not only the informationsarvices but also people: who a user knowststru
and stays in touch with. Some of the most excitieg activity on the web is social, with social netks
and collaborative interaction. The open and deeénéd nature of the web raises issues with resjpect
trust. A commonly used solution to tackle the peablof trust management is to build a "web of truist'a
"web of trust", each participant is allowed to eegs the degree of its trustworthiness in othersddgg so,
a participant helps the other in deciding whichtipgrants are to trust or to distrust, without prio
interaction. This exact approach we have used inmmdel.

In this report we maintain a information table &ery node with respect to its neighbouring nodeikv
contains important parameters such as destinatide mnd factors on which trust depends on liket trus
value(-1,1), frequency of communication, numbetimis, battery life of the node. We then discussvho
exactly these parameters determine the trust. W@pampletion of this we compute the trust and selleet
node with the highest trust value.

General operations which are also discussed fdr sades are joining and leaving the network. Jgirire
network has a mechanism similar to TCP/IP. A hellessage is broadcasted from the new node to all the
current nodes and nodes which are in close proxitoitt(d<L) become its neighbors after the timesét.
Communication between nodes relies on secure tiasgm rather than fast transmission as discussed
earlier.

In conclusion this paper uses the advantages afcelsnetwork and the "web of trust" to effectively
manage trust in a network as shown in our model.
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Table 1. Trust information table (TI)

Parameter

Definition

1 Destination Node Id (Dnld):

Unique Id ofthe Destination node’s n the network

b

Trust Conumumnication (TW):

Continues value between -1 to +1. Implies how successfully a node
corumnunicates and worksin a network.

3 Frequency of comrmumication (TF) | Number of times the destination node commnunicates with the
source node.
4 Mumber of Links{TL) Degree of Friendship-ness of anode

Lh

Battery Life (TE)

Strength to support future task request by the node

6 Position Locationx,y.
Table 2. Global service table(GS)
Parameter Definition
1 Destination Node ID {Dnld) Unique Id ofthe Destination node’s in the network
2 Service Set of services provided by thenode.
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