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Abstract

Dynamic topology and infrastructure less behaviprovide a great facility for adhoc network. Suckilfty
generates easy connection of adhoc network andda®wnode mobility without loss of connection. knck
ability packet dropping is a serious challenge darlity performance of adhoc network. The adhoavosk
suffered some serious security therats such at@ekblack hole attack, malicious attack and woohe lattack
that attack occurred a packet dropping problemdinoa network. For the minimization of attack anaket
dropping various authors built various method sowthod is node authentication, passive feedbacknseh
ack-based scheme,reputation based scheme andiwedeased scheme, ack-based scheme suffered @iprofbl
massive overhead due to extra acknowledgment packkit also suffered decision ambiguity if thguested
node refuse to send back Acknowledgment. In thisadtation we uses modified ack-based scheme ssmnge
channel for overcoming the problem of decision ayalhy for requested node, improved node authembicat
and minimize packet dropping in adhoc network.

Keywords- mobile ad-hoc network, routing misbehaviour, AODduting protocol, ACK based approach,
network security.

I. Introduction

Adhoc network is a group collection of mobile no@eiring the last few years we have all witnessegdity
increasing growth in the deployment of wireless if@lommunication networks. Mobile ad hoc networks
consist of

nodes that are able to communicate through theotiséreless mediums and form dynamic topologiese Th
basic characteristic of these networks is the cetaplack of any kind of infrastructure, and therefehe
absence of dedicated nodes that provide networlkagsanent operations as do the traditional routerfsxad
networks. In order to maintain connectivity in abiite ad hoc network all participating nodes haveesform
routing of network traffic. The cooperation of ngdennot be enforced by a centralized administratigthority
since one does not exist. Therefore, a networkrlayetocol designed for such self-organized netwarlust
enforce connectivity and security requirements tideo to guarantee the undisrupted operation ofhigber
layer protocols. Unfortunately all of the widelyeadsad hoc routing protocols have no security camatibns
and trust all the participants to correctly forwaodting and data traffic. Figure

Ad Hoc Wireless Network

Fig.1 Shows that scenario of ad-hoc network
The nature of ad hoc networks poses a great cigalto system security designers due to the foligweasons:
firstly, the wireless network is more susceptibte attacks ranging from passive eavesdropping toveact
interfering; secondly, the lack of an online CA Tusted Third Party adds the difficulty to deplogcsrity
mechanisms; thirdly, mobile devices tend to haweitéd power consumption and computation capalslitie
which makes it more vulnerable to Denial of Servatéacks and incapable to execute computation-heavy
algorithms like public key algorithms; fourthly, MANETS, there are more probabilities for trustextia being
compromised and then being used by adversary tehaattacks on networks.
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MANET stands for Mobile Ad- hoc Network.It infragtitureless wireless network. A MANET can be formed
either by mobile nodes or by both fixed and mobiteles. Nodes randomly associate with each othenirigr
arbitrary topologies. They act as both routerslaogts. The ability of mobile routers to self-config makes this
technology suitable for provisioning communicatitm for instance, disaster-hit areas where ther@as
communication infrastructure, conferences, or ireeyancy search and rescue operations where a tketwor
connection is urgently required. The need for nitgbih wireless networks necessitated the formatiérihe
MANET working group within The Internet Engineeriiigsk Force (IETF) for developing consistent |Ptiray
protocols for both static and dynamic topologies.
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Figure : 2
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Figure : 3
There are five main security services for MANETsuthentication, confidentiality, integrity, non-
repudiation,availability. Authentication means thetrrect identity is known to communicating partner
Confidentiality means certain message informatierkeépt secure from unauthorized party; integrityanse
message is unaltered during the communication;epaidiation means the origin of a message cannot den
having sent the message availability means the aoservice provision in face of all kinds of attaclhmong
all the security services, authentication is prdyp#ite most complex and important issue in MANETES it is
the bootstrap of the whole security system. WitHadwing exactly who you are talking with, it is wldess to
protect your data from being read or altered. Qaginentication is achieved in MANET, confidentiglis a
matter of encrypting the session using whatevermkaierial the communicating parties agree on. hwtthese
security services may be provided singly or in comation. In security concern node authenticatiomesee is
better option for secured communication in mobifh@c network.The most efficient node authenticai®n
ACK-Based scheme.The ACK-Based scheme providesla aothentication security in adhoc network. Big th
scheme generates a huge amount of packet loadvimrke the generated packet generates a packepitign

Wait for

sometime
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network. The generation of huge amount of wasteshindwidth of network and performance of network
decreases.
Il. Routing protocol in wireless ad hoc network

A. Routing Concept
Routing is the act of moving information from soeito a destination in an internet work. Durings thiocess, at
least one intermediate node within the internetwsmincountered.
The routing concept basically involves two actasti firstly, determining optimal paths and seconttnsferring
the information groups (called packets) throughiraernetwork. The latter concept is called as paskeétching,
which is straight forward, and path determinatisnvery complex. Routing protocol uses several mesrito
calculate the best path for the routing the patkéts destination. These matrices are a standaabkurement that
could be number of hops, which is used by the ngugilgorithm to determine the optimal path for plaeket to its
destination. The process of path determinatiorha, trouting algorithms initialize and maintain tiog tables,
which contain the total route information for patcKehis route information varies form one routingaithm to
another. Routing tables are filled with a variefyidormation which is generated by routing alglonits. Most
common entries in the routing table are ip-addpresix and the next hop. Routing tables Destindtiert hop
associations tell the router that a particular idaibn can be reached optimally by sending thekgtato router
representing the "next hop" on its way to finaltdegion and ip-address prefix specifies a setedtithations for
which the routing entry is valid for.
In mobile ad-hoc network every node is havingirautapability. Nodes are within the radio rangar{smission-
range) are called ifdeighbors. When the destination node is neighbor of sounenpackets are transferred with
single hop. When the destination node is neighlb@oarce node, packets are transferred with sihglg When
the destination node is out of radio-range (noeighrbors of source node) then packet are transfénrenultiple
hops using intermediate nodes. These intermediatiesn (neighbors of source node) forward packetsheo
neighbors and so on till destination is reacheds Ehshown below:

. -

Figure 4(a) : Single hop transfer when S & D imdio  range

s \

Figure 4 (b): Multiple hops when S & D are notédio range
Ill. ACK-based schemes
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ACK based scheme overcome the limitation of pasf@eedback technique when power control transmission
used. To implement this scheme, an authenticatiechanism is used to prevent the next hop from sgndi
forged ACK packet on behalf of the intended two hejghbor.

The main drawback of this scheme is the huge

overhead. In order to reduce the overhead, tHeoeihave proposed that each node asks its twadigbbor
to send back an ACK randomly rather than continlyouskewise, this extension also fails when theothop
neighbor refuses to send back an ACK. In such tsituathe requester node is unable to distinguib g the
malicious node, its next hop or the requested nbdeovercome the previous ambiguity in determirtimg true
malicious node, focuses on detecting malicioussliimistead of malicious nodes.This scheme is basetA€K
packet that is assigned a fixed route of two hoptheé opposite direction of the received dataitraffroute. In
this scheme, each packet’'s sender maintains tlmvalg parameters; (i) list of identifiers of dgtackets that
have been sent out but have not been acknowledgediiy a counter of the forwarded data packei$,and a
counter of the missed packets.

IV. Modified ACK-based scheme

In the existing ack-based scheme uses 2ack prémetise node authentication process in attack seeivaad-

hoc network. These 2ack based scheme generateeadmigunt of ack packet in the network and also give
decision ambiguity for requested node and therceffeality of service .now we modified these schamed
finite state automata. Finite state automate pewidtate of route ack, due to this node ack pankéitain state
between node to request and respond node. Intthiegs we used some extra buffered memory for aiaiat
state of node .that memory area maintain a pate shae togiven request and response. For maintaining a
request packet acknowledgment we calculate the mgxtwith dsdv protocol concept. Path state maistai
sequence of ack packet.

V. Simulation parameter & simulation result: smulation setup

Simulation used NS-2.34
Topology area 1200 X 1200
No. of Mobile Nodes 25
Max. No. of Connection 30
Simulation Time 200
Speed 10-20 m/sec
Communication Link 10 Mbps
Capacity
Traffic Intensity 45,85,95,180
Routing Protocol AODV
Tablel|
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In order to simulate the scenarios described altbeemplementation was done in NS-2.34 Networkniigator.
The simulation scenario to simulate MANET, whiclesis\ODV without packet drop and with packet drog ar
given in table.

results:

This set contains result of comparisons of Grapl Bhroughput with secure channel and without secure
channel, Average E- E Delay, Packet Delivery Ratid Avg. Jitter and Routing Load in Ad Hoc network.

Comparison b/w packet deIrvery ratio between with ecure channel without secure channel

I:El: POR =

_
L

P

e

Tmﬂm o P A S Y

By e mX
Figure 5: Effect on PDR using secure channel |brlecadhoc network
The result shows both the cases, with the secuaeneh and without the secure channel it is meastinaidthe
packet delivery ratio is dramatically decreasesmiiie network are not using secure channel. Hdocdetter
delivery of packet a secure channel is must im#tavork.
Comparison b/w throughput with
secure channel without secure channel

g i T S
Figure 6: Effect on throughput using secure chammelobile adhoc network

This result shows that throughput of the networthveiecure channel is greater as compared to theghput of
the network without containing secure channel. Beeein throughput indicates that the resourcesnate
utilized in the most efficient manner, it also psimout that the available resources can be utilined more
efficient manner. Clearly it shows that without ngsisecure channel in a network has detrimentatiefia

throughput.

Comparison b/w Routing Ioad with secure channel witout secure channel
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Figure 7: Effect on Routing Load usrng secure cleannmobrle adhoc network
This result also shows that, routing load increasitsout using secure channel as compared to theonk
using secure channel. Due to this, if the netwar&sdnot use secure channel then the overheadafid vad
or congestion increases. So the network must wseesehannel.

VI. Conclusion & Recommendation
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Without infrastructure and node mobility in adhaatwork is a great challenge in security concerm.dezurity
concern various method are proposed for node atithéon in mobile adhoc network. The authenticatio
scheme of leader agent and member surveillancethgreeduces the relative calculating overheads and
communication costs. Generally speaking, when leagent node and surveillance nodes are not destydlye
united nodes can ensure the reliability, the autbation result is reliable. The dissertation preg® a novel
scheme for migrating packet dropping in mobile adhetwork. Our proposed method uses secure chamnel
overcome the decision ambiguity in requested nodkrmde authentication. In this dissertation sectiannel
maintain a state of request and reply such fastionmize packet overhead in network.Our proposethot
also removes the node ambiguity in 2ACK hop fothauatication process. And minimize a packet dropmng
mobile adhoc network Our proposed mechanism hascor® some of the limitations like it has the regdi
some extra buffer memory for maintain a state ajuest/reply automata. It also introduces little bit
computational overhead during route advertisemedtpath establishment.
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