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Abstract

One serious concern in the ubiquitous networks is the seamless vertical handover management between different
wireless technologies. To meet this challenge, many standardization organizations proposed different protocols at
different layers of the protocol stack. The Internet Engineering Task Force (IETF) has different groups working
on mobility at IP level in order to enhance mobile IPv4 and mobile IPv6 with different variants: HMIPv6
(Hierarchical Mobile IPv6), FMIPv6 (Fast Mobile IPv6) and PMIPv6 (Proxy Mobile IPv6) for seamless
handover. Moreover, the IEEE 802.21 standard provides another framework for seamless handover. The 3GPP
standard provides the Access Network and Selection Function (ANDSF) to support seamless handover between
3GPP — non 3GPP networks like Wi-Fi, considered as untrusted, and WIMAX considered as trusted networks. In
this paper, we present an in-depth analysis of seamless vertical handover protocols and a handover latency
comparison of the main mobility management approaches in the literature. The comparison shows the
advantages and drawbacks of every mechanism in order to facilitate the adoption of the convenient one for
vertical handover within Next Generation Network (NGN) environments.

Keywords: Seamless vertical handover, mobility management protocols, IEEE 802.21 MIH, handover latency

1. Introduction

The rapid growth of real-time wireless applications usage implies a need for continuous network
technologies improvement in order to support their QoS requirements in such a rapidly evololving
environment. To successfully satisfy this increasing demand while providing end-users with QoS guarantee,
the ubiquitous network should allow a Mobile Node (MN) to do handover between differnet types of
network in a flexible manner. In order to enhance the end-user experience, in such environments, and
achieve a given service level guarantee, a MN needs to roam seamlessly between different wireless access
networks within any Next Generation Network (NGN) architecture. When a MN changes its point of
attachment, it acquires a new IP address from the newly visited network and loses all previous connections
with the home network. Different IETF working groups and other standarization bodies propose different
protocols to manage seamlessly IP-based mobility. The research work in mobility management specifies
two main categories: macro-mobility that is the transition of a mobile user between two different networks
and micro-mobility when a mobile node changes it point of attachment within the same network. Mobile
IPv4 is the most widely used protocol for macro-mobility management while FMIPv6 and HMIPv6 are
more suitable for a micro-mobility management where the mobile node changes often its point of
attachment.

Extension and optimization for IP mobility has been widely explored in the literature even for micro and
macro-mobility management schema Zekri et al. (2012) did an extensive overview of mobility management
protocols. They provided an indepth comparison of the different heuristics used in this domain and
classified them into categories along with their respective advantages and disadvantages. In an attempt to
expand this research, Yan et al. (2010) have had a similar research done. Their distinction was to provide
three additional criteria to compare the heuristics; namely: number of handovers, handover failure
probability and throughput. On a similar track, Barja et al. (2011) classified the most widely used vertical
handover decision algorithm (VHA) in the literature into different sets of algorithms depending primarily
on the information used to make decisions and the techniques employed. They concluded by providing
recommendations on the most appropriate vertical handover techniques to efficiently communicate in
heterogeneous environments based on their particular and unique network characteristics. In this research,
we do an empirical handover latency study for the most known mobility management protocols: MIPV4,
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MIPV6, HMIPV6 and FMIPV6 and we compare the pros and the cons of each studied schema. At the same
time, we did a comparative study on the most significant work, using MIH, to improve the handover
latency during the handover period.

The reminder of this paper is organized into 12 different sections covering our research. In section 2 describes
the related work. Section 3 describes the main standardization bodies for handover management. Section 4
provides an overview of different handover categories. Section 5 shows the handover process phases. Section 6
discusses the different protocols used for handover at different layers. In section 7, we study and compare in
detail the handover latency and its causes according to four different IP based protocols. Section 8 discusses the
handover latency with the mSCTP protocol. Section 9 describes the SIP protocol and the handover latency. In
Section 10, we present an overview of the IEEE 802.21 standard. In section 11 we compare the proposed
research for minimizing handover latency and we finally conclude by Section 12.

2. Related Work

Handover is the process that enables a MN to change its point of attachment from the current network to
the visited network. During this process, the MN will be provided with a new IP address from the new
network and packets sent by a Correspondent Node (CN) to the MN will be lost. To overcome this problem,
Mobile 1IPV4 (MIPv4) deploys an additional component called home agent on the home network that
forwards the packet destined to the MN through a foreign agent on the visited network. This solution
guarantees a correspondent host transparency but induces a high latency for addresses resolution and
registration with the home agent. In addition, this mechanism, due to the triangular routing Anamalamudi et
al. (2012) causes a high level of signalling flows over the core network. Thereby we observe long handover
latencies with performance degradation for many applications. Mobile IPv6 (MIPv6) is an enhanced
version of MIPv4. It uses the new mechanism introduced by IPv6 protocol for neighbouring networks
discovery, movement detection and configuring a new address automatically on the visited network
Pieterse et al. (2012). MIPv6 improves the handover latencies but it remains above 150ms which is the
maximum acceptable value for real time multimedia applications as defined by the International
Telecommunication Union (ITU TG-114). Hierarchical Mobile IPv6 (HMIPV6) Moravejosharieh, et al.
(2012) was proposed to improve the performance of MIPv6 by dividing the overall networks into
hierarchical domains. This structure reduces the signalling overhead and the registration delay between the
MN and the CN thus improving the handover latencies. FMIPv6 Tran et al. (2011) is another protocol
designed to reduce the movement detection phase time, the address auto configuration phase and the packet
loss ratio. Section 7 of this paper will describe in details each of the protocols cited above.

Mobile Stream Control Transmission Protocol (mSCTP) is another protocol used for handover and is
located at transport layer with TCP and UDP. mSCTP supports multi-homing and multi-streaming. Section
8 of this paper discusses this protocol and studies the corresponding handover latency in detail. Many
research papers propose an improvement for handover latency with mSCTP.  (Jin et al. 2011) use Mobile
IP for location management of a MN which facilitates the SCTP association between a MN and a CN. They
show, by experiment, that the proposed handover control schema gives better performance than the mobile
SCTP protocol (mSCTP). Kim et al. (2008) show, through the performed experiments, that the handover
latency with mSCTP is lesser than MIPv6 in heterogeneous environment. Lee et al. (2007) propose a new
schema of mSCTP usage that improves the handover latency by 54% and the signalling cost by 45%
compared to FMIPv6.

27


http://www.iiste.org/

Network and Complex Systems www.iiste.org
ISSN 2224-610X (Paper) ISSN 2225-0603 (Online) JLINE]
Vol7, No.1, 2017 ISTE

Session Initiation Protocol (SIP) is an IETF protocol for VoIP and multimedia session widely used in the
handover at the application layer Boulahia et al. (2013) that will be described in detail in section 9. Many
enhanced mechanisms for SIP handover exist in the literature. Ong et al. (2009) use SIP over IPv6 to
manage the handover process when a MN performs inter domain mobility, namely macro-mobility
management. They prove that the proposed SIP hybrid IPv6 decreases the unnecessary load and handover
latency. Ong et al. (2005) experimented the integration of SIP and MIPv6 protocols for ad hoc networks
and showed that the proposed mechanism is more efficient in terms of handover probability, triangle
routing delay, throughput, and response time than existing wireless LAN systems with MIPv4. In (Thikrait
et al. 2006), W. K. Chiang et al. proposed a new handover schema with SIP (SIPHO) based on the concept
of Media Independent Handover (MIH) in order to enhance the handover performance of SIP. This new
mechanism uses the lower layer intelligent trigger of MIH for handover detection and decision.
W.K.Chiang et al. (2012) propose an enhancement of the Media-Independent Pre-Authentication (MPA)
phase for handover by adding a redirect tunnelling (MPA-RT) Ed ef al. (2011) in order to minimize
handover delay and to prevent packet loss. Moreover, a seamless cross-layer SIP handover framework
based on SIP, MPA-RT and Media Independent handover (MIH) is proposed. Kim et al. (2011) calculated
the handover latency and signalling cost for SIP interworking with MIP schema and propose a new method
for handover by using the Candidate Access Router Discovery mechanism (CARD). This protocol is
designed for use in wireless IP networks to dynamically collect information about neighbouring access
routers and their capabilities. This capability enables the MN to dynamically execute low-latency handover
and to intelligently select a target access router Liebsch et al. (2005). Zeadally et al. (2007) experimented
with lower packet transmission delay for SIP and SCTP as compared to Mobile IP.

3. Handover and Standardization Organizations

Vertical handover between different access networks is an important requirement to provide a QoS
guarantee in a heterogeneous environment. Handover must be seamless for the user and this requires
cooperation between different network technologies. Several approaches for standardization have been
proposed by different bodies.

3.1 IETF Standards

Various working groups of the Internet Engineering Task Force (IETF) provide enhanced versions of existing
protocols that guarantee interoperability between different types of networks. This interoperability covers
authentication, security, Quality of Service (QoS) and IP mobility management. In order to improve and optimize
IP mobility, several IETF standards have been proposed such as Mobile IPv4 (MIPv4) Perkins et al. (2002), IPv6,
Mobile IPv6 (MIPV6) Johnson et al. (2004), Fast Handover for Mobile IPv6 (FMIPv6) Koodli et al. (2008),
Hierarchical Mobile IPv6 (HMIPv6) Soliman et al. (2005), Proxy Mobile IPv6 (PMIPv6), Multiple Care-of
Addresses (MCoA), Dual Stack Mobile IPv6 (DSMIPV6) Soliman et al. (2009).

3.2 3GPP Standards

Third Generation Partnership Project (3GPP) is an organization that aims to standardize the communication
between cellular networks. This includes GSM (2G) Lagrange et al. (2006), UMTS (3G) and its various
developments Sanchez et al. (2007) and LTE (4G) Lescuyer et al. (2008). 3GPP specifications and products
offer a convergence solution between these cellular networks. In addition, other 3GPP working groups like TSG
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SA1 standardize the communication between 3GPP and non-3GPP networks such as WI-FI and WIMAX. 3GPP
(2006). The core network of LTE named Evolved Packet Core (EPC) is the latest evolution of the 3GPP core
network architecture ETSI TS 124 312 V9.1.0. EPC contains the Access Network Discovery and Selection
Function (ANDSF). ANDSF implements the handover management process and allows vertical mobility
between 3GPP legacy systems and non-3GPP systems (3GPP TS 23.402). It also manages packet routing,
transfer function, mobility and security management (3GPP TS 22.278).

4. Different Types of Handover

Handover is a key process in heterogeneous environments that offer QoS guarantee to the mobile user. Handover
is divided into three phases: initiation, decision and execution. Handover could be performed according to one of
the many schemas. Handover can also be horizontal between cells within the same technology or vertical
between different types of radio access network. When a mobile node disconnects from the serving network and
before connecting to the destination network, the handover is called hard handover or break before make
handover. If the mobile node connects to the destination network before leaving the serving one, the handover is
called soft handover or make before break handover.

4.1 Mobile Controlled Handover Decision (MCHO)

According to this schema, the MN takes the decision for handover based on existing local information such as
Radio Signal Strength (RSS), Signal to Noise Interference Ratio (SINR), Blocking Error Rate (BLER), user
preferences, mobile speed and others. The mobile controlled handover can be network-assisted (NAHO) where
the network provides values concerning QoS parameters of a given network to the MN such as bandwidth and
packet loss ratio. These parameters help the MN with making HO decisions (e.g.: in the case of the MIIS server
within the MIH) (IEEE Std 802.21TM, 2009).

4.2 Network Controlled Handover Decision (NCHO)

In this mode, the network makes the decision for handover. Here, the handover can be mobile initiated or mobile
assisted. In the former mode, the mobile node detects the presence of a new access point and estimates that there
is a better network (handover initiation), it informs the network that allows or rejects the handover. In the latter
mode, the network initiates the handover but the mobile assists this process (MAHO) by providing
measurements of the environment that aid the network to make the best decision.

5. Handover Process

Regardless of the reasons behind the need for a mobile node to make a handover, an accurate vertical handover
between different types of networks must be seamless to the user. Vertical handover process should not generate
long latency or high packet loss ratio to guarantee QoS for real time applications. To meet this challenge, the
handover process is accomplished through three phases. Figure 1 shows the handover process phases.

5.1 Phase I: Handover Initiation and Network Information Gathering

The handover process must start when a client node needs to leave its current point of attachment and connects
to a better one. Usually, it is due to the value of the radio link quality or the QoS parameters that decrease below
a certain predefined threshold. During this phase, the mobile node scans continually its vicinity to collect
information about all visible networks. This kind of information is mandatory for the handover selection phase.
Some of this information is network related like bandwidth, packet loss, network coverage, load, Bit Error Rate
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(BER), Signal to Interference Ratio (SINR), security, etc. Other information is mobile related like Radio Signal
Strength Indicator (RSSI), the battery strength and mobile speed. Finally, parameters like cost and QoS level can
be user preferences related.

5.2 Phase II: Network Selection

During this phase, the information gathered from the previous phase will be compiled and a decision about the
destination network will be validated. Time when the handover must be triggered is crucial for QoS guarantee
for mobile applications. The handover algorithm of the standard does not implement the best decision
mechanism. In the literature, many researches propose different ways to make this decision that we can classified,
into two main categories: algorithm based decision and fuzzy logic based decision as depicted in Figure 1.
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Figure 1. Handover Process Phases

5.3 Phase Ill; Handover Execution

Handover execution, as will be further explained in section 6, can be at different layers of the protocol stack. One
of the most important challenges for this phase is to perform a seamless session transition process. One of the
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four following schemas can be used for handover execution: NCHO usually adopted by operators for load
balancing, MCHO, MAHO and NAHO.

6. Handover Layers

A key requirement of seamless handover management is to maintain the connection between both participants
(endpoints). This can be carried out at different layers of the protocol stack. Depending on which layer the HO is
taking place, some information becomes more crucial than others. Each layer of the protocol stack model has a
specific HO protocol. Table 1 shows examples of protocols that can be used for each layer. It is important to
notice that there is no relationship between the layer level in which the handover occurred and the time needed to
accomplish this process. During handover, the MN takes a period of time (T) to change its point of attachment
and packets sent between the MN and the correspondent node during this time are delayed or lost. The bigger the
value of T is, the higher the packet loss ratio is. Many factors influence the value of T. These factors will be
discussed in detail in the next sections.

Table 1. Handover Layers and Associated protocols
Protocol Used For Relevant Parameters Sharma et al.
Layer Level
HO (2010)

User Preferences

Session Initiation icati
Application Layer Security Alert
Protocol Handley et al. .
Context Information
(SIP) (1999)
QoS Parameters
Stream Control Network Load
Transmission Protocol Transport Layer N k Topol d Routi
. etwork Topology and Routin
Aydin et al. (2003) P gy_ g
(SCTP) Information
Mobile IP and all its Network . .
. Available Foreign Agent
variants Layer
. Network Configuration and
(MIPV4, MIPVS, Perkins et al. L.
Pre-authentication
FMIPV6, HMIPV6) (1997)
Fast Base Station Link Layer Link Status
Switching Agrawal et al. Link Parameters
(FBSS) (2005) Radio Network Access Condition

Can be at different
Cross-Layer layers
Lin et al, (2008)
Media Independent Between Link Layer
Handover and Network Layer
(MIH) Lampropolos et al.

RSSI

Mac parameters
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(2008) Other parameters that can be retrieved from
different service of MIH like MIES, MICS
and MIIS.

7. Handover Latency study

To better understand the causes of Handover Latency (HOL) and packet loss during handover, a detailed
description of handover mechanisms used by different protocols is provided. Next, we give an empirical
comparison for handover latency between MIPv4, MIPv6, HMIPv6 and FMIPv6. Then, in section 8 and 9, we
study the HOL with mSCTP and SIP protocols.

7.1 Handover Latency Comparisons for MIPv4, MIPv6, HMIPv6 and FMIPv6 Mobility Protocol

Despite its large limitations, Internet Protocol (IPv4) is the base of abundant emerging applications today. IPv6 is
an improvement version of IPv4 that offers largest range of IP addresses and is able to detect movement,
discover neighbor networks and configure address automatically. Several working group within the IETF
provide different version for the two flavors of Internet Protocol: IPv4 and IPv6. The research work that has
been done to solve the problem of mobility in IP networks have led to two main categories: macro and
micro-mobility as shown in Figure 2. The macro-mobility is mainly concerned with the transition of the MN
between two different networks. Mobile 1Pv4 was designed to handle this type of mobility. We talk about micro
mobility when the MN moves between two attachment points within the same network. FMIPv6 and HMIPv6
are considered as protocols that manage the micro-mobility.

Mobility Mobility

Figure 2. Macro and Micro-Mobility

During handover, the mobile device cannot receive or send any data because of link switching delay and IP
protocol operation. This is called the handover latency (HOL) Datta et al. (2012). Handover latency is the
primary cause of the packet loss and service deterioration. The lesser the HOL is, the better the QoS is. This
delay is the sum-up of two times T1 and T2. T1 is the time needed for a mobile node to disconnect from the
serving network and reconnect to the destination network. Practically this time is consumed by Layer 2
reconnection process on the destination network and the signaling associated to this process (T | sreconnection)- T2 IS
the time due to the packets routing path during transfer (TPRP).

7.2 Handover Latency with MIPv4

According to MIPv4 schema, the packets sent by the correspondent node are intercepted by the home agent and
then tunneled to the mobile. According to this schema, the mobile sends packets directly to the correspondent
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node (triangular routing) Perkins ef al. (2001). Triangular routing, depicted in Figure 3, introduces more
signaling on the core networks which leads to a non-negligible period of HOL and increases the packet transfer
delay.

With Mobile IPv4 (MIPv4), time due to the L2 reconnection process (T sreconnection) MIPV4 is the summation of
the time needed by the MN to detect the new network (Tpnny)MIPV4, the time needed to obtain the new care of
address (Tncoa)mipva and the time needed by the MN for registering his new care of address (CoA) with its
home network (HA) (Tr)mieva- This latter is equal to the round trip time and depends on the distance between the
MN and the HA.

(T L2reconnection)mipva = (Tonn)mieva + (Trncoa)mipvat (Tr)mipva

During this time, packets sent from the correspondent node to the MN will be dropped or delayed.

2 Mobile Node
Foreign Agent (MN)

&

Home Agent Visited Network

(1) and (2): Packets are routed from the
CN to the MN via the HA.
(3): Packets sent from MN straight to CN.

Home Network

Correspondent Node
(CN)

Figure 3. Packet Routing Path with MIPV4
With MIPv4, packet routing path time caused by the triangular routing path is given by:
(Tere)mipva = (TensHa)mipva + (Trasra)mipva + (Taidmipva + (Trasmn)mipva

Where (Ten SHAIMIPVA is the time needed for the packet transfer from the correspondent node to the home agent;
(ThaFa)MIPv4 is the time needed for packet transfer from the home agent to the foreign agent, (Tair)ypys IS the
average time needed for the transfer over the air interface and (Tga _)MN)M.p\,4 is the time needed for packet
transfer from the FA to the MN.

This protocol suffers from a high handover latency, caused by the triangular routing, that is non-acceptable for
many applications.
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7.3 Handover Latency with MIPv6

To improve the handover latency, Mobile IPv6 (MIPv6) uses the mechanism provided by the IPv6 protocol
for movement detection, neighbor discovery and auto address configuration Johnson et al.(2004). MIPv6
eliminates the need for a foreign agent of MIPv4 and provides a solution for the triangular routing problem
by allowing a direct communication between the CN and the mobile node on the visited network. MIPv6
protocol exists in two modes: Bidirectional Tunneling Mode and Route Optimization Mode. According to
the former mode, the CN does not require MIPv6 support and all traffic between CN and MN goes via the
home agent. According to the latter mode, the MN requires registering its current binding at the CN and
communication will be direct between MN and CN in both ways as shown in Figure 4. According to the
Route Optimization Mode, the time needed to connect to a new network is given by the following formula:

(TLZReconnection)MlPVG = (TDNN)MIPVG + (TNCOA)MIPv6+ (TR)MIPVG

MIPV6 has the capabilities to detect its neighbors, auto configure automatically the new care of address
and eliminates the need of foreign agent then:

(Trncoa)mipve < ( Tncoa)mipva
( Tonn)mievs < (Tonn)mipva

(TFA_)MN)MIPVG =0

As a result, with MIPv6 the time needed for the L2 Disconnection from the old network and
reconnection to the new network process is lesser than that with MIPvA4.

(TLZReconnection)MlPVG < (TLZReconnection) MIPv4

As shown in Figure 2, the mobile device uses the Binding Update (BU) message to register its new
temporary address with its home agent and all of its correspondents. So after receipt of the new address by
the correspondent, it starts sending packets directly to the current location of the mobile without using the
home agent. In this case, the (Tprp)mipvs 1S 1€SS than (Terp)mipva @and can be evaluated by the following
formula:

(Tere) mipve = (Tensmn)mipvet (Tair) mipve

Where (Ten 9M,\,)M.p\,s is the time needed for packet transfer from the correspondent node to the mobile
node and (T4ir)mipve IS the average time needed for the transfer over the air interface. Saving by that the time
needed for the packet transfer from the correspondent node to the home agent of MIPV4 (Tcn_yHa)mipvs @nd
the time needed for the packet transfer from the foreign agent to the mobile node (Teamn)mipva. The
weakness of this protocol is that the MN must register with multiple entities (e.g. HA and all other
correspondents) which increases the signaling over the core network and reduces the availability of the
resources. Also, the delay taken by the auto configuration procedure is not negligible and is still not
acceptable and above the minimum required (50 ms) by the ITU (International Telecom Union) to avoid
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jitter in VoIP applications (ITU-TG.114, 1988).

7.4 Handover Latency with HMIPv6

The Hierarchical Mobile IPV6 (HMIPv6) has come to solve the problems of MIPv6 for signaling overhead
and to reduce the registration delay between MN and CN. To achieve its goal, the HMIPv6 divided the
overall network into different hierarchical domains and introduces entities Soliman etal. (2008).: Access
Router (AR) is the default gateway of the mobile node. Mobility Anchor Point (MAP) is a router that is
used to introduce hierarchical levels. It plays the role of home agent for the mobile node inside the same
subnet domain. Regional Care-of-Address (RCoA) is the address obtained by the MN in the visited
network. This address is obtained automatically by auto configuration and is valid throughout the subnet
managed by the same given MAP. On-Link Care-of-Address (LCoA) is the address that changes for each
movement of the MN from one access point to another within the same domain managed by a given MAP.

Visited Network

Home Network

®  No need for a Foreign Agent (FA) on the visited network.

®  packets between CN and MN are routed directly with no
interaction needed on the HA

Correspondent Node
(CN)

Figure 4. Packet Routing Path with MIPV6 (Route Optimization mode)

As shown in Figure 5, a mobile node that changes its point of attachment between AP1 and AP2,
(micro-mobility within the same MAP domain), gets a new LCoA address while its RCoA address remains
the same. In this case, the MN does not need to send the binding updates message to the home agent and
the CN which improves the signaling overhead over the core network. For the case of inter-MAP domain
handover (macro-mobility), the MN sends a BU message to the home agent and the CN. Then, it induces
the same overhead signaling as MIPV6.

Due to the hierarchical structure of HMIPv6 protocol, the handover latency for an inter-map domain is
equal to the HOL with MIPv6. The studied handover latency here is for the case of intra-MAP domain
(micro mobility). With this schema, the MAP agent plays the role of home agent and is closer than the
correspondent to the mobile node. This means that the round trip time needed by the mobile node for the
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registration phase with the MAP (TR)umipve, acting as a home agent, is smaller in HMIPv6 comparatively
to MIPv6 which improves the L2 reconnection delay during handover and reduces the signalling overhead.

7.5 Handover Latency with FMIPv6

Fast Handover Protocol for Mobile IPv6 is another extension of Mobile IPv6 designed to reduce the time of the
movement detection phase, the address auto configuration

phase and the packet loss. To achieve its goal, the FMIPv6 protocol defines the following messages Koodli et al.
(2009):

Router Solicitation for Proxy Advertisement — RtSolPr: sent by the MN to the Previous Access Router (PAR) to
request information about a potential handover. Proxy Router Advertisement —PrRtAdv: sent by the PAR to the
MN providing information about the neighboring networks. Fast Binding Update — FBU: sent by the MN to the
PAR. Its purpose is to allow the PAR to bind the previous temporary address (Previous Care-of Address -PCoA)
to the new temporary address (Next Care-of Address -NCoA) and redirect packets destined to the previous
temporary address (PCoA) to its new temporary address (NCoA). Fast Binding Acknowledgement — FBack: sent
by the PAR to the MN and the New Access Router (NAR) to indicate the creation of a communication tunnel.
Handover Initiate — HI: sent by the PAR to the NAR helping the handover of MN. Handover Acknowledge —
Hack: sent by the NAR to the PAR as a reply message to the HI message. Fast Neighbor Advertisement — FNA:
sent by the MN to the NAR to announce the attachment on this network.

&

Home Agent
HA
Correspondent Node
Home‘ Network (CN)

N N
N ™
N N

MAP Domain 1 MAP Domain 2
Address: RCoAl Address: RCoA2

} - «é))
AP2 AP3 AP4
LCoA2 LCoA3 LCoA4
l. l
MN Adress: MN Adress: MN Adress: MN Adress:

RCOA1-LCOAL RC0A1-LCoA2  RC0A2-LCoA3  RCoA2-LCoA4
Figure 5. Packet Routing Path with HMIPv6

(TLZReconnection)HMva6 = (TDNN)HMIPV6 + (TNCOA)HM|PV6 + (TR)HMIPVG
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Or (Tr)umipve < (Tr)Mipve

Then (TLZReconneCtion)HMlPVB < (TLZReconnection)MlPVG

With this schema, the (Tprp)umipvs rfemains equal to the (TPRP)MIPV6 and can be evaluated by the following
formula:

(Tere)mipvs = (Tensmn)mipvet (Tair)mipve

Figure 6 shows the chronological steps to accomplish the handover process with FMIPv6. (1) MN receives a
beacon message from the PAR; detection of the new network. (2) MN sends RtSolPr to the PAR with link layer
address of the NAR. (3) The PAR sends a PrRtAdv message to the MN containing the subnet information. (4)
MN sends a Fast Binding Update message containing  the new CoA to the PAR. (5) Confirmation message of
successful binding (FBack). (6) Tunnel creation between PAR and NAR to save packet loss. (7) Handover
Initiation message (HI) to indicate that the MN is going to initiate the handover. (8) Handover acknowledgement
(HAck) to confirm that the NAR is ready to accept the connection with the MN. (9) Fast Neighbor
Advertisement (FNA) message announcing the attachment of MN to the NAR and Initiation of packet flows
between MN and the PAR.

FMIPv6 handover exists in two modes: Predictive and Reactive. With the predictive mode, the MN sends the
FBU message before connecting to the NAR while with the reactive mode; the MN needs to be attached to the
NAR before being able to send the FBU Gelogo et al. (2012). Reactive handover happens when the MN is not
able to predict the handover because of sudden drop/loss of signal from its attached access point. Predictive
handover is performed when a MN is able to anticipate a handover. This predication is triggered when the signal
strength of an associated link drops below a certain threshold.

Previous Access
Router PAR

New Access
Router NAR

1: Beacon Message

2: RtSolPr

3: PrRtAdv

4: FBU

5: Fback

6:Tunnel

7: Hi message

8: Hack message

Mobile Node 9: FNA message
MN

Figure 6. Packet Routing Path with FMIPV6

FMIPv6 protocol aims to deeply reduce the delay of the auto-address configuration phase by configuring the
new care of address (NCoA) of the mobile node before it starts to move from its current point of attachment
(PAR). In fact, when an MN detects a new access router, a new link is established prior moving to it. Then, the
period of auto-address configuration phase is deeply reduced comparatively to the HMIPv6 protocol and can be
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neglected. Also, by using the PrRtAdv and FBU messages the (Tpnn)rmipvs i lesser than the (Tpnn)Hmipve.
According to this schema, the L2 reconnection delay during handover is given by:

(T L2reconnection)emipve = (Tonn)emieve + (Tncoa)emipve + (TR)emiPs
Or (Tncoa)rmipvs < (Tncoa)Hmipve
ANd (Tonn) emipvs < (Tonn) Hmipve

Then (TLZReconneCtion)FMlPVG < (TLZReconnection)HMlPVG
The (Trrp)rmipvs Femains equal to the (Trrp)Hmipvs and can be evaluated by the following formula:
(Terp)emipve = (Tensmn)emipvet (Tair)Fmipve

As a consequence, the handover latency will be improved. Also, the packet loss ratio will be improved thanks to
the tunneling mechanism. Table 2 summarizes the handover latency for the discussed IP based protocols.

8. Handover with SCTP Protocol

Stream Control Transmission Protocol (SCTP) is located at transport layer with TCP and UDP. In addition to the
TCP features, SCTP, standardized by the Transport Area Working Group (TSVWG) of the IETF, supports
multi-homing Riegel et al. (2002), multi-streaming Fu et al. (2004) and is message-oriented. Multi-streaming
consists of delivering independent data streams. Multi-homing allows the SCTP node to be reached through
multiple IP addresses. During the establishment of an SCTP association between two endpoints Stewart et al.
(2007), one primary path is defined for data transfer and one or more secondary paths are also defined and used
for signalling, retransmission or as recovery path in case of failure of the primary path as shown in Figure 7. To
do this association, SCTP defines the following methods: INIT (initiate the association), INIT ACK (confirm the
initiation of the association by the receiver endpoint), COOKIE ECHO (to finalize the association initiation) and
COOKIE ACK (sent by the receiver endpoint as an answer to the COOKIE ACK). Data transfer between two
endpoints is done through the Chunk DATA. As a response to Chunk DATA, the receiver endpoint sends the
SACK chunk. At the end, the association is released properly by a SHUTDOWN chunk or abruptly by an
ABORT chunk Stewart et al. (2007). In order to support seamless vertical handover, mobile SCTP (mSCTP)
adds the Dynamic Address Reconfiguration (DAR) (Stewart et al. 2006) and the ADDIP extension that enables
SCTP nodes to dynamically add, delete and modify their primary address without terminating the ongoing
association. Then the MN, during handover, gets a new IP address on the visited network, With the Dynamic
Address Reconfiguration (DAR) procedure (Stewart et al.2007) and switches its primary path from the old IP
address to a new IP address seamlessly Koh et al. (2004).
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Figure 7. Handover Flow Chart with mSCTP.

Table 2. Handover Latency Comparison between: MIPv4, MIPv6, HMIPv6 and FMIPv6

MIPv4 MIPv6 HMIPv6 FMIPv6
(Tonn)FMIPV6 <
(Tonm)mipe < (Tonn)HMIPvs = (Ton) HMIPVE
(Tonn)mipva (Tonn)mipva (Tonn)mipve N
TLZReconnect' i T u
= (TNCOA)FMIPV6 <
(T1) (Tncoa)mipva (Tncoa)mipvs < (Tncoa)HmiPve = (TNCOA)HMIPV6
+ (TNCOA)wipva (Tncoa)mipve .
T + +
(TRwps (TR)FMIPV6 =
(TR)mipve = (TR)Mmipva (TR)mipvs < (TR)mipve (TR)HMIPV6
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Session Initiation Protocol (SIP) is an application layer protocol for establishing a multimedia session in

peer-to-peer IP communication Kim et al. (2011). Users in an SIP environment are identified by their addresses
(user@domain) that are mapped to their IP address Nakajima et al. (2003). To establish a SIP communication
between two user agents, they must know the SIP address of each other. Networks running the SIP protocol

define several logical entities namely: User Agent that is a SIP gateway between interlocutors, Proxy Server that

acts as an intermediary between two user agents, Redirect Server is a server to redirect calls between user agents;

and the Registrar element used by the user agent to specify within the REGISTER message the address where it

can be reached (e.g., IP address). The Registrar then updates continually a database location to follow the

mobility of the user agent Camarillo et al. (2002). SIP protocol, to establish communication between two hosts,
define six basic methods shown in Table 3.

Table 3. SIP Methods

Method

Description
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ACK Confirm a successful session establishment

BYE Close an established session

CANCEL Cancel a pending request

INVITE Initiate a session or re-negotiate an ongoing session

OPTION Request information about the capabilities of another UA or proxy server

REGISTE Add, remove, or query the UA’s address bindings in the location service

R

SIP supports terminal, session, personal and service mobility. Terminal mobility allows a device to change its
point of attachment while being reachable by incoming traffic. Heterogeneous handover with SIP is managed by
one of the two terminal mobility schemas: pre-call mobility and mid-call mobility. With pre-call mobility schema,
the MN moves to a different location and starts a new session while with mid-call mobility, the MN continues
with the ongoing session while it changes its point of attachment. Handover latency will be studied here for the
mid-call mobility schema. This handover latency is summing up of the time for a MN to disconnect from the
current network and connect to the destination network (disconnection-connection)SIP and the time of packet
routing path during handover (TPRP)SIP. (disconnection-connection)SIP is the same as the mobility protocol
used at layer 3 (MIPv6, FMIv6, HMIPv6). What makes the difference is the time of packet routing path during
handover. As shown in Figure 8, this delay is due to the re-invite message and its confirmation.

(TPRP)SIP = Dre—invite + Dconfirmation

10. Handover with IEEE 802.21 Standards

User mobility can be achieved at different levels of the protocol stack. The IEEE802.21 standard, also known as
Media Independent Handover (MIH), provides mobility management at layer 2.5, by being inserted between
layer 2 and layer 3. As depicted in Figure 9, the Media Independent Handover Function (MIHF) is the main
entity of the standard that allows communication in both directions between lower and upper layers through
three services: event, command and information Rehan et al. (2009).

10.1 Media Independent Event Services, MIES

This service detects changes in the lower layers (physical and link) to determine if it needs to perform handover.
Two types of events can occur: "MIH Event" sent by the MIHF to the upper layers (3 +), and "Link Event" that
spreads from the lower layers (PHY, MAC) to the MIHF.
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Figure 8. Handover Flow Chart with SIP

10.2 Media Independent Command Services, MICS

This service uses two types of events. The "MIH Commands" transmitted by the user towards the MIHF and
"Link Commands" sent by MIHF to lower layers.

10.3 Media Independent Information Services, MIIS

The MIIS lets the mobile user discover and collect information about features and services offered by
neighboring networks such as network type, operator ID, network ID, cost, and network QoS, etc. This
information helps doing a more efficient handover decision across heterogeneous networks.

< Layer 3+ )
. - —
3
@ 5
g £ £s
T 8 I3
s z =g
=
P B MIHF: Media Independent - )
N Handover Function _

Link Info
Service

Link Events
Link
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UMTS WiIMAX 3GPP WiFi

Network 802.16 802.11

Figure 9. MIH architecture
11. Open research for minimizing handover latency
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Numerous research papers proposed a solution for minimizing the handover latency caused with any of the
protocols cited above. Kim et al. (2008) use MIH to improve the handover latency with FMIPv4. The use of
MIH helps to get the position of the mobile and a list of the APs in the vicinity from the MIIS. Authors of this
paper use their proper algorithm to select the best network and show an improvement in handover latency
comparatively to the FMIPv4 process. Wei et al. (2007) proposes a new framework for handover, called E-HCF
(Extended Handover Control Function) in the router side without changing any other network devices. When the
MN needs to change its point of attachment, the E-HCF router proposes a list of potentially useful access points
that are selected and ranked by a selection and classification algorithm. This improves the handover delay. In
addition, during the handover process, the HA intercepts and keeps the packets destined to the home address of
the MN in its buffer. These packets will be forwarded to the MN after handover process completion. Thereby;,
they reduce the number of packets lost during the handover. (Zhao et al. 2009) propose an improved handover
scheme in heterogeneous mobile IPv6 environment with the support of MIH Services and an improved version
of the DAD called A-DAD (Advance Duplicate Address Detection). By using MIH services, this scheme
prepares another network interface for handover before the current interface is down. In addition, by using the
A-DAD, the duplicate address detection time is deeply reduced; reducing by that handover latency as well as
packet loss. Khan et al. (2011) use the Media Independent Information Server MIIS of MIH to improve the
information discovery procedure of MIPV6 and reduce the handover delay with MIPv6 to a tolerable limit.
Zhengzhou et al. (2010) uses the Context Transfer Protocol (CTP) to make the handover with FMIPv6 faster. By
using the CTP, the MN can re-authenticate (AAA services) without intervention of the home network and this
will improve the handover latency. Hsieh et al. (2002) compare the impact of L3 handover latency for various
MIP architecture variants, MIPv6 FMIPv6 and HMIPv6. The authors show, through simulation, that fast
handover mechanism alone is capable of reducing the handover latency and packet loss when compared to
MIPv6. The hierarchical structure is also able of minimizing packet loss and handover latency compared with the
MIPv6. They propose reducing the overall handover latency by 18 times compared with MIPv6 architecture by
combining the hierarchical structure with fast handover (FMIPv6). Mussabbir et al. (2007) integrate MIH with
FMIPvV6 in order to use MIH triggers to provoke predictive FMIPv6 handovers. MIIS provides the MN with a
mapping list of available PoAs (Access Point). This eliminates the Proxy Router Solicitation message as the
initial step of the FMIPv6 handover process. Yoo et al. (2008) propose a new model that uses the MIIS to get the
round trip delay between neighbour PoAs. This time, integrated in the new model, offers the handover time
estimation. This allows the MNs to make more effective handover decisions in FMIPv6 network based on the
neighbor networks information. Jeong, et al. (2011) introduce the concept of virtual layer where each MAPs in
the same HMIPv6 domain have a virtual MAP (VMAP) and is related to it. This architecture reduces the
signaling traffic for location updates. The performed experience shows that the proposed scheme reduces greatly
the packet loss and the delay during handover. Liu et al. (2011) propose a new schema to select the most
appropriate MAP called F-HMIPv6. This schema considers the load balancing, session arrival and the movement
velocity of a MN during intra-inter MAP handover. Chen et al. (2011) identified three major reasons for the
HMIPv6 handover delay: Movement Detection, Duplicate Address Detection (DAD), and Binding Update (BU),
in which DAD occupy most of the HMIPv6 handover delay. To avoid this problem, they propose a hew schema
called Fast-Reconfigure Address Mechanism (F-RAM) to replace the DAD procedure and generate a quicker
unique address. The experiments that they performed show that the proposed scheme reduces the handover delay
and the packet loss. Zubairi et al. (2011) propose a new algorithm called CSH that uses a mixed version of SIP
and HMIPv6 protocols. The proposed algorithm provides end-to-end service level guarantee thanks to less delay,
seamless session and network mobility, bandwidth management, resources reservation, user authentication and
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integrity. It will reduce the delay and the signaling overhead on core network.

‘Table 4. A comparative summary of open research on HOL improvement

Avrticles

(Kim et al.
2003)

(Wei et al.
2007)

(Zhao et al.
2009)

(Khan et
al.2011)

(Zhengzhou et
al. 2011)

(Hsieh et al.
2002)

(Mussabbir et
al. 2007)

(Yoo et al.
2008)

(Jeong, et al.

2011)

Propositions

Use MIHF to obtain the position of the
mobile. Knowing the coordinates of
the mobile, the MIHF gets a list of
APs from MIIS.

Adds a new feature, called E-HCF

(Extended Handover Control

Function) in a router.

Propose an improved HO scheme
with the support of MIH Services and
an advanced version of Duplicate
Address Detection

handover

Propose an intelligent

mechanism on MIPv6 handover

delays, using MIH.

Uses the Context Transfer Protocol

(CTP)

Compare the impact of the layer-3
handover latency on end-to-end TCP
stream for MIPv6 FMIPv6 and

HMIPv6

Integrate MIH with FMIPv6 in order
to use MIH triggers to provoke

predictive FMIPv6 handovers.

Propose a new model for a predictive
handover mechanism in
heterogeneous wireless networks.

Introduce the concept of virtual layer
where many MAPs in the same
HMIPv6 domain have a virtual MAP

(VMAP)

used

Protocol

FMIPv4

IPv6

IPv6

MIPv6

FMIPv6

HMIPV6 +
FMIPv6

FMIPv6

FMIPv6

HMIPv6

Using
MIH

No

Yes

Yes

Yes

No

No

Yes

Yes

No
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Allows

Allows choosing a list of APs while meeting
two criteria: (1) distance between the MN
and the AP. (2) a minimum of QoS level is
required.

Allows the router to generate a topology of
access points using neighborhood graph
theory and maintain a pool of available IP

addresses.

Provides another network interface for HO
before the current interface is down.
Provides shorten Duplicate  Address
Detection of MIPv6 by using the Media
Information Server MIIS of MIH.

The wusing of CTP eliminates the
re-authentication phase (AAA) of the MN

on the new network

proposes combining solutions by mixing

the hierarchical structure with fast handover

Provides the MN with mappings of PoAs
addresses to IP addresses. Removing the
Proxy Router Solicitation message from the
handover process.

Allowing MNs to make more effective
handover decisions based on the neighbor

network

The proposed architecture allows to reduce

the signaling traffic for location updates

Results

Choose the AP that provides
the best QoS
Improves handover
performance in terms of delay
and reduces the packet loss

during the handover.

Reduces the handover latency

and packet loss.

Improves the time of HO by
25%.

Minimizing the time of
handover and improving the

ratio of packet loss.

Reducing the overall
handover latency by 18 times

compared to MIPv6.

Decreases the signaling and

reduces the time of the

handover.
Minimizing the handover
latency and the service

disruption time.

Reducing packet loss and

handover delay.
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Proposes a new schema to select the It allows taking care of the load balancing,
(Gan et al.
most  appropriate  MAP  called HMIPv6 No session arrival and the movement velocity ~ Improvement of the QoS.
2011
) F-HMIPv6. of the MN during handover.
Proposes a new schema called
(Lee et Fast-Reconfigure Address Allocation of a new care of address for a  Improves the  handover
HMIPV6 No
al.2011) Mechanism (F-RAM) to replace the MN during handover is faster latency.
old Duplicate Address Detection
Offers better end-to-end QoS, less delay,
Reduces the delay and
Propose a new algorithm called CSH SIP seamless session and network mobility,
(Zubairi et signaling overhead on core
and based on mixed SIP and HMIPv6 + No bandwidth management, resources
al. 2011) network which will improve
protocols. HMIPv6 reservation, user authentication and

the handover latency.
integrity.

12. Conclusion and Future Work

Handover is a complex process that involves several participants at different levels of the protocol stack. In this
paper, we presented different standardization organizations research works enabling mobility within
heterogeneous environments while discussing the different phases of the handover process. In addition, the
Media Independent Handover standard (IEEE 802.21) for seamless handover in heterogeneous environment is
described and its usage is detailed. During internetworking process, handover latency is a crucial parameter for
QoS guarantee. For this reason, this paper, focused on studying and comparing the handover latency using
different protocols such as MIPv4, MIPv6, HMIPv6 and FMIPV6. Finally, this paper provided an open research
area where we have discussed different solutions proposed in the literature to improve the handover latency and
thereby to guarantee a better QoS at different level of the protocol stack. Finally, by highlighting the pros and
cons of each discussed protocol and showing the latencies introduced by the corresponding mechanisms, we
hope that this could be helpful for future research works to provide enhanced mechanisms for mobility
management in heterogeneous environments while minimizing handover delays to enable end-to-end QoS
guarantee for real time applications.
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