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Abstract

Passwords provide security mechanism for authdititand protection services against unwanted acces
to resources. One promising alternatives of texpaakswords is a graphical based password. Accotding
human psychology, human can easily remember p&tdrethis paper, | have proposed a new hybrid
graphical password based system. The system isndication of recognition and pure recall based
techniques and that offers many advantages ovesxiséing systems and may be more convenient for th
user. My approach is resistant to shoulder suréittgck and many other attacks on graphical password
This scheme is proposed for smart hand held deyiikessmart phones i.e. PDAs, ipod, iphone, ethjch

are more handy and convenient to use than traditibesktop computer systems.

Keywords: smart phones, graphical passwords, authenticat&tmork security

1. Introduction

Security system plays an important role in the wnof people in or out of protected areas, such as
physical buildings, information systems, and outiamal borders. In order to that computer systenws a
the information associated to them should alsorbtepted. Computer security systems should consiider
human factors such as ease of a use and accegsibithis context. Current secure systems sifésrause
they mostly ignore the importance of human factorsecurity (Dhamija 2000). An ideal security syste
considers all four items such as security, relighilisability, and human factors. Passwords amepki
secrets that are provided by the user upon redyeatrecipient. They are often stored on a senveni
encrypted form so that a penetration of the filgtem does not reveal password lists (Authenticaiii).
Passwords are the most common means of autheaoticatiiich do not require any special hardware.
Typically passwords are strings of letters andtdifalphanumeric). Such passwords have the distalyan

of being hard to remember (Sobrado 2002). Weakvwarsls are vulnerable to dictionary attacks andebrut
force attacks where as Strong passwords are htodemember. To overcome the problems associated
with password based authentication systems, thearelsers have proposed the concept of graphical
passwords and developed the alternative autheoticatechanisms. Graphical passwords (GP) systeens ar
the most promising alternative to conventional pasd based authentication systems. GP use pictures
instead of textual passwords and are partially vated by the fact that humans can remember pictures
more easily than a string of characters (Elftma@@6). The idea of GP was originally described bedsr
Blonder in 1996 (Blonder 1995). An important adea® of GP is that they are easier to remember than
textual passwords. As human beings have the alidiemember faces of people, places they visit and
things they have seen for a longer duration (themaéy until brain is strong). In this way graphic
passwords provide a means for making more usardiygpasswords while increasing the level of saguri

Besides these advantages, the most common probilbnGWw is the shoulder surfing problem: an onlooker
can steal user’s graphical password by watchingénuser’s vicinity. Many researchers have attechpde
solve this problem by providing different techniquéXiayuan 2005). Due to this problem, most GP
schemes recommend small hand held devices (PDAgheasdeal application environment. Another
common problem with graphical passwords is thtdkies longer to input graphical passwords thanusgxt
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passwords (Xiayuan 2005). The login process is stod it may frustrate the impatient users. The
exploitation of smart phones like ipod, iphone @idAs is increased due to their small size, compact
deployment and low cost.

In this paper, considering the problems of textebgsassword systems, | have proposed a novel gaphi
password scheme which has desirable usability fallshand held devices. My proposed system is new
GP based hybrid system which is a combination ebgaition and pure recall based techniques and
consists of two phases. During the first phaseedaRegistration phase, the user has to first sdisct
username and a textual password. Then a numbdijexte are shown to the user to select from thehisas
graphical password. After selecting few objects, tiser has to give digits (0-9) as same numbef o
objects selected (one for each object). Duringsteond phase called Authentication phase, thehaseto
give his username and textual password and thea Iy graphical password by selecting the objects
shown and providing the digits in the same way@sedduring the registration phase. If digits areed
correctly the user is authenticated and only thesshe can access his/her account. For practical
implementation of our system we have chosen i-rdAtdin smart phone which is produced by HTC, the
Palm Pilot, Apple Newton, Casio Cassiopeia E-20@thérs which allow users to provide graphics irtput
the device. It has a display size of 240x320 pix€he implementation details are out of the scdpihie
paper.

The structure of my paper is organized as follows.section 2, the classification of all existing
authentication methods is described. In sectioall3gxisting GP based schemes are classified hriget
main categories. Section 4 reviews existing reseant schemes which are strongly related to oukwor
section 5 my proposed system is described in détagection 6 we have compared our proposed system
with existing schemes by drawing out the flawsxiseng schemes. Finally section 7 concludes thgepa

2. Classification of Authentication Methods

Authentication has become mere important for ammiggtion to provide an accurate and reliable meéns
authentication (Khan 2007). The authentication meshcan be divided into three major parts, such as
Token based (two factor), Biometric based (threetofd, and Knowledge based (single factor)
authentication (Approaches 2011).

2.1 Token Based

It is based on “Something You Possess”. For exangphart Cards, a driver’s license, credit card, a
university ID card etc. It allows users to entezitlusername and password in order to obtain antaltech
allow them to fetch a specific resource - withoaing their username and password. After obtainfreg t
token, the user can offer the token - which in toffiers access to a specific resource for a tim@ge to

the remote site (Token 2011), while some use kndgéeébased techniques to enhance security (Appreache
2011). Two types of token based authentication outtare as follows.

* Passwords
¢ Pin number

2.2 Biometric Based

Biometrics is the study of automated methods faquely recognizing humans based upon one or more
intrinsic physical or behavioral traits (Biomet&011). It uses physiological or behavioral chanasties

like fingerprint or facial scans and voice recoigmitor iris to identify users. A biometric scannidgvice
takes a user's biometric data, such as fingerpdan, and converts it into digital information anputer

can interpret and verify. Biometric identificatiaepends on computer algorithms to make a yes/no
decision. The different types of biometric autheaion methods are as below.
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« Contact metric technologies
¢ Finger print
¢ Hand/Finger geometry
< Dynamic signature verification
« Keystroke dynamics
« Contact less technologies
¢ Facial recognition
« \oice recognition
 Iris scan
» Retinal scan

2.3 Knowledge Based

Knowledge based techniques are the most extengigelg authentication techniques and include both te
based and picture based passwords (Approaches. 20idyledge-based authentication (KBA) is based on
“Something You Know” to identify you, such as Perabldentification Number (PIN), password or pass
phrase. It is an authentication scheme in whichutber is asked to answer at least one "secret'tiqgoes
(Knowledge 2011). KBA is often used as a componantultifactor authentication (MFA) and for
self-service password retrieval and offers sevewdVantages to traditional (conventional) forms of
e-authentication like passwords, PKI and biometfidsa 2011). It can be divided into three sub typses
follows:

« Recognition based systems
* Recall based systems
e Cued recall based systems

3. Classification of GP Based Systems

GP schemes can be broadly classified into four roafegories. Detailed classification of system®ined
in these four categories as follows:

* Recognition based systemdich are also known as Cognometric Systems orc8Bea@tric
Systems. Recognition based techniques involve iigerg whether one has seen an image before.
The user must only be able to recognize previosedn images, not generate them unaided from
memory. The proposed works in this regards are sanmaed as below:

« Cognitive authenticatiofM/einshall 2006)

» Use your illusion(Hayashi 2008)

e Story(Davis 2004)

» Déja vu(Dhamija 2000)

e PassFacdgRealusr 2011, Passfaces 2011)
¢ VIP (Angeli 2005, Moncur 2007)

« Photographic authenticatiofPering 2003)
e Convex Hull ClickWiedenbeck 2006)

* GPI/GPS(Bicakci 2009)

« Picture Passwor@Jasen 2003)
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¢ Pure Recall based systeméich are also known as Drwanmetric Systems. Ire pacall-based
methods the user has to reproduce something that klee created or selected earlier during the
registration stage. Few works are given below:

« Android screen unlockrafasa 2011)

e GriDsure(Gridsure 2011)

« PassShape@\eiss 2008)

¢ DAS(Jermyn 1999)

« BDAS(Dunphy 2007)

e PassGqTao 2006)

* YAGP(Gao 2008)

¢ Haptic PasswordOrozco 2006)

« PassdoodléGoldberg 2002, Varenhorst 2004)

e Cued Recall based systemsich are also called Iconmetric Systems. In cuechll-based
methods, a user is provided with a hint so thatthshe can recall his his/her password. Several
works are as below:

« Jiminy's scheméRenaud 2004, 2001)

e Suo’s schemguo 2006)

« PassPointgWiedenbeck 2005, 2005, 2005)
e PassFace (Realusr 2011, Passfaces 2011)
e CCP(Chiasson 2007)

¢ PCCP(Chaisson 2008)

« Inkblot authenticatior{Stubblefield 2004)

« 3D scheméAlsulaiman 2006)

« PasslogiXPasslogix 2011)

« Hybrid systemsvhich are typically the combination of two or ma@hemes. Like recognition and
recall based or textual with graphical passworcesws. The scheme is studied by researches as
below:

+ CDS(Gao 2010)

« Two Step Authenticatigi®orschot 2009)

* GP based systems for small mobile dev{ségmn 2011)
* My proposed system: Ray’s Scheme

4. Related Work

(Khan 2011) proposed a scheme for small mobilecgsvivhich takes drawing as input in authentication
phase. The input is given by mouse or stylus agagrtb the objects (pictures) selected by userrpiio
registration phase. (Gao 2010) proposed and ewmluatnew shoulder-surfing resistant scheme called
Come from DAS and Story (CDS) which has a desiraisiability for PDAs. It requires users to draw a
curve across their password images (pass-imagdsjlprather than click directly on them. This stiee
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adopts a similar drawing input method in DAS antienits the association mnemonics in Story for
sequence retrieval. It requires users to draw &ecacross their password images (pass-images)lyrder
rather than click directly on them. The drawing hoet seems to be more compatible with people’s ngiti
habit, which may shorten the login time. The drayimput trick along with the complementary measures
such as erasing the drawing trace, displaying diegramages, and starting and ending with randomly
designated images provide a good resistance tddgraurfing.

(Oorshot 2009) proposed a hybrid authenticatiorr@ggh called Two-Step. In this scheme users coatinu
to use text passwords as a first step but then aisstenter a graphical password. In step onegniss
asked for her user name and text password. Aftgplging this, and independent of whether or nas it
correct, in step two, the user is presented witinege portfolio. The user must correctly selettrahges
(one or more) pre-registered for this account iche@und of graphical password verification. Othisey
account access is denied despite a valid text mmdsWwsing text passwords in step one preserves the
existing user sign-in experience. If the user’s fgassword or graphical password is correct, thagen
portfolios presented are those as defined duringsward creation. Otherwise, the image portfolios
(including their layout dimensions) presented irstfiand a next round are random but respectively a
deterministic function of the user name and texdspeard string entered, and the images selectelein t
previous round.

5. My Proposed System: Ray’s Scheme

I have proposed a hybrid system for authenticatiod have given the nankRay’s schemeThis hybrid
system is a mixture of both recognition and rebaked schemes. Ray’'s scheme is an approach towards
more reliable, robust, user-friendly and securénentication. | have also reduced the shoulder rayrfi
problem to some extent.

5.1 Working of Ray’s Scheme

My proposed system comprises of 3 steps out of hwhieps 1-2 are registration steps and step 3is th
authentication step. Graphical representation oalneme is shown in Figure 1.

Step 1: The first step is to type the user namesatecttual password which is stored in the datatdageng
authentication the user has to give that spectfar name and textual password in order to log in.

Step 2: In this step, objects are displayed touger and he/she selects minimum of four objects fitoe

set and there is no limit for maximum number ofeab§. This is done by using one of the recognitiased
schemes. Specific digits (0-9) are to be seledied by the user according to the objects selegthith

are stored in the database with the specific useendhe user needs to select same number of digitse
objects. Objects may be symbols, characters, awpes, simple daily seen objects etc. Examples are
shown in Figure 2.

Step 3: During authentication phase, the user Ieepe¢-selected objects and related digits as dsswword
on a touch sensitive screen (or according to thir@mment) with a mouse or a stylus. This will bend
using the pure recall based methods.

During registration, the user selects the user naneka textual password in a conventional manndr an
then chooses the objects as password. The minirangtH for textual password is36. Textual password
can be a mixture of digits, lowercase and upperitar. After this the system shows objects onsitreen

of a hand held device (PDAs, ipods, iphones) tectels a graphical password. After choosing theatbj

the user puts digits (O to 9) on a screen withylustor a mouse or by hand. Digits given input oy tiser

are stored in the database with his/her usernamebject selection, each object can be selected any
number of times as like for digits. Flow chart edistration phase is shown in Figure 3.

During authentication phase, the user has todix& his username and textual password and thedigits
pre-selected. These digits are then matched with digits stored in the database. Flow chart of
authentication phase is shown in Figure 4.
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6. Comparison of Ray’s Scheme with Existing Systems
Our system offers many advantages over other egistystems as discussed below:

Comparing to the “Passface” system (Passface 2®Riy)'s scheme can also be used for those who are
face-blind. | have used objects instead of humaaddor selecting as password because later ongltimée
authentication phase, the user has to put digitisteer password and it is a much more difficattkt to
draw human faces than simple digit putting. Aldeelieve that as compared to human faces, objeets ar
easier to remember which are in daily use. Raytees®e has eliminated the problems with grid based
techniques where the user has to remember the edaatinates which is not easy for the user. Ogtesy

just compares the digits put by the user durinpentication.

Ray's scheme is less vulnerable to Brute forceclti@s the password space is large. It is also less
vulnerable to online and offline dictionary attacksnce simple hand touch is used, it provides &asee
user for putting digits and also it will be impriaetl to carry out dictionary attack. Ray's schemdetter
than Man et al scheme (Man 2003). This is becaubéischeme the user has to remember both thetsbje
and string and the code. In our method the usetchemmember the objects he selected for passwaid a
also the digits he has put corresponding to obphetsg registration.

Comparing to Van Oorschot’s approach (Oorschot pO®% system is more secure since users not only
select graphical password but also put digits as ffassword, making it difficult to hack. In myoposed
system, even if the textual password is compromiskd graphical password cannot be stolen or
compromised since the user is putting digits cpoaging to objects as password. Ray’s scheme pedpos
system differs from CDS (Gao 2010) in that the usas to first select a textual password and then a
graphical password, making it more secure. ComganTwo Step Authentication system, our proposed
system works in the same way as Two Step Authdiditaystem i.e the user has to choose a textual
password before choosing a graphical passwordiffatehce is that in our system during authentoati
after giving the username and textual passwordysiee has to put digits as his numerical passwdridhw

is matched with its stored string drawn by the uhaiing the registration phase. This approach ptste
from hacking the password and prevents them framdaing different attacks. Thus my system is more
secure and reliable than two step authenticatistesy. As with all graphical based systems, Ray®s®
system will also be slow. The normalization andahitg will take time.

When comparing to Khan’s approach (Khan 2011), Ragheme proves itself much smarter and simpler in
all the way of designing and implementation. Khaapproach takes textual username and passwore as th
parameters in authentication phase similar to nmgise. But it differs, when Khan’s system asks theru

to draw the objects he selected priori in regigimphase than just put digits corresponding teeatsj in

my scheme. Drawing is complex procedure in termsusdr ability, though it can be minimized by
experience; but it is very difficult to implememt practical systems which when occur increasesresqse
and complexity of systems. In my scheme, user aelyd to put digits according to the selected object
from the pane, which is very simpler and easieniery aspect of user usage and practical implertienta

The possible attacks on graphical passwords are Botce attack, Dictionary attacks, Guessing, $pye,
Shoulder surfing and social engineering. Graphiealed passwords are less vulnerable to all thessehbe
attacks than text based passwords and they bdlietdt is more difficult to break graphical passd®
using these traditional attack methods. My Systenesistant to almost all the possible attacksraphycal
passwords. The comparison of my system to existoigmes and systems in resisting attacks on gadphic
passwords is shown in table 1.

7. Conclusion
The main element of computational trust is usentitle Currently lots of authentication methods and
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techniques are available but each of these hasnitsadvantages and shortcomings. There is a growing
interest in using pictures as passwords rather tifvenpasswords but very little research has besre @n
graphical based passwords so far. In view of trev@bl have proposed authentication system which is
based on GP schemes. Although my system aims taeethe problems with existing GP schemes but it
has also some limitations and issues like all othpephical based password. | have proposed an
authentication system which takes digits as pasbwasrselected for the pictures (objects) prioricr€utly

| am heading on implementation of my proposed systa future, | will investigate the performanceliss

and user adaptability.
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Figure 3. Flow chart of Registration phase
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Figure 4. Flow chart of Authentication phase
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