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Abstract

The use of mobile phones in African has seen aiflabte growth. The use of mobile phones to perform
business and financial transactions seems to btheincrease as well. The rise in use of mobilengloto
perform financial transactions also increases ifies mssociated with such transactions and espeniah in the
middle attacks. These compounded with lack of amese among users means that they (the users)giny hi
exposed to such attacks. Due to the popular useobile banking in Kenya and the third world in jpautar,
securing communication between the mobile deviaktae back end server has become a fundamental. issu
This is due to the fact that hackers have the tgbit steal banking information using various tegies,
particularly the duping of mobile phone users ttidve that they are communicating with a genuinegpam
from their bank while in reality a user is simpligigg away sensitive information to the hacker.

This paper aims to investigate the level of awassremong users of mobile banking transactionsgards to
man in the middle attacks and whether the awaresrdssk of it can increase or deter such attacks
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1.0 Introduction

The use of mobile phones to perform banking traitsas continues to grow at a rapid rate in Kenyspdgeially
with the advent of M-Pesa and the various mobilekbay applications made available by a number aikbay
institutions. M-Pesa (M for mobile and Pesa beirfgwahili word for money) is a mobile-phone basechey
transfer and micro financing service for Safarictime, largest mobile network operators in Kenyas lirguably
the most developed mobile Payment system in thédw@ZCK 2012) M-Pesa allows users with a natidial
card or passport to deposit, withdraw, and transfeney easily with a mobile device which in almaktcases
will be the simplest of mobile phones.

Most banks operating in Kenya, the likes of Stadddrartered bank, Kenya commercial bank, commebaiak
of Africa, Barclays banks and even micro financgtitations such as Faulu Kenya do provide mobilekbey
services for their customers. This services wifiga from viewing of mini-statement, Funds Transfe@redit
Card Information in regards to available balance payments due dates, Customer Service Requestsltioc
statements, Banker’s cheques, New PIN request€dad or internet banking and information serviceshsas
branch locations, ATM locations, Foreign excharafes and contact details. All the aforementionetkbdave
even gone a step further and integrated the M-Bppéication to their mobile banking services whérey
enable their customers to withdraw money from tipeirsonal bank accounts and deposit it into the dgaP
application on their mobile phones. From theredhgtomer can make further financial transactiorth s pay
bills, purchase items and even transfer money athen individual using the M-Pesa application osirtimobile
phone handset.

This convenience in banking, based mainly on madgilglications, does offer security challenges harewith
the highest potential threat being a man in thedieidittack. A Man In The Middle attack is one ihigh the
attacker intercepts messages in a public key exghand then retransmits them, substituting his pulic key
for the requested one, so that the two originatigmrstill appear to be communicating with eachenth
(Chellegati 2009) the intruder uses a program dpgtears to be the server to the client and appedre the
client to the server. The attack may be used simplgain access to the message, or enable thekexttbe
modify the message before retransmitting it. (Keyt2010)

The main question therefore is whether the majaitthe users of mobile banking applications araravof the
existence of such threats and how the awarendasloof it can affect the perpetration of suchéclkta
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2.0 Method
2.1 Respondents Profile
Age
18 - 24 Years 25 - 34 Years 35 - 44 Years 45Y&ars" | 55+ Years
20 30 20 20 10
Work status
Housewife
/taking care
Casual / piecs of home
Full-time Part-time jobs Student Unemployed Full-time
65 24 2 6 1 2
White  collar  workers
Business Government | (clerks/ assistants/ teachegrskilled Unskilled
Professional retail traders | officials etc) workers workers
43 51 1 1 2 1
100% 100% 100% 100% 100% 100%
Secondary
Some / High | Post University
Some Primary Secondary| School Secondary Complete | Post
No Formal| Primary Education |/ High | Complete | / College| Some I.E. Graduate
Schooling Education | Completed | School d Education | University | Degree Degree
1 3 9 7 21 30 14 12 2
Marital status
Separated/divorced/widp
Married/living together Single/Unmarried wed
62 34 4
Gender
Male Female
50 50
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2.2 Reasons for unsuccessful interviews

Refusal outright 5
Not in after 3 calls/ Nobody at home 7
Language barrier 2
Dogs 0
Security/ not allowed in/ gate locked 0
Inaccessible roads/ roads under construction/ bad surfaces 0
Empty house/ apartment 2

Il/ in hospital/ mentally disabled 0
Unsafe 0
No one in Household over 18 4
Other (specify) 0
Total 20

2.3 Sampling

The population (universe) under investigation wasdenup of all Nairobi County persons aged 18 yaacs
older.

We used a multi-stage sampling design. The couraty thie largest administrative unit followed by kimas
then sub locations.

Step 1: Compile all the locations in Nairobi County.

Step 2: Compile all the sub locations in Nairobi County.

Step 3: Distribute the number of interview proportiorigte the population of each sub location.

Step 3: All the sub locations in each location in Nairalas arranged to show the Location, sub location
population. The sub locations were then arrangedlphabetical order in each Location. Dependingttom
number of interviews required per location, the kdations were randomly selected using a skippireghod.
This random method was used to determine the edrtlocation that served as a PSU (Primary Sampling
Unit). In each PSU a total of 10 interviews weradacted.

Quotas were set by age and gender

2.4 The Questionnaire

The questionnaire consisted of 11 questions 2 aftwivere open ended. The questionnaire was admiadst
among respondents who had an active mobile phaatetiiey personally owned. The questions centered on
previous experience with mobile phone banking sesvi
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3.0SURVEY RESULTS

Items owned

- Yes Computer No

1003
80% 0%
5% 50% 50% e @ 8% 62%
60%
40%
i EN E
0%
18 - 24 Years 25-34Vears 35- 44 Years 45 55 Years" 55+ Years Male Female
Mobile phone
1003
80%
60%
40%
20%
0%

Total 18 - 24 Years 25-34 Years 35-44 Years 45 -55 Years" 55+ Years Male Female

High penetration of mobile phones among the target audience

Fig. 1.1 Items owned

Use of mobile phone

870 access the internet | B For mobile banking B To keep my diary
95%95% 93%

92%

Total 18- 24 Years 25-3aYears 35-aavears 85 55 Years” 55+ Years Male Female
aTomakecalls = Tosend messages  m To take photos
100%00% 1005200% 1002005 100%00% 1005800% 100%00% 100%00% 1005800%
50%
80% 83% 80% 82% 78%
70% 0%
Total 18- 24 Years 25-34 Years 35- a4 vears 45 - 55 Years" 55+ Years male Female

High interaction with mobile banking services amongthe target audience

Fig 1.2 use of mobile phones
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Mobile Banking services accessed via mobile phone

B Check account balances Withdraw money W Transfer funds Stop payments
100% 100% 100% 100%
9 L 86%
95y bss 95%95% a5
309B0%B0% p0% 30%
85% 1% Bo%
81%
20% 7%
75%
0%
60%
55%
1% 0% 50% 0% p2%
43%

Total 18- 24 Years 25- 34 Years 35 - 44 Years 45- 55 Years” 55+ Years Male Female

Most respondents who use mobile banking services use all the key functions offered by the
service

Fig 1.3 mobile banking services accessed via mopHene

Frequency of using mobile banking services

B Every day/ daily W 4-6 times a week B 2-3 times a week Once a week

B Twice a month Once a month Less than once a month
45%

40%
40%
35%
32%
30%
0%
25% B 4%
22%
0%  2000%

20%

15% 1585%
15%

10%

Total 18- 24 Years 25- 34 Years 35- M Years 4555 Years" 55+ Years Male Female

Over 94% of those who access their accounts through mobile banking do so at least once ina
month with slightly more than half 56% doing so at least once a week.

Fig 1.4 Frequency of using banking service
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Whether experienced any problems with mobile banking

mYes No
100%
90%
80% 40%
70% 62% 60% 60% s
s0% 75% e 0%
50%
40%
30%
20%
10% .
0%
18 - 24 Years 25-34 Years 35-44Years  45-55 Years" 55+ Years Male Female

The minority have ever experienced any sort of problem with Mobile bankingservices

1.5 whether experienced any problems with mobile kizg

Nature of problem with mobile banking

m No SMS Reply m Insufficient/Lack Of Credit M Forgotten Pin Number Delays In Network System
100% 100% 100% 100% 100%
100%
92%
0%
83% 23%
80%
0%
60%
50%
40%
30%
20%
0% 6% 6% 6% 6% 6% 6%
3% 3% 3% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
o | o— [ |
Total 18- 24 Years 25-34 Years 35-4d4Years  45-55Years” 55+ Years Male Female

With the biggest problem being delays in network system. This is a mobile service provider
problem and not necessarily a mobile banking problem.

Fig 1.6 Nature of problem with mobile banking
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Whether ever lost money via mobile banking

mYes No
100%
90%
80%
70%
60%
50% 98% 100% 3% 100% 100% 100% 98% 98%

40%
30%
20%
10%

0% =2 0% =1 0% 0% 0% —— =2

Total 18-24 Years  25-34Years  35-44Years  45-55 Years' 55+ Years Male Female

Virtually no one has ever lost any money from their account via mobile banking

Figl.7 whether ever lost money via mobile banking

Perception towards mobile banking

Mobile banking is a secure mode of transacting with the bank?
=—I do not trust mebile banking?
Mobile banking gives me easy access to my account?
Total
0
0.50
Female 0.00 18 - 24 Years
<0.50 -
-1.00

150
Male -2@ 25 - 34 Years

55+ Years 35 - 44 Years
45 - 55 Years"

Ease of transaction — not security is a key motivator towards mobile banking

Fig1.8 perception towards Mobile banking
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Key aspects of

5

use mobile banking servi

Male -

mobile banking

Convenient —Easy to use Secure —Fast —Reliable

Total

Female 18 - 24 Years

N)———— 25 - 34 Years

5+ Years 35-44 Years

45 - 55 Years"

Speed and ease of use key to mobile banking. Security is the least of the concerns for those who

ces. Could it be taken for granted?

Fig 1.9 Key aspects of mobile banking

TABULATED SUMMARY OF GRAPHS

NUMBER | TITLE OVERVIEW

Fig 1.1 Items owned While 99% of the respondents owned mobile phonal; 45% of the respondents
owned computers, with the conclusion being thatetheas a high penetration of
mobile phones among the target audience

Fig 1.2 Use of mobile phones| 100% of the target respondents used mobile phardsxting and making phone calls

which is only natural. However surprisingly enoughhigher percentage of the
respondents used their mobile phones to accessingarsiervices as opposed fo
accessing the internet for other use.

Fig 1.3 Mobile banking | Most respondents indicated that they access tlagikibg services via mobile phones
services accessed viato check their bank balances, this was closelyfedd by the action of withdrawing
mobile phones money with funds transfer being the third most ased banking service via mobile

phones. The action of stopping payments came istard forth.

Fig1.4 Frequency of using| Over 94% of those who access their accounts thronghile banking do so at least
mobile banking | once in a month with slightly more than half 56%ngdoso at least once a week.
services

Fig 1.5 Whether experienced 60% of those that fall under the age bracket oB2geras of age were of the opinipn
any problems with| that they have experienced problems with the mdizleking services they access.
mobile banking Overall less than 38% of the respondents were @faghinion that they actually dp

experience problems with the mobile banking ses/tbey access

Fig 1.6 Nature of problem| Those who felt that they were experiencing problevits the mobile banking services
with mobile banking | they were accessing felt that their major conceas welays in network systems|a

problem that is more associated with the serviawigers as opposed to the banking
services themselves.

Fig 1.7 Whether ever lost Only 2% of the respondents have ever lost money fiteeir accounts or if they have
money via mobilel then they just did not notice it
banking

Fig 1.8 Perception  towardg Majority of the respondents are more interestech vifite ease at which they can
mobile banking perform transactions using their mobile phones.yThee less concerned with the

security issues that may arise from such trangagtion fact most of them feel that
mobile banking is a secure mode of transaction.

Fig 1.9 Key aspects of mobil¢ From the respondent’s point of view, as end usémnabile banking they are more
banking concerned with convenient, fast, reliable and e¢agsyse services. Security is the least

of the concerns for those who use mobile bankingces.

granted?

The main question here then would be, should theet of security be taken for

Table 1.1 summary of graphical representation ofrgey
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4.0 Discussion

As indicated previously a Man In The Middle attaslone in which the attacker intercepts messagaspublic
key exchange and then retransmits them, substitiiim own public key for the requested one, so tiattwo
original parties still appear to be communicatinghveach other. (Chellegati 2009) the intruder wsgsogram
that appears to be the server to the client an@appo be the client to the server. The attack bwysed
simply to gain access to the message, or enablattheker to modify the message before retranswitit.
The aim of the survey was to investigate as to hdrethe majority of the users of mobile bankinglaagpions
in Kenya are aware of the existence of such thraats how the awareness or lack of it can affect the
perpetration of such attacks.

The survey clearly indicates that there is a highgtration of mobile phones and in relation moptene use
among the target market. Surprisingly enough adriglercentage felt that they used their phones tooaecess
mobile banking services than other internet sesviddost however used their handheld devices tosacloank
balances. The act of withdrawing money was thersoaost performed action followed by the transfieiuads
while the action if stopping payments came a distiaind. All the aforementioned actions were peried at
least once a week by majority of the respondents.

As to whether the respondents had ever experiepoaalems with mobile banking, only approximately?40
acknowledged that they had. Their biggest contewwever, was network delays and failure as oppdsed
security concerns. Despite the fact that 2% of régpondents reported having lost money through leobi
banking(this understates the fact that insecurity doesssgithough at a lower magnitudehost end users were
more concerned with convenient, fast, reliable aasly to use services. In fact most of them wert@fview
that mobile banking is a secure mode of transaction

Despite the perception held by most viewers, mdidlieking security issues are still a major conaethin the
mobile computing circles. More worrying is the fabat most hackers take advantage of the usersdfck
awareness on security matters to perpetrate ttiagka. This is most commonly achieved by the dseTrojan
horse with the Zeus attack being the most common.

A trojan horse basically is a malware that appeara clients mobile handset while giving the clihg illusion
that they are communicating with a genuine appbeoafrom the banks while in real sense all its doia
obtaining financial information from the client.

Despite the fact that only 2% of the mobile bankiogulation in Kenya has at one time or another do@ney
through mobile banking, the fact that majority bé tpopulation are unaware of such security issaasoaly
mean that mobile banking security attacks withia banking industry in Kenya is a time bomb waitbog
happen.
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