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Abstract

Performance testing is important for all types pplacations and systems, especially for life catic
applications in Healthcare, Medical, Biotech anduddiscovery systems, and also mission critical
applications such as Automotives, Flight contreifethse, etc. This paper presents performance gestin
concepts, methodologies and commonly used toola fariety of existing and emerging applications.
Scalable virtual distributed applications in theutl pose more challenges for performance testorg, f
which solutions are rare, but available; one ofrttagor providers is HP Loadrunner.
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1. Introduction

Building a successful product hinges on two fundatalengredients — functionality and performance.
‘Functionality’ refers to what the application lets users accomplish, including the transactidns i
enables and the information it renders accessiBletformance’ refers to the system’s ability to
complete transactions and to furnish informatiopidly and accurately despite high multi-user
interaction or constrained hardware resources.

Application failure due to performance-related peols is preventable with pre-deployment
performance testing. However, most teams struggtalse of lack of professional performance testing
methods, and guaranteeing problems with regardvtiladbility, reliability and scalability, when
deploying their application on to the “real world”.

Performance testing is important for all types pplecations and systems, especially for life catic
applications in healthcare, medical, biotech angydfiscovery systems, and mission critical situstio
such as automotives, flight, defense, and manyratha this paper a study of performance testing
concepts and tools are presented, which are usedviariety of enterprise and scientific applicatio

2. Performance/L oad Testing Concepts

Performance Testing is a process of exercisingpgtication by emulating actual users with a load-
generating tool for the purpose of finding systeattlbnecks. Often it is also termed Load testing.
Main goal is testing for scalability, availabilitgnd performance from the point of hardware as all
software. Resource aspects such as CPU usage, ynesage, cache coherence, data consistency
(with regard to main memory, virtual memory pagasd disk), and power consumption, network
bandwidth usage are also monitored and reportepagsof performance testing. Further, response
time, and usage related to router, web serappserver(application server) are also considered in
performance testing. Analysis for performance newdde applied at each stage of the product
development (Collofello 1988). Put together, systgerformance is perceived as a figure of merit
from the point of response time, throughput, avbdlity, reliability, security, scalability and
extensibility.

2.1Why performance testing?
In today's world of e-business, customers and lessipartners want their web sites and the web based
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services to be competitive and many are movingltaiCplatform for the same reason. To sustain the
competition, a website should satisfy the followorgeria: pages need to download immediately; web
pages must support efficient and accuraine transactions and near zero downtime. Aawntime
could be very expensive. According to Gartner rgpan average cost of unplanned downtime of a
mission critical application is around $100,000 peur.

Online consumer and B2B marketplaces are becomimg mnd more competitive. Companies must
take care that their web-based applications accatateo multiple, simultaneous users who are
connecting themselves to a web site or engaginguhiple online transactions. To ensure that such a
service level is guaranteed, the service provideerprises need to use application load-testing) too
According to a Jupitor media metrix consumer sur{&yror! Reference source not found.),
technical and performance problems of websites feabandoning of sites by more than 46% of the
users.

The need for performance testing is more in lifdical situations, with the systems used in heart
surgery or angioplasty etc. There is a critical reatrin an angioplasty procedure when the balloon is
inflated inside the artery (Kelley 2006). Duringthext 60 seconds the balloon obstructs the attiaty
may cause another fatal heart attack. Other exaofpdecritical application is genome based one, for
instance a drug discovery system, the end prodfioivhoch is going to act on the gene. Any
malfunction in the process cannot be compromiseativesuld affect generations.

2.2 Key Features of a Load-testing Tool

A load-testing tool simulates the behavior of resérs with "virtual" users. The load-testing toahc
then record the behavior of the site under the laad give information on the virtual users'
experiences. Load-testing software is often digtike in nature. It is deployed on multiple servers
running simultaneously, with each server simulatimgjtiple virtual users. In many cases, the testing
tool vendor company develops its own proprietargwser that can be combined with a set of
instructions tailored to the testing of each clibasiness. Besides, ongoing records of the vitsats'
experiences at the test site, including respomsestiand errors, are also maintained for postpramuct
analysis.

Many testing companies also monitor the client veite remotely to help diagnose connectivity
problems. The actual error messages experiencéluebyirtual users may be recorded for later review.
A set of logs can be created that document eatheofiser experiences and this information can later
be compared with the CPU and database testingniaftton obtained during the test to diagnose the
problem.

One feature that load-testing tools often provil¢esting the Web-based application externally from
multiple points of presence to find out if the dtyabf service provider's connectivity becomes the
cause of system slowdowns. For example, if thentlietwork was expected to have 10 Mbps of
bandwidth but consistently experiences network dimmns at 6 Mbps, this may signify that the

network is not getting its expected bandwidth, gogsue to overloading, underutilization, or wrong

usage.

A very useful feature of load/performance testiogltis that it provides information about the
performance of the infrastructure of the clientwmk itself. Firewalls, routers and load balancmiasy

all be linked in a network. This may sometime aeebottleneck, because a firewall may not have
sufficient throughput to withstand the number ahsitaneous users. A load-testing tool essentially
simulates real user activity at the site and fosus@re on performance of the application and the
database under stress.

2.3 Factors for Successful Load Testing

Parameters complicating and thereby lengtheningable of performance testing are the following -
complex tools, lack of experience, and lack of ifidity in the testing tools. Successful load tegti
requires that the Testers be trained well on tomdlsicated about the application domain, design and
architecture to some extent, influence of technegand on performance testing methodologies.

Key steps involved in preparing for performancd tee — 1. Prepare script, 2. Model and schedule
workload, and 3. Execute Script. The support predithy a load-testing tool plays a major role in
determining the cost-effectiveness, and the sucoédsad-testing activity. The following are the
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factors for successful load-testing.

» Testing at different speeds: It is the only wayt thilows us to see if slower connections use
more resources. However this may reduce the numidferwvirtual users who may
simultaneously visit a web site.

» Testing on different browsers: Load testing on pus browser is not sufficient. For obtaining
insight into the error-free performance of the viielsed applications, it is required to load-test
on different browsers.

* The ability to draw complex scenario to simulateruexperiences: To simulate a real user
experience, the company that load tests needs#teca scenario where the information to do
the test are provided to the testing browsers. 3d¢enarios need to be closely alike the
transactions performed by the real users of the $ileb

e Good amount of scripting possibilities: Maximum ipts are needed to exercise full test
scenario.

e Clear reporting: Reporting of errors, time respon#@oughput information, resource
utilization, network monitoring, etc. that help opize the system performance is necessary.

» User friendly and intuitive tools: The tools thusveloped must be user friendly and intuitive
to use such that the load testing effort becomesdestly, yet effective.

» Performance prediction: With an advanced capadaprpng process, a system behavior can
be modeled and workload characteristics are foteddswever, the real-world performance
needs to be predicted with high scale up factor.

2.4 Application Performance

Typical performance objectives relate to respomse tand throughput under certain workload and
configuration. Testing for performance early in tiie cycle and validation at various stages, sigrt
from the software requirements is a good practitéact performance analysis should be done during
each of the verification and validation activitiesa product (Myers 1969) in phases shown in Figure
1.

Performance testing is considered as non-functiasting. During the requirement specification stag
performance objectives must be analyzed to ensurpleteness, feasibility, and testability. Feagipil
could be ensured by prototyping, simulation, oreotinodeling approaches. In the design phase,
performance requirements must be applied to indaliddesign components. Analysis of these
components can help determine if the assigned nexgents can be met. Simulation, prototyping, and
modeling are the approaches applicable to this. tRsking the development and deployment,
performance analysis must be done at every leveaesting, with careful construction of test data
suitable to the performance testing scenarios.ilergtided performance optimizations are used for
tuning the performance in modern microprocessors.

Memory is a major resource that is critical to #ystem and the application as well. The method of
reclaiming memory after its usage decides the dveparformance. The technologies like
COM/DCOM, J2EE or .NET have inbuilt garbage colleabutines for reclaiming memory, which are
based on popular algorithms such as simple madksareep, generation based or even advatregu
algorithm (Hudson and Moss 1992). Since memorytedlgproblems such as leaks, overflow, byte
order violation etc. cause major performance probleoften resulting in functional misbehavior as
well as security breach, these must be monitorddeported in the form of diagnostic reports.

With the advent of distributed and concurrent systeand the commercial multi-cores as well as
Network-On-Chip kind of systems, memory relatediéss such as cache coherence and consistency
need to be considered as vital performance parasnefdese have to be addressed and enough
measures need to be taken to combat any problemntisisirdirection. Automated tracking of such
problems using a hardware-software co-design wilalgreat advantage (Sarojadevi and Nandy 2011).
Application performance is a cumulative result df these aspects and tests need to be planned
accordingly.

2.5 Benefits of performance testing
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Performance testing brings in many advantages mbuslevels, be it business, project, process or
product level. The following are a few benefitgpefformance testing.

Better reliability: Performance testing helps avdieadlocks, improve response time; helps
provide scalability, fault tolerance, recovery fréaiures, etc.

Shorter time to market: Performance testing redtiogs to market greatly for large enterprise
applications. In general if 98% of the high prigriequirements are successfully tested it is
then considered time to release to market. Byitrgdhe performance requirements that are
treated non-functional, as part of high prioritgueements, we can improve time-to-market,
with considerable reduction in the test cycle, Whiesults because of reduced defect rate.

Helps put a tab on memory problems: Memory lealeribaw, data inconsistency, byte order
violation -are a few major problems that can be itooad, measured and controlled.

Secure software: Performance testing helps ensereres software by detecting memory
overflows, and other resource vulnerabilities, fweb based as well as desktop-based
application.

Benchmarking: This can allow testing Quality of \Bee of various architectural options.

Future expansions very easy: Performance testilpg laecurately predict the required system
and network capacity, which in turn helps in plamgnfuture expansions.

Service level tests: Performance testing helpsvesbus service levels to meet the challenges
after deploying the product; thereby supports atzoege testing.

2.6 Sources of performance problems — in a nutshell

A tester needs to be aware of primary sources dbpaance problems for effective and efficient
testing. The following are a few sources of perfance problems that relate to various aspects of the
system and its architecture.

Technologies: J2EE is considered the most scalahlé high performance architecture.
However intense use of threading, use of rich emwrents, heavy transactions can cause
performance overheads in Java/J2EE environments. sEission affinity feature of J2EE
provides ability to direct all the requests foratjular session to the same WebServer/J2EE
container. Most commercially available J2EE corgesnsupport session affinity, via Apache
or 1IS plug-in, thereby ensuring server load ballag¢o guarantee high availability. Whereas,
.NET, and COM/DCOM are constrained by heavy menfoogprint, tightly coupled nature,
heavy transaction entities between modules, andlpad balancing support.

XML is used widely for interoperability support.dBage, retrieval and processing of XML
add delay if used in the critical path. For navigiathrough XML structure, use of Document
Object Model (DOM) incurs heavy memory footprintheveas XPath navigator is lighter and
faster for normal usage.

Database: Having a Database server on web serndead to severe performance problems
besides adding security threats. Further, use ofedt procedure (precompiled SQL
statements) can reduce network traffic.

Languages: Use of Java is supposed to be highfprpsaince oriented. However Java uses
synchronization statements in-between threads,idgckesources in one place, which may
potentially cause deadlock that leads to systerakioi@vn. A break at any point in the system
implies that the customers are not getting theiserihe moment “Page not available” error
appears, the customer moves on to some other pagjean provide similar support. In fact

all servlets contain several threads, a key soimrcaemory leak and dead-locks.

Network/interconnection: Network traffic and comnuation delay in the network are the
most common performance problems. Network roung time is usually long for a
distributed application. Use of High Speed Ethelit$E) combining with high speed H1
field bus protocol at 31.25 KBits/sec provide coetelsolution. HSE can also connect to
fiber optic media. Thus it is well suited for missicritical monitoring and process control
applications, providing interoperability with anyher connection technology, thereby having
an edge over TCP/IP and normal Ethernet.
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Regarding protocols: Usage of network protocolsdn&e be leveraged intelligently. For
instance, SOAP protocol can be slower, as weleasier than HTTP.

Wireless protocols: Bluetooth wireless technologygersonal area networking or to connect
to ad-hoc networks operates over a short distamitie.a high data transfer speed of 700Kbps.
Bluetooth devices use radio transmission at 2.4GHuach enable computers, mobile phones,
printers, keyboards, mice, PDA, and other devicesammunicate with each other without

cables. A Bluetooth device can transmit throughlsyapockets, and briefcases. Major

performance problems like connection failure maggdem, due to too many connections at a
time (having ignored scalability issue while arebitng), or interference with other standards
such as wireless Wi-Fi 802.11 used for LAN, WAN tloe Internet.

No batch processing: Using batch processing wherpuessible, use of normalized data,
disconnected data objects as DataSet in .NET,igaifisantly improve network performance,
which is often ignored.

Security features: Firewall, encryption or decrgptiof data in the database or outside, can
cause performance problems such as increased atxiags

Platforms/Servers: Servers such as DELL serversHBr integrity servers optimize for
performance. These kinds of efficient servers nmusferably be used always, as inefficient
servers lead to poor performance.

Algorithms: Consider imaging algorithms, especidhlg ones used in Medical imaging. — the
techniques used for texture mapping, setting lungeavalues, packing and unpacking of
pixel data values (OpenGL 2012), are performandéar as well as function critical. For
instance, performing scaled normalization is nesangst get improved lighting condition that
gives subtle clues to the viewer about the cureaturd orientation of surfaces in your scene.
However such operation includes complex arithm#tareby slowing down the display. In
striking a trade-off between performance and corvesualization effects, resource problems
such as stack overfldwdelay, byte order violation in memory store/mtdl etc. may occur,
causing poor visualization (too bright/dull, unlitf images leading to wrong diagnosis,
fatality, data inconsistency routing wrong/staléagdand even leading to system crash.

Internationalization (i18N): Handling resource blesdin local language (CJKY often
requires more storage. Conversion from/to the loealguage may lead to memory
overflow/underflow and byte order violations. Wramp up dates, data sorting issues, Bi-
directional (BiDi) support for Hebrew, Arabic, afdrsi, etc. need to be carefully designed to
optimize on performance and scalability. Thus testior performance problems in local
environment is a must.

2.7 Ways to tackle
Strategic ways to combat the performance problemasfollows -

a. Building a test lab with the entire environment set as with the actual deployment
including gigabytes of data storage, and carrying the tests - This is close to real
scenario, still not a perfect practical one, siitde really hard to model or duplicate the
geologically spread nature of the application sashATM banking, SAP, and wireless
mobile network applications.

b. Enhancing the infrastructure such as server upgragderating system upgrade from
Windows 2000 to Windows 2003 — A case study of ddhis in one of the applications
increased server utilization by 36% for average8@4ssers; No delay has been observed.

c. Using automation tools for performance, load anesst testing — Use of standard
performance/load test automation tools during tlstinig phase or earlier can
significantly bring down the performance problemSometimes functional test

! Simulating hardware stack in software can let fieergo undetected since it then writes into
memory locations without raising exception if nakén care.
2 Chinese, Japanese, Korean & Vietnamese Computing
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automation tools can also be enhanced to measufermpance parameters such as
network delay and response time.

3. Popular Automation toolsfor Load Testing

A number of open source and vendor specific tomsaaailable for load and performance testing (Jay
Philips 2010). A few providers of commonly usedfpenance testing tools are given below.

The load testing software from Mercury Interact{peesently HP) is LoadRunner for predicting web
server behavior and performance. The IBM Ratioeafggmance tester (RPT) is another major player.
A performance testing tool, called SilkPerformerofAnd 2006) from Borland/Segue has many
attractive features combined with ease of use,itfility, and good reporting facility, and useful
metrics. Many companies use IBM Tivoli performamneenitoring tools.

QALoad is the Compuware performance testing tdsh @roviding performance monitoring services
with QACenter performance edition.

A few other tools are — forecastweb from facilizal.oad from Empirix for web applications; NeoLoad
from Neotys, QuotiumPRO from Quotium -for load tegtmid-range projects; ApacheBench from
Apache, HttpPerf, OpenLoad from Sourceforge forlsprajects.

Of the newcomers to the testing tool market an @sgive one is Facilita that provides forecast, & no
intrusive performance testing tool for system Idesting, performance measurement and multi-user
functional testing. Sun Microsystems has a perfoeamonitoring and diagnostics tool, called
Validation Test Suite (VTS) for monitoring perfornge of various hardware units such as cache,
memory, processor pipeline, DISK, I/O, etc. foradabnsistency, correctness, and power consumption.

Parasoft Webking is an Automated Web applicatigtinig, which performs Web site risk analysis,
functional testing, load and performance testimgl security analysis, thus ensuring that Web sites
Web applications meet their reliability, securdand performance goals.

Besides this, there are freeware such as Apache¢editeat can be used for web page performance
testing such as SAP applications. It does not héde feature set, nor can support multiple platform
OpenSTA is another open source tool for web perémee, load and stress testing.

4. Cloud Perfor mance Testing

Cloudis a technology that provides a scalable virtusiritiuted environment to the application. Cloud

is deployed as services — including storage, mitadter and web deployments from which seamless
flexibility, availability and load balancing can kextracted by the applications. The rise of cloud
computing has brought the promise of infinite sbaity for applications, but it has also broughtew

set of challenges for developers and performanstere With HP’s LoadRunner in the Cloud (HP

2010 Cloud), businesses can test, tune, analyzeatirdize applications for the cloud.

HP LoadRunner, the industry’s best-selling loadinigssoftware is available in the form of Amazon
Elastic Compute CloudAfnazon ECRfor cloud applications, making performance tegticcessible to
businesses of all sizes. This on-demand softwamesgilients a flexible “pay as you go” approach for
performance testing of mission-critical applicai@nd websites.

HP also offers testing services delivered via Safevas a Service (SaaS) to help IT organizations
further reduce costs and improve business reduitsfollowing are the two possible flavors.

» HP Elastic Test enables IT organizations to takeaathge of cloud elasticity to instantly
expand testing capacity cost-effectively. Specifjcalesigned for spike load testing, HP
Elastic Test provides the ability to scale up toparge loads in a utility-based fashion.

» HP Cloud Assure takes advantage of the speedbiligyi scalability and cost-effectiveness of
cloud services. Based on 10 years of HP’s SaaSrtisgpeand advanced service-level
performance, it delivers four of the following #itites, which are key to reliable cloud
computing — security, performance, availability aedt control.

5. Challengesfor Performance Test Automation
The following are the challenges for any automatexdormance/load testing.
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» Traceability of Requirements into the performaresting tool

» Interface to test management tool

e Connection to defect management tool

»  Support for internationalization

» Testing for availability, reliability, and recoverpad balancing, fault tolerance.

» Metrics for availability, reliability, failover cas and bandwidth usage. Silk performer has a
rich set of metrics.

* Report Generation in html, graph plots, XML, MS EkcMS word and PDF forms is
desirable for the portability, security, and conimlity reasons.

e Support for post production analysis
e Monitoring Power consumption at various parts -irde¢e for power aware systems.

Any design of a performance test framework or toetds to consider the above factors. Whenever a
test plan is written, the above aspects need tocdresidered for preparing non-functional test
requirement.

6. Conclusion

Performance testing is a more serious task thaordefn the wake of emerging applications in
medical, healthcare, real-time, and mission-ciitfigds. While the common criteria of performance
such as response time and throughput seem trinddrunormal conditions, they pose major challenges
to mission-critical applications and advanced tedbgies such as .NET, J2EE, XML. To ensure
quality, the process, and the third party toolduse development or testing need to be compliath w
standards - such as CMMi, or FDA (Food and Drug Adstration) - a standard used for medical and
health applications, or standard such as MISRAecHic to communication, automotive, aerospace
and other real time application. Performance tgstireds to be started in the early stages of the
product development cycle for better quality.

References
OpenGL (2012), “OpenGL - The Industry StandardHagh Performance Graphics”, www.opengl.org.

H. Sarojadevi and S. K. Nandy (2011), "Processoediled Cache Coherence Mechanism — A
Performance Study”, International Journal on Comp@&cience and Engineering, Volume 3, issue 9,
3202-3206.

HP (2010), “HP Brings Affordable Performance Tegtito the Cloud”, HP white paper, online -
http://www.hp.com/go/loadrunnercloud.

Jay Philips (2010), "Words from a Purple Mind".
Borland (2006), “Choosing a Load Testing Strategy Borland whitepaper.
Tom Kelley (2006), “The Art of Innovation”.

R.L. Hudson and E.B. Moss (1992), “Incremental extibn of Mature Objects'Proceedings of the
International Workshop on Memory Managem@&ptinger-Verlag388-403

James S. Collofello (1988), “Introduction to softeaverification and validation”, SEI curriculum
module, CMU.

Glenford Myers (1969), “The Art of Software Testingohn Wiley.

H. Sarojadevi is born in Udupi, Karnataka, India, and obtained R Engineering from the Indian
Institute of Science in 2003. The author has mbent20 years of experience that spans software
development industry, research and education. Tithods major field of study is computer
architecture and parallel processing.

11



Journal of Information Engineering and Applications www.iiste.org

ISSN 2224-5758 (print) ISSN 2224-896X (online) Ly
Vol 1, No.5, 2011 IIS'E
Switched sites
perman=nth; ot

Ugad naw sk
ragu larkic g%

Old ot uga othar
e 53%

Ussd naw 5l far
oing sagslon:1y%

Mo snswar; i Soirca Jupiter Media Ma i Coraumer Siny

Figure 1. Jupitor media metrix report - 46% usdygnaon sites possibly due to performance problems

I Compongnt-Level I

ﬁ B -_..Lﬁ
I EIE 1
Intsmal U ser e Tabda 1
| SLICE Toblez
Internat Tablan
WAN
Extamal Usar ;;:f.

Figure 1: Product development phasesin which load testing activities must be leveraged

12



This academic article was published by The International Institute for Science,
Technology and Education (IISTE). The IISTE is a pioneer in the Open Access
Publishing service based in the U.S. and Europe. The aim of the institute is
Accelerating Global Knowledge Sharing.

More information about the publisher can be found in the IISTE’s homepage:
http://www.iiste.org

The 1ISTE is currently hosting more than 30 peer-reviewed academic journals and
collaborating with academic institutions around the world. Prospective authors of
IISTE journals can find the submission instruction on the following page:
http://www.iiste.org/Journals/

The IISTE editorial team promises to the review and publish all the qualified
submissions in a fast manner. All the journals articles are available online to the
readers all over the world without financial, legal, or technical barriers other than
those inseparable from gaining access to the internet itself. Printed version of the
journals is also available upon request of readers and authors.

IISTE Knowledge Sharing Partners

EBSCO, Index Copernicus, Ulrich's Periodicals Directory, JournalITOCS, PKP Open
Archives Harvester, Bielefeld Academic Search Engine, Elektronische
Zeitschriftenbibliothek EZB, Open J-Gate, OCLC WorldCat, Universe Digtial
Library , NewJour, Google Scholar

m EB O INDEX (\@‘ COPERNICUS
I N T E RN A TTITIT ON AL

INFORMATION SERVICES
ULRICHSWES,  JournalTOCs @

N A ;
. E'z B Elektronische
lBAS(E T— Q0@ Zeitschriftenbibliothek O

open
> )
OCLC v)

The world’s libraries. — U cDigitalLibrary —
Connected. WorldCat e

Ny

'- ¥
GEORGETOWN UNIVERSITY
LIBRARY



http://www.iiste.org/
http://www.iiste.org/Journals/

