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Abstract

Information security is a mandatory issue in current information technology world. A secure overlapping
method is proposed in this paper whose key functionality is to distribute the key words at different places
inside an image. It requires the extraction of overlapping blocks of image of the size of 4x4 matrixes and
taking its transpose. Afterwards arranging the block to linear form row-by-row and applying watermark on it,
and finally converting the block back to its original form just like the first step. This technique results in the
distribution of hidden data within the block. This scattering of data is beneficial because attacker is unable to
find the precise localization of hidden data within the overlapped blocks.

Keywords: Watermarking, Copyrights, Information security.

1. Introduction

Copyright deals with an objects ownership. If the original work is not protected by copyright, then placing
digital contents like images or videos on Internet can put them at risk of theft or alterations. Digital
watermarking provides a way to handle such issues. The need to protect the work can be depicted from
following scenario: Suppose a designer has created an artwork possibly an image of some sort. He than
wants that image to displayed on website. But when that image appears somewhere else on the Internet the
designer needs to prove his ownership by demonstrating a difference between the copied and the original
image. This could be verified easily, if transparent signatures i.e. digital watermarks are embedded within

the digital files. These transparent signatures can be noise some random information or possibly sequence
of data, so that removal is not possible or is difficult (Vovatzis etc 1999, Chang etc 1999 and Chun 2011).

In this paper different watermarking techniques are reviewed and later a new technique is proposed, in
which after the extraction of blocks and applying transpose on it; it is watermarked. The process of taking
transpose is key reason of distributing the hidden data in the image. This results in confusing the attacker
about the sequence of data and size of block. The rest of the paper is organized as in Section 2 existing
techniques in the domain of water marking and features of water marking are reviewed. Section 3 expresses
the proposed method for water marking.

2. Classification and Existing techniques of water marking

There are two domains of digital watermarking spatial domain and frequency domain watermarking. The
frequency domain also called transform domain water marking. In spatial domain the watermark is directly
applied to the pixel values. This approach is simple to employ because the watermarking process is simple.
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To embed watermark in pixel values makes the changes minute (Liu etc 2011 ). On the other hand in
frequency or transform domain the watermark is applied to the transform domain components of an image.
It is more secure and provides shield against signal attacks. Some common transforms for watermarking are
Fourier transforms, discrete cosine transform and wavelet transforms (Xiaoli etc 2010, Chih etc 2010 ,
Xinge 2010 and Guerrini 2011). Now coming towards the main theme of the paper in which different
watermarking techniques are referred e.g. many digital watermarking techniques depend upon different
sequences which are embedded into the images spectral representation. The Correlation techniques are used
to recognize the watermarks (R.G Van 1994 and 1995). There are some watermarks, which improve the
image spatial domain directly using DCT coefficients in which only the user is aware of the sequence (J.F
Delaigle 1996). Another approach in which before marking, image is passed through a sub-band filter this
is done by spectrum based technique presented in (F.M Boland 1995). While there are other watermarking
techniques which rely on images content and hence increase the watermark leveling image . While, still
others make use of Human Visual System (Mitchell etc 1996). Another technique is Addition of
M-sequences which is presented in (Ray etc 1996) which makes use of linear feedback register to generate
binary sequences that has autocorrelation properties. The watermark generated by the linear feedback
register is arranged in suitable block, which is then, embedded in the image pixel values. The drawback
listed in this technique is that if consecutively bits are known then obviously an attacker can compute the
embedded watermark . Based on this, and studying other techniques in next section a new interleaving
technique for water marking is proposed.

3. Proposed Technique

The proposed technique tries to overcome an important problem mentioned earlier that arises because of the
consecutive placement of digital signature. So In order to avoid this trouble, an interleaving technique is
suggested, in which watermark in not kept in consecutive bits, rather it is distributed in different overlapped
blocks of  image. Whole process of extraction and marking are shown in the flowchart (see figure 1).
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Figure 1. Flowchart of the process

Extraction of the block is the initial step of the proposed technique in which to mark an image, a block X of
size 4x4 matrix is extracted from original image as shown in Figure 2. Equation 1 is used to determine the
total number of blocks that will be formed in any particular image.

B, = ZN:(r*c)T (T — @)

Where B is the total number of blocks, T is the total number of blocks as 1...N, r and ¢ are the rows and
columns respectively.
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Figure 2: Extraction of block 0 from image
After extracting the block X it will undergo following operations.
The block is divided into row-by-row manner as shown below:
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Where M is the matrix, L1, L2, L3 and L4 are corresponding rows that are divided, and the elements of the
matrix are the pixel values of the block. Above-mentioned matrix can also be represented as:

M =[A T )

Where i=1, 2, 3, 4 and j=1, 2, 3, 4 to address rows and columns. Second step of the marking phase is to take
the transpose of the matrix M as shown in figure 3 i.e.

o o0
onoohoon

dy | B | B | B
Sy | B | Ba | Was

Figure 3: Transpose of matrix M

After taking the transpose, arrange the image in linear form (i.e. 1-D) and apply watermark W in four
consecutive bits obtained from the marking according to equation 4 and figure 4 shows this step.

Where WM is the water marking function, X is the original block and W is the watermark, b is the number
of block and c is the number of bits in a particular block which are extracted and first four bits will be marked
and so on the process will be continued up to nth block.

[ s | | s17 ] ]sz[sw]sw]szsgb
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Figure 4: Marking of first four bits
After taking the transpose and applying the watermark arrange the matrix back to its original form i.e. form
the matrix M again but this time it is watermarked as shown in figure 5.
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Figure 5: Block 0 watermarked
These operations do not place the watermark bits consecutively; rather it’s distributed in different rows of the
block. Next time an overlapped block is obtained i.e. it overlaps on the last column (or row) of previous block
as shown in figure 6 and hence the process continues i.e. extracting blocks and applying above-mentioned
operations until whole image is covered.

S2 S3 S Ss Se Ss
Siz | S1a | S1s5] Sis
Si1s | Sie tS21 | S22 | Saz ) Saa
.......... S27 L_-.%S_” S30 | Sa1y 532
Sas3 S3s | Sz 1537 | S3s | S397 Sao
Sa Saz | Saa I;Sats Sas | Saz | Sas

Sso| Ss1| Ss2[.Ss3 | Ssa | Sss| Sss
Ss7 | Ssa | Sse | Seon | Ss1 | Sez | Sez | Ssa

Figure 6: Image after watermarked
3.1 Example
Suppose “WATERMARKING” is the signature to be embedded in the image, for this apply the
above-mentioned operations. The step wise process is applied as shown in the following figures (7-10).

WIS | 53| 54
A | S0 21| 212
T | 518 519 | S20
E | 52| S27| S28

Figure 7: Watermark on block 0
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S4 | R | Sg | &7
R | 513 | 514 | 515
M | 521 | S22 | B23
A | S29| B30 231

Figure 8: Watermark on block 1

S25 | I | B2z | Sos
o33 | N[ S35 | Sas
241 o43 | Sed
K | Sso| Ss1 | 952

@

Figure 9: Watermark on block 2

After embedding the watermarked blocks in the image it will look like this (see figure 10):

LW | 52 | S S | R[S | 574 %
A | Bw | 3n E R | 51z | 514 | S159 Sis
S1z | Sie EI".-I Sa1 | B2z | S233 Sae

I | Z2r | A |52 | B2 S31§ e

Ssr | Sse | Ssp | Seo | Ge1 | Sez | Bz | Sea

Figure 10: Showing distribution of marked signatures
within overlapped blocks
This procedure shows that for an attacker the view will be completely different as compared to the designer
because he is unaware of the marking process. In case of attacker if he were to extract the first block he would
take the sequence row by row and extract the watermark, in doing so he would also extract the overlapped
mark, which is not the proper way. This overlapping is done to make the attacker confuse about the block size
and order of sequence. His view about the mark will look something like this: “WARTMEIA ”. This is not
the case. Hence, attacker cannot extract the actual order of the embedded signature.
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3.2 Verification process

In order to verify that the sequence, which was incorporated in the image for marking, would remain same
after extraction, same process is applied as shown earlier in block diagram (see figure 1). Since the designer
is to show his claim, obviously he is aware of the whole marking process he would simply extract the first
block, take the transpose of it and then arrange it in linear form. This linear arrangement would give the bits
that have been marked, he would note it down and same process would continue until all the blocks are
verified, and sequence had been found. If exactly the same sequence is obtained then image is original, but if
for some block difference has occurred then one can clearly check that somebody other than the designer has
tried to change one’s image. Graphically the idea is depicted below; first block 0 is extracted from marked
image figure 10. Take transpose of it and arrange it in linear form, this linear arrangement will give the bits
that have been marked as shown below ( see figures 11-15). The same process is applied to all the blocks.

A | B | B | S
T | B12 | B10 | S
E | Bas | Sar | Sag

Figure 11: Watermarked block 0
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m3 | b | B | Sar
Sy | D12 | Bao | Sag

S EINEEENEEEpEER

Figure 12: Transpose of watermarked block 0

[w | a] 1] E|Sz|sm|51a|szﬁg

:| 53 [ 511 [ 319 [ 527 [ 84 [ sz [ s20 | 528 |

Figure 13: Linear arrangement of block O after taking transpose

|se [ R [ M| a|r[s3]sa]sm]
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A
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Figure 14: Linear arrangement of block 1 after
taking transpose
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[sssm[sa ] k | IIN[c]s:&og
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Figure 15: Linear arrangement of block 2 after taking transpose

All the operations were performed to randomly distribute the watermark within different blocks of the
original image. If it were not done then the attacker would have been able to obtain the signature embedded.
Since overlapping is applied; its basic idea was to confuse the attacker about the size of the block and also the
signature which is incorporated into the block. This overlapping results in embedding of signatures from
different blocks within each block. As a result attacker would take these as one whole sequence which is
distributed in the block, which is not the case.

4. Conclusion

Watermarked signatures are embedded in the overlapping blocks, in which the placement of these
signatures is interleaved. By interleaved it means that the embedded mark is not placed consecutively rather
it is distributed. Another important point is that the use of overlapped blocks plays a major role in the
scattering of signature. As far as the adversaries are concerned, it is not easy for them to find out about the
actual order of the embedded mark. The reason being is that, the overlapping blocks confuse the attacker
about the block size and secondly the distribution of the embedded signature. Hence, making the proposed
scheme secure which scatters the marked sequences in overlapping blocks to confuse the attacker about the
block size and the sequences which are incorporated within the blocks. It also provides precise localization
for image alterations. The idea’s required goal is to protecting images from forgery.
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