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Abstract

A huge revolution has occurred in Radio Frequency Identification (RFID) technologies during the past decades.
More vendors are involved, and have invested in this technology, which promises wholesale changes across a
broad spectrum of business activities. Currently, RFID systems are usually available in low, high, ultra-high, and
microwave frequencies with passive, semi-passive (or semi-active) and active transponders or tags. Tags might
be either Chipless, or contain a microchip with read only, or read and write memory. The component controlling
communication in a RFID system is called a reader or interrogator, which can be stationary or portable
depending on the application. In order for the tags to transmit their data, the tags must be in the reader’s field or
interrogation zone, and receive the necessary energy (in form of radio waves) from the reader. Although
promising, RFID is not without its challenges, which arise from both a technological and usage point of View
(IT Pro, 2005). A common concern with RFID is data security. Data Security is a key area in RFID usage, it
determines wholly whether this technology will be adopted fully especially in this part of the world (Eastern and
Central Africa) for business processes and automation. For this technology to be utilized fully and realized then
the users of the system MUST be assured of their data’s security.People who use devices that carry personal
financial information, such as credit card or other ID numbers, do not want others to access their accounts. These
are significant security vulnerabilities in RFID. Some researchers have proposed schemes that would require tags
to authenticate readers, thus transmitting information only to authorized readers.This research paper addresses
the security challenge in RFID by proposing RSA algorithm as a viable solution to encrypt data over
transmission and also authenticate the reader and the tags.
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1.0 Introduction

RFID technology takes many forms, used in smartcards, implants for pets, passports, library books, and more.
RFID is a rapidly growing technology that has the potential to make great economic impacts on many industries.
While RFID is a relatively old technology, more recent advancements in chip manufacturing technology are
making RFID practical for new applications and settings, particularly consumer item level tagging. These
advancements have the potential to revolutionize supply-chain management, inventory control, and logistics etc.
At its most basic, RFID systems consist of small transponders or tags, attached to physical objects. When
wirelessly interrogated by RFID transceivers or readers, tags respond with some identifying information that
may be associated with arbitrary data records. Thus, RFID systems are one type of automatic identification
system.

There are many kinds of RFID systems used in different applications and settings. These systems have
different power sources, operating frequencies, and functionalities. The properties and regulatory restrictions of a
particular RFID system will determine its manufacturing costs, physical specifications, and performance. Some
of the most familiar RFID applications are item-level tagging with Electronic Product Codes (EPC), proximity
cards for physical access control, and contact-less payment systems.

An EPC is a replacement for a barcode that can carry a larger amount of information and is
electronically readable over distances up to 10 m, even when it is not visible.(A. Tanenbaum, 2011).

EPC Global was formed in 2003 to commercialize the RFID technology developed by the Auto-ID Center.
Widespread deployment has been hampered by the difficulty of competing with cheap printed barcodes, but new
uses, such as in drivers licenses, are now growing.

1.1 RFID Applications

RFID applications are fueling a quiet business revolution that promises to speed up business process systems and
change our lives. RFID is, in fact, already pervasive in our lives, Used to track everything from pets to prisoners
to products.

1.2 RFID in Retail Sales/ Supply Chain Management

Globally, RIFD is being used for a number of commercial applications, and in particular for grocery and retail
stores. The companies most interested in RFID have been drawn to it by the great potential for supply chain
management. RFID technology holds the promise of substantial improvements in retail store logistics.

1.2.1  RFID in casino chips

Hecht (2003) reports that casinos will put RFID tags into their chips. The chips were launched later in 2004 and
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allowed casino operators to spot counterfeits and thefts, and also to monitor the behaviour of gamblers.
Counterfeit chips have long been a problem for casinos, and houses routinely mark their chips with inks visible
only in infrared or ultraviolet light.

The tags could also help casinos manage large-scale theft. If a large stash of chips goes missing, casinos have to
change their entire stock. This is unpopular with gamblers, since any chips that they have not cashed become
worthless.

1.2.2  RFID in courier services

Booth-Thomas (2003) describes that the RFID usage has been implemented to track the shipments worldwide by
different Courier Services like DHL, Fedex Express. In Singapore and Helsinki DHL tested it in anticipation of
tracking the 160 million packages it ships annually. DHL Worldwide Express, has since gone global with RFID
tracking.

1.2.3  RFID in automobile industry

By the virtue of RFID, Automated vehicle Identification System has shown remarkable and significant results.
People are able to track automobiles of personal use or in logistics.

Booth-Thomas (2003) also tells us that traces of RFID use in automobiles goes back t01993. Taxes Instruments
working with the Ford Motor Company, came up with a key that literally talks to a car. Use the wrong key, and
the car is immobilized.

2.0 Rivest Shamir Aldeman (RSA) Encryption Algorithm

2.1 Introduction
This algorithm is based on the difficulty of factorizing large numbers that have 2 and only 2 factors (Prime
numbers). The system works on a public and private key system. The public key is made available to everyone.
With this key a user can encrypt data but cannot decrypt it, the only person who can decrypt it is the one who
possesses the private key. It is theoretically possible but extremely difficult to generate the private key from the
public key. This makes the RSA algorithm a very popular choice in data encryption.

2.2 RSA encryption algorithm Process
First of all, two large distinct prime numbers p and ¢ must be generated. The product of these, we call n is a
component of the public key. It must be large enough such that the numbers p and g cannot be extracted from it.
It’s 512 bits at least i.e. numbers greater than 10", We then generate the encryption key e which must be co-

prime to the number m = 4 (n)=(p -1) (q-1). We then create the decryption key d such that de mod m = 1.
We now have both the public and private keys.

Encryption
We let y = E(x) be the encryption function where x is an integer and y is the encrypted form of x
y=x"modn

Decryption
We 1edt X = D(y) be the decryption function where y is an encrypted integer and X is the decrypted form of y
X=y"modn

2.3 Simple Example

1. We start by selecting primes p =3 and g = 11.
2. n=pq=33
m=(p-1)(g-1)=(2)(10) = 20.
3. Trye=3
ged (3, 20)=1
= e is co-prime to n
4. Find d such that 1 =de mod m

= 1=Km+de

Using the extended Euclid Algorithm we see that 1 =-1(20) + 7(3)

—d=7
5. Now let’s say that we want to encrypt the number x = 9:
We use the Encryptlon function y = x° mod n
y =9 mod 33
y =729 mod 33 =3
= y=3
6. To decrypt y we use the function X =y mod n
X=3"mod 33

X=2187 mod33= 9
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= X=9=x
= It Works!

2.4 Implementing RSA Algorithm in RFID Applications
In this proposal we intend to implement RSA algorithm inside the software application in the reader. We choose
to implement RSA in the reader since the reader is more technologically advanced than the tags and hence more
robust which makes it easier for it to handle the complexity of the software more easily. In addition encrypting
the software application in the reader is best since the tag has a very small memory in its integrated circuit and
cannot reliably store a large software application in addition to the RSA algorithm required for security.
2.4.1 Encryption over the Air Interface
Encryption over the air interface requires both, the tag and the reader, to implement a cryptographic processor.
Data is sent plainly to reader and there is where it is encrypted by RSA algorithm. Then the data is sent over the
air interface to the tag which decrypts the data and stores it in its memory. If data is sent from the tag to the
reader, the data are encrypted in the tag, and sent to the reader where they are decrypted again. The reader can
than forward the data plainly or encrypt them again to the network for transport.

In this procedure the selection of the session key is taken care of by the reader or the application once
both entities have been authenticated. During transfer the session key is encrypted with the authentication key.
From then on the session key is used to encrypt data over the air interface. Readers as well as tags have to
implement an asymmetric cipher, supporting encryption as well as decryption. RSA allows for some components
used in the encryption to be reused by the decryption process.

This will ensure that data cannot be intercepted while in transit and if it is, the hacker will only obtain
the ciphertext. Since the agenda of the hacker for interception of data was to obtain the plaintext most of the
hackers will give-up at this point since they don’t have the private key to decrypt the ciphertext back to plaintext.
This is because the ciphertext will not hold any value to the hacker and so he cannot modify it or alter it for his
own personal gain or malicious intentions.

But if the hacker wants to decrypt the ciphertext still, with no private key, the strength of the RSA
algorithm comes in to play. This is because RSA algorithm is based on the difficulty of factorizing large
numbers that have 2 and only 2 factors (Prime numbers). It is theoretically possible but extremely difficult to
generate the private key from the public key. This makes the RSA algorithm a very popular choice in data
encryption.

Also since RSA algorithm is a public key encryption it imposes a high computational burden, and tends
to be much slower, thus the hacker may take years to crack the ciphertext.

The diagrams below are used to further elaborate on encryption over the air interface above. To
accomplish this we must model a potential attacker. We differentiate between two basic types of attack. Attacker
1 behaves passively and tries to eavesdrop on the transmission to discover confidential information for wrongful
purposes. Attacker 2, on the other hand, behaves actively to manipulate the transmitted data and alter it to his
benefit.

Production time
GET_ID
Reader > ID Number
ID-Number |
GET CHALLENGE
1 KeyKm _ .| Transponder v
A
Random A
Token 1
2 d
> KeyKx ) Token 2 KeyKx N

Figure 1: In an authentication procedure based upon derived keys, a key unique to the transponder is first calculated in the reader from the
serial number (ID number) of the transponder. This key must then be used for authentication.
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Figure 2: Attempted attacks on a data transmission. Attacker 1 attempts to eavesdrop, whereas attacker 2 maliciously alters the data

The cipher data is transformed back to its original form in the receiver using the secret key k and RSA
algorithm. The RSA algorithm is used to secure and protect data against both passive and active attacks. To
achieve this, the plain text is encrypted prior to transmission so that a potential attacker can no longer draw
conclusions about plain text.

Encrypted data transmission always takes place according to the same pattern.

k

The transmission plain text is transformed into cipher text using a secret key  and the RSA algorithm. Without

k

knowing the encryption (RSA) algorithm and the secret key a potential attacker is unable to interpret the
recorded data. Thus it is not possible to recreate the plaintext from the cipher text.

k ' k '
If the keys  for ciphering and k for deciphering are identical (= k ) or in a direct relationship to each
k

other, the procedure is a symmetrical key procedure. If knowledge of the key  is irrelevant to the deciphering
process, the procedure is an asymmetrical key procedure.

KeyK
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Figure 3: Encrypted data to be transmitted; this data can be effectively protected from eavesdropping or modification

From the above figures it is clear that RSA algorithms can improve the security of RFID systems which
for a long time has had security flaws. The main advantage is that even if an attacker intercepts data when in
transmission, he will only acquire the ciphertext from which it is highly unlikely to decipher the plaintext.

The reason for the difficulty is deciphering the ciphertext is that RSA algorithm deals with factoring
two prime numbers. These two prime numbers are usually very big integers and may take a very long time to be
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broken down so as to acquire the private key k which will be used to decipher the ciphertext.

2.5 Test Data

This research paper is going to use the following example to encrypt a password using a public key and RSA
algorithm, then later decrypt the ciphertext using a private key.

If the resultant decrypted data matches the original plaintext that was encrypted then we would have proven
beyond doubt that our theory for using RSA algorithm to enhance data security in RFID applications is sound.

Example
Let U=5and V = 11. This gives R a value of 55, and:

Phi (55)=(5-1)* (11 -1)=4* 10 =40.
Now, we need to find numbers to fit the equation:
P * Q=1 (mod 40).
Let P=7
7 * Q=1 (mod 40).
What would that make Q? If we rewrite this equation to get rid of the unfamiliar modulus arithmetic, we have:
7* Q=K *40+ 1, where K can be any number.
The first value for Q that works is 23:
7*¥23=161=4*40+1.
So we have 7 for P, our public key, and 23 for Q, our private key.

To make our cipher work, you may recall that the values we use for T must be less than R, and also relatively
prime to R. We also don't want to use 1 for T, because 1 raised to any power whatsoever is going to remain 1.

2 3 4 6 7 8 9 12 13 14 16 17 1

A B C D E F G H I J K L M

19 |21 23 24 126 |27 |28 29 |31 32 |34 |36 |37

N O P Q R S T 0] v " X Y zZ

38 139 |41 42 |43 |46 |47 |48 |49 |51 52 |53

Sp |0 1 2 3 4 5 6 7 8 9 *

Table 1. Conversion table
The password we will encrypt is "VENIO"

A% E N I O

31 7 19 13 21

Table 2. Conversion table
To encode it, we simply need to raise each number to the power of P modulo R.

V: 3177 (mod 55) = 27512614111 (mod 55) = 26
E: 777 (mod 55) = 823543 (mod 55)= 28
N: 1977 (mod 55) = 893871739 (mod 55)= 24
I. 1327 (mod 55)= 62748517 (mod 55)= 7
O: 2177 (mod 55) = 1801088541 (mod 55) = 21

So, our encrypted message is 26, 28, 24, 7, 21 -- or "RTQEO" in our personalized character set.
When the message "RTQEQ" arrives on the other end of our insecure phone line, we can decrypt it simply by
repeating the process -- this time using Q, our private key, in place of P.

R: 26”23 (mod 55) = 350257144982200575261531309080576 (mod 55) = 31
T: 28723 (mod 55) = 1925904380037276068854119113162752 (mod 55) = 7
Q: 24723 (mod 55) = 55572324035428505185378394701824 (mod 55)= 19
E: 7723 (mod 55) = 27368747340080916343 (mod 55) = 13
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O: 21723 (mod 55) = 2576580875108218291929075869661 (mod 55) = 21

The result is 31, 7, 19, 13, 21 -- or "VENIO", our original message.
Thus it works!!!!

3.0 Conclusion

When using RFID to transmit and decode data there are three important security scenarios to consider. First,
where RFID is implemented to improve an existing business process, it can automate activities and thereby
reduce the potential business and security risks caused by human error. Second, RFID itself can induce new risks
to a process; mostly unlike barcodes, RFID tags will be used in security-sensitive applications such as ticketing,
access control and product authentication. Therefore security is needed to keep automated aspects and invisible
properties under control, and prevent any risk of the process becoming susceptible to abuse. Owing to the high
level of automation that RFID provides, a security incident could cause great harm before countermeasures will
be effective since RFID readers can read any tags in close proximity with or without authentication. Third, as
RFID is a data gathering and process measurement technology, it can completely enable new business
applications. Activities and actions unable to previously be accurately measured can now deliver effective
metrics. Again, security plays a major role delivering the accountability required to engender trust in the data and
activities provided by these applications.

The three reasons above all regard to security, this simply implies that security is of utmost importance
when dealing with RFID technologies. This is because RFID tags have a problem, they always (when no user
input is required to initiate communication) respond to queries by readers without their owners’ knowledge or
consent. This makes achieving security more challenging.

Thus it is for this purpose that this research paper proposes RSA algorithm as the encryption algorithm
to enhance security when transmitting data between the reader and the tags. RSA algorithm is a public key
encryption that factors two prime numbers to generate a public key and private key to encrypt plaintext and
decrypt the ciphertext respectively.

The reason why this paper focuses on RSA algorithm is that even an attacker intercepts the data while
in transmission, he will need to have the private key to decipher the ciphertext back to plaintext. Though possible
to decrypt the ciphertext without the private key, an attacker is going to have a hard time trying to decipher the
ciphertext since RSA algorithm uses two co-prime numbers which are big integers. Thus it will be a time
consuming and tedious process to decrypt the ciphertext.

RFID is the future of technology in Africa and for companies and businesses to invest deeply into it,
they must be assured of their data’s security, which will help them avoid litigations due to data leakage while at
the same time enabling them to maximize their profits through automation processes which will enable them
realize their Return on Investment.
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