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Abstract

This paper presents a new technique for transmitiecret information securely from one party totheoby
embedding this information into a video after eptign through salt cryptography. We have tried titize the
advantages of salt cryptography which has beenrégghby data hiding community. In this encryptionthosl
some random data is added to the secret keys astvpals. We will define this random data as awshith is
needed to access the encrypted data, along withatb®vord. Alone these passwords have no usetbieganill
be able to locate the hidden data only when mixél proper salt. This salt is managed by a ceditieird
party. Different salt is created for different ga@f communicating parties. The purpose of sath isdd arbitrary
random data to the string being hashed, such thatigcrease the length of input to hash. We hasge al
introduced the concept of Enterprise Dependente/@iDD), which are the embedding values correspantti
the binary digits and are specific to the commuimcpenterprises. The effectiveness of the techescas been
shown through experimental results. The performasfcine proposed technique has been compared kéth t
other techniques of watermarking, steganographyeacdyption.
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1. Introduction

In the past decade one of the greatest technolagfis@ncement is to change people lives has beeimtibrnet.
Digital multimedia data and content over the web spreading through various channels. Nowadayasitieen
noticed that by making illegal copies of data sope®ple are misusing and leaking the informationcWwhi
creates a bad environment in the field of softwadeistry. The problem of protecting multimedia infation
becomes more and more important, as we have wédessthe past few months. The need to maintain the
availability of multimedia information secures naigorithm need to be developed.

To protect the data so that it can be distributest the internet without being error prone leadh® concept of
information hiding. Information hiding is used innade variety of applications, information hidingrcbe done

in text, audio, video and multimedia data. There sarious techniques for information hiding such as
cryptography, steganography, digital watermarkitig I this paper our focus will be on Steganogsaph

Steganography is the art and science of hidingsttoeet information in such a way that only thepieat is
aware of existence of message. The word steganograpmes from Greek word ‘stegano’ which means
covered and graphia means writing. In steganograptmgssage is hidden in a carrier that may betaiteage,
audio, and video. It is transmitted over a commaitid®y channel in such a way i.e. the existence edésage is
hidden .The goal of steganography is to hide messaide the carriers in a way that attacker cadetdct the
presence of message [2]. Steganography is an emtellay of information hiding it can be combinedhwi
cryptography to add various levels of security tosystem. There are certain key differences between
steganography and cryptography. Steganography meamver writing” while cryptography means “secret
writing” [3]. In cryptography a message is trandettto the intended receives in such a way thay tmé
receiver is able to decode the original message pl&in text is converted to cipher text and traittsih over a
communication channel. Only the intended receiar @onvert the cipher text back to original messsdgeile

in steganography the message is embedded insiddathewhich acts as a carrier. The lack of stremgth
cryptographic system motivated the developmenkesf technique called steganography.

2. Related Work

For secure communication many techniques have pemosed in the last few years that provide arciefii
way of transmitting the required secret informatipnusing video steganography. The steganograpsyduend
its applications in a wide variety of areas, it hassignificant contribution in military and goverent
organization

The paper [4] proposes an algorithm which is a doatton of two highly secured techniques MD5 for
cryptography and DCT for steganography. An infoioratsecurity scheme is proposed using Cryptic
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steganography. Cryptography and steganography @mbioed for secret communication using three keys
named as cryptic steganography system which aheigptoblem of unauthorized data access.

In paper [5] author proposed a steganographic rdetiftch is based on biometrics, that uses a slgioneof
images in DWT domain for embedding secret datayThoduced an image cropping concept which mainta
a security at respectable level, so cropped regiorks as a key at decoding side. Since no one raact
message without having value of cropped region.

The author [6] designs a stego machine to devekgraographic application using LSB (Least SigaificBit)
method. They proposed a method which is usefulhfding the data in to video images and to retrithe
hidden information from the video using LSB (Le&sgnificant Bit) modification method. A modified det
significant bit coding method is used which progde low computational complexity and high watermark
channel bit rate. In this method each pixel hasiréar 3 bits of secret information, one in each RG#ues. By
using this method it is possible to hide up to 2,296 bits.

An algorithm [7] is proposed as an efficient apglotowards steganography which describes imagesharad
key between sender and receiver which stores thares# text. The characters in the text are conderito
binary and then mapped for every pixel value inithage. The image can be recovered using indey arné&ch
contains the indices for hidden data. It is notsfide to reconstruct the image from index arragatvesdropper
has stolen the information because the shared irigaggll unknown to the eavesdropper. Divide andam
method is used to increase the complexity of ireteay.

The paper [8] presents a secure data hiding afgoritising encrypted secret message. By using simple
encryption algorithm and secret key the hidden agsss encrypted. The secret message is encrypfedeb
embedding process starts. A simple encryption dhguoris used to hide the encrypted message whidtesi
impossible for the attacker to unhide the secretsage. In this paper author proposed an N-bit &1l (Least
Significant Bit) substitution technique which isedsas embedding and extraction method.

3. Overview of the proposed algorithm

In this section we will explain the proposal focss message hiding in the video file for secua@dmission of
the secret message. The complete package of thathigs can be divided into three major tiers, Sender
(First party), Receiver Tier (Second Party), Autieating authority (Third Party).

Each of the communicating parties has specific tasko and for this they have limited informatidhis to be
noted that no party has all the information contamd the secret information stored at a place. Socaessful
communication can only happen in one case onhgfdll the parties are together communicating.

3.1 Information at the Communicating Parties
Tablel: Information content of the communicatingtiea

Sender Tier Receiver Tier

Sender Sending Receiver Receiving Third Party (TP)
Module Module

Own User id Salt from TP Own User Id Salt from TR alt$or sender receiver pair
Receiver Sender Both login id and

Own Password | password Own password | password from corresponding passwords but
from TP TP in encrypted form

iFéecewer USeT EpD from TP | Sender id EDD from TR  EDD for the pair

Video to Video to

communicate communicate

The table below shows which information is contdimgth which party. The Sender and receiving tiease
two sub tiers. First sub-tier consists of the serat@ receiver themselves. On the second tier dfftsvare
module which is connected to the third party (T®)placed. Once the person is authenticated by €R th
software module automatically imports all the imf@tion required for the particular pair from TP.

3.2 Enterprise Dependent Values

These are the intensity values that are specifithéopair of communicating parties. These valuel lva
embedded into the video frames at the locationsdddcby the combinations of the secret passwordthed
random salt.
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3.3 Text to binary conversion

We have incorporated a simple character to binanyersion using the ASCII equivalents of the chinac The
characters in the message string are stored iA8®@ | format in the computer. So we have taken AISCI|

corresponding to the message characters and cedwbdt number into the binary equivalents 8 bihgs. All

the 8 bit equivalents of the characters are conetde together to make the final binary message.l@gth of
this binary message will now be considered as itharp message length for number of frames requirgsne

3.4 Number of Frames required

The minimum number of frames required is greatantbr equal to the number of characters in the ages@/e
have adopted strategy for 1 character per frameesaven if one frame is deleted by the attackey onke
character will be lost and the word can still benpteted using the dictionary software taking retgvaord
from the available combinations.

3.5 Salt Cryptography

The purpose of salt is to produce a large set g§ kmrresponding to a given password among whihisn
selected as a random. To make decryption lessieffidor attacker’'s salt is used in cryptographyauding
another hashing layer on the top of an encryptigardhm. . Salt can also be added to make it naliffecult for

an attacker to break into a system if an attackesdhot know the password and is trying to guesslita brute
force attack, than every passwdrd tries has to be tried with each salt valuehéf $alt has one bit this makes
the encryption twice as hard to break in this wayd if the salt has two bit this makes it four timaes hard. A
three bit salt makes eight times as hard, if theis&2 bits long for instance there will be maagy/2 ~ 32 keys
for each password you can imagine how difficulttack passwords with encryption that uses a 32diit The
only security requirement of salt is that they anéjue per user.

3.6 Salt Sze

The Salt used for Steganography is exclusive ferptr of the sender and the receiver. Differeispaill have
different salt. The salt is generated using a s&d¢ sequence generator by the third party to whath sender
and receivers should be registered. We have indltle idea of salt since it increases the complexditthe
localization of the message inside the video frames

4. Proposed Algorithm
4.1Algorithm Steps

Once all the information has been collected theodimgy and decoding process starts. Now we willuliscthe
detailed steps of the proposed algorithm.

4.1.1 Third Party Authentication
i Both the sender and the receiver registers theesébvthird party
ii. They register with a unique user id and a password
iii. Third party selects a Enterprise Dependent valueD)Eand unique salt sequence which is
unique for the pair of sender and receiver
iv.  This EDD value and salt is unknown to both senderraceiver.
V. User id and passwords are not stored in originah&b at the servers of third party; instead they
are kept in secure encrypted format.

vi. Overall, it can be visualized as any of the firsecond or third party not knows all the
information required for the location of the messagside the videos.
Vii. Every time the users will communicate after gettwghenticated by third party.

4.1.2 Sender side
i.  The system should be installed with the sender teodu
ii. Input the secret message to be sent to the redatecthe secret message.dat file.
iii. Sender login with its own id and password to thedtharty.
iv.  Sender enters the desired receiver id to whichdmsmo send the data.
V. Sender selects an irrelevant video to its messafgetd hide the message into it.

vi.  The text message to be sent hidden in the videorigerted in to ASCII binary value string.
vii. Installed module gets the EDD value correspondingpé user id and receiver id combination.
These are two values EDD1 and EDDO for ‘0’ andbits respectively.
viii.  The video is divided into frames.

iX. The number of frames in the video should be equalttleast the message character length
including spaces.
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X.

Xi.
Xii.

Xiii.

XiV.
XV.

a. If the message length is greater than frame leagthr will prompted
Binary salt length and width is decided by the sgndodule
a. Length= number of bit length of message
b.Width = log(video__ height* video_ width)-1
Receiver id and password is converted into binaigg of length= number of bit length of the
message.
Merge salt and binary receiver id and password.
For every bit in message find position in the vidieane using decimal value of (salt + binary
receiver id & password) and place either EDDO oDEOdepending on message bit value ‘0’
or ‘1.
After every eight message bits take new framehabl frame has only 1 character.
Calculate CRC of video and send CRC with the video
a.The CRC generator polynomial is created using firstharacters of the receiver's
password.
b.A CRC sequence of all the frames of the Stego videmreated so that any forging
during the communication of the message can betedeited.

4.1.3 Receiver Side

i.
ii.
iii.
iv.
V.
vi.
Vii.
viii.

iX.
X.
Xi.

The system should be installed with the receivedufea
Input sender id from which the communication isestpd.
Input receiver id and password
Calculate CRC of received video and compare it WithCRC send by the sender.
Receiver id and password are converted to binai@IASring
Get the salt from the third party correspondintghi pair of the sender and the receiver.
Merge salt and binary receiver id and password.
Location of embedded EDD values is known using mactivalues of the combined salt and
binary receiver id and password.
a. if [location]= EDD1 then message bit=1

b. else if [location]= EDDO then message bit =0
c. else video is not correct, so discard video
Combine 8 message bits to form an ASCII character

Move to next frame for next character.
Join all the characters to make the complete messag

The following architecture of the proposed alganritbives the brief details of the process. The thiers of the
method are shown properly

Sender Module :I, Receiver Module
Sender Secret Receiver Secret
Login Message Login Message
. Input
R I t
erever '?pu Sender ID Stego
ID Video N
Video
Salt + CRC Salt + CRC
Receiver Sequence Receiver Sequence
ID + PWD a ID + PWD q
h 4 v
"l Steganography I Message Localization I-(-
Stego Secret
Video Message
Encrypted User
Sait EDD
Passwords 2 Registration
Third Party

Figure 1: Schematic view of algorithm
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4.2 Attacks on the Stego Video

There are various attacks that can be applied gregptographic system especially when some datédiden
into the medium. Here we will discuss these attdoksontext of secret data hiding in the video o4ajor
attacks on video steganographic systems are listmv. We are also discussing how our proposed adeith
preventing these attacks.

4.2.1 Frame Deletion Attack

In frame deletion attack, the attacker deletes &&on the original message. The lost message caadowered
at the receiver because each frame contains omakap of the message which can be formed by using 2
combinations of the English alphabets and by fognainogical term from the dictionary.

4.2.2 Forgery Attack

In forgery attack the original message is capturgdhe eavesdropper which in turn transmits anothessage

in place of the original one. This way the commatian parties are not able to communicate propémlyour
method some eaves dropper cannot forge the date $is will change the CRC of the video frames and
ultimately CRC fail will occur leading to rejectiarf the video.

4.2.3 Replay attack

In replay attacks communication stream between padies is captured by an adversary, and replaged t
produce unauthorized effect. In our proposed methdite video is stored by the eavesdropper C &ed ft
replays it then it will not be played since thetpr A and B will be using session salts. It iserated randomly
every time a video is created and known to thirdypanly. All the salts are different from each ethfor
different transmissions. Third party keeps it aetbnly for some pre-decided time; later this saftiees and will
not be given to the receiver. So if the video isdrto be decrypted after the specified time @ssumed to be
replayed and it will not be considered valid.

4.2.4 Eavesdropping

An eavesdropper or adversary is a malicious emitipse goal is to prevent the communicating paftiems

achieving their objectives. We prevent eavesdrappi simply the password authentication combinetth ¢ie
salt cryptography. The password alone is not capablocalizing the data in the video. It requithe salt to be
combined with the password to get the exact lonabat this salt has been received from third péoty
registered users only. So the eavesdropper cano@t the exact locations of the message.

4.2.5 Brute Force attack

In this attack the attacked tries for all possimemutations of the frame pixels to get the mesdagiewe don'’t
embed the actual message bits into the videoWe.only embed the EDD values in the video which iare
intensity domain like the other pixels. So mathecadly it is impossible to predict the EDD valuesdato
retrieve the message without knowing the exact eldibg locations.

4.2.6 Malicious communicating parties

If any of the communication parties are malicicusrithey can share the secret information. Butimpooposed
methodology all the information is not known to iagée party. All the parties know only their domaf
information. So even if they leak their part ofdrmhation then the secret data is secured sincedbeet data
from other parties also required for retrievallu secret message from the video.

5. Simulation Results

Experiments are carried on a computer system, bdwiel P4 processor 3.06 GHz clock and 4 GB RANeA
breaking the video into frames, a color compone# Iheen chosen into which the message is embetdHed.
simulation tool is MATLAV v7.8. We have used then@itions for video processing on the uncompresset AV
format. Secret information will be kept in windoWsAT file and supporting information will be stored the
MATLAB data files.

5.1 Secret message input

The secret message that the sender wants to séine teceiver is kept in a data file. We are nking it from

the console since it should not be visible to evrey The person responsible for the secret messaggive this
message file input to the sender module. This webktbe read from the file and will be convertedarbinary
message string. This string will now be the seicfermation to transferred and embedded into tdeiframes.
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EFile Edit Format Niew Help
Indian Army is going to attack on the terrorists on 21
Septmber 2012 at 0900 hours. This is wvery secre T news no
one should krnow about Ht.

Figure2: Secret message data file
5.2 Peak Sgnal to noise ratio

Since very small number of pixels has been distliitbdoes not lead to any visible difference in Wideo. This
disturbance can be quantified using the PSNR mathich measures the embedded noise in one sigiil wi
respect to the original signal. Here embedded bignaur stego video and original signal is theeadn which
the embedding has been done.

We calculate the average PSNR of all the embeddadels with their respective original frames. Thisrage
values for different videos have been checked afidite value suggests that there is no visual ed@isthese
two frames.

The PSNR is calculated as follows:

295°
PSNR = 10logy, | 2== | 9B
.ﬂv—lﬂp—L

where M5E = (e, ) — X, 00000

1
AF = BF i=p Jj=D
where X and X, are the original and watermarked images respeygtiviesize A x B, represent the height and
width of the imageQ(\'N represents the extracted watermark.
5.3 Histogram Comparison of the frames before and after the data

Following histograms represents the frequencigbhef/arious intensities in a randomly chosen fraefere and
after the embedding. There is no difference in himtograms. The peaks are same in both so a héstogr
comparison cannot predict that the data is condsiim¢he video and our secret message is safe.

Histogram of the random orginal frame
T T

Frequency

-
100 150

Histogram of the same stego frame
T T

200 - B

Frequency

Q
]
1

u]

——nd L L
a 50 100 150 200 250

Figure 3: Histogram comparison of the original &tego frame
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5.4 Visual comparison of frames

The randomly selected frame from the original videw same frame from the Stego video are showhen t
figure below. There is no visually perceptible difince in the images. This shows the effectivenésbe
proposed algorithm.

Figure 4: Original and Stego frame
5.5Message Output

The message is not stored anywhere for the sequuityt of view. It is just displayed for the sakiesecurity.
Once the message is seen is will be flushed franbttifer and to see gain the whole decoding procasgso be
repeated.

[idec is authentic
hiddenmsg =

Indian Army is going to attack on the terrorists on 21 Septmber 2012 at 0900 hours. This is very improtant news all should know about it|

I‘:igure 5: Output Message

6. Performance against Attacks
6.1 Frame Deletion

[Vides 1= authentic
hiddenmsg =

Indi n Ar v is goin to ttac on he © rror sts n 21 Sept ber 012 t© 09 0 ho rs. his s ve y im rota t ne s al sho 1d k ow a out ¢©
L 4

Figure 6: Output Message extracted after frametidele

Frame deletion with a rate of 1 frame per 5 framas been chosen. Still all the words can be rezednby
simply using the dictionary. From 150 frames 30nfez have been deleted still the message is quite
understandable. This we have obtained after iggdhia CRC fail.

6.2 Eavesdropper

When an eavesdropper tries to attack on the videowill not be able to see the message. But if hatsvto
change the contents of the message he can do bsdeinlg useless information or some noise intoiitc&the
video has been disturbed the CRC sequence of theowvill not match and a CRC error will occur. This
indicates that the video should be discarded.

r

o

0O M

OH

xr r using receiver (Line 88)
R Check Failed cannot proceed futher

Figure 7: CRC failure when the video is tampered
7. Comparison with other Schemes

7.1 Sheme 1

The technique proposed by [9] for transmitting thquired secret information by embedding secretsams
into the video after encryption. This algorithm sige512 bit key value for encryption and localizofgsecret
information in the video. This technique is simitarus but the difference is that it encrypts therst message
which makes this approach complex. In our approaehuse Salt cryptography which is also an encryptio
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method but it is only to increase the complexitytraf attacker to detect the message even if he «kiiosvsecret
passwords. Our approach is very less complex dlszkoof message encrypting yet more secure.

7.2 Scheme 2

The proposed method in [10] creates an index ®s#tret information and the index is placed iraeé of the
video itself. This is obviously an overhead for thdeo which gives low PSNR values in comparisorotm
work. With the help of this index, the frames camitag the secret information are located. So i$ information
is lost due to some attack then the secret infaomatannot be located inside the frames. Also ithlibe
approaches the no one is claiming the messageityealnen the video is tampered in that case thetebe
false detection in these methods but our methodsisilply reject the video instead of giving wromddrmation.
During the extraction process, instead of analyzhmgentire video, the frames containing the sedadh are
analyzed with the help of index at the receivingl.efhis is also risky so here we have used theesgil
frames to reduce stored information overhead.

7.3 Analysis

Many of the approaches explained used for datadidave many superior results to share with tha Haling
research world. But most of them are concentratimg the image processing attacks. We are mainly
concentrating on the video processing attacks weatmentioned in detail in the previous chapter. theo
important thing to note is that we are storing miai information inside the video so the qualitytioé stego
video is very high even it has pages of data storatd One character per frame helps us to attabustness
against the frame deletion attack. Other attacles aso ineffective against our method as shownhim t
simulation results and are justified with approf@ieeasoning. The most common replay attack yet hrrsnful
can easily be abandoned through our approach #iecauthentication of the random salt is from tiie Balt
cryptography is very much effective since it issieeomplex but adds so much data into the secyst $@ that it
is impossible to detect the correct embedding lonat

Table 2: Attack Summary

Sr. Attack Detected Explanation
No. characters
1. No Attack 150 All the characters are detectaxperly
Frame Deletion (30 frames One character per frame deleted yet the messade is
2. 120
deleted) readable
3. Replay Attack None Video Rejected since theesglired
. Salt + sender_ info + receiver_ info not known
4, Eavesdropping None
together to eavesdropper
5. Forgery Attack None CRC fails so video rejected
6 Malicious Communicating None Any node does not have all the information to
' Nodes localize secret message
7 Brute force None _EDD \{a_llue not known to compare with pixel
intensities

8. Conclusion and Futurework

This scheme is novel in this area and has no afgoit comparisons. The concept of salt cryptographgt
EDD are completely novel. We are also using frariddo data hiding method so we have compared cuiltee
reported by some papers in this area. The restgdtyexry good as there is no visual change in teg&video
and the PSNR values are also coming infinite. Taénrntea to check the hidden data i.e. histograetkihg is
also not able to detect the presence of the datea Ewvolvement of CRC prevents any tamperinghis video.

So overall this approach is successful landmarkdfata hiding in the videos. We are planning in fetto
include some frequency domain transforms to makeorhparable with other techniques in the frequency
domain.
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