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Abstract

Recently, with the development multimedia techn@egand wireless telecommunication, Voice overrhee
Protocol, becomes widely used in communication betwconnecting people, VolP allows people that are
connected to the local network or the Internet kenvoice calls using digital connection insteadated on
the analog traditional telephone network. The tetdgies of Internet doesn't give any security medsian and
there is no way to guarantee that the voice streaithe transmitted over Internet or network hawat been
intercepted in between. In this paper, VoIP is ttgved using stream cipher algorithm and the chaotic
cryptography for key generator. It is based ondhaotic maps for generating a one-time random le&yg uo
encrypt each voice data in the RTP packet. Chandips have been used successfully for encryptidkytidta
such as voice, image, and video, chaotic cryptdyrapas good properties such as long periodicitgugde-
randomness, and sensitivity to initial conditionsdachange in system parameters. A VolP system was
successfully implemented based on the on ITU-T &fé2 voice codec, as a multimedia encoding of Riead
Transport Protocol payload data, then, apply a@eg methods to generate three-mixed logistic chawips

[1] and then analysis the encryption/ decryptioralifyy measures for speech signal based this methbd.
experimental work demonstrates that the proposkdnse can provide confidentiality to voice data withice
over IP performance quality, minimum lost in trantsed packet, minimum average delay, and minimutarji
Keywords. VoIP; Speech encryption; logistic chaotic map;29,7QoS; RTP

1. INTRODUCTION

In recent years, the large-scale in communicatitathnology have been made people in more need to
communicate. Voice over Internet Protocol (VolP)nwects people to put their voice call without any
geographical limitation. A voice data is first caigd from the sound device and then digitalized;odrd,
compressed, and build RTP packet and then trareghutter the Internet or any other public network atream

of packets. The interconnected router will routesthsequence of the packet to correct destinaéipandling on
the endpoint address of the packet. VolP used #dlo&gt-switched mechanism of packet routing thaediht
from fix connection in the circuit-switched netwoitke sequence packets of voice data of a sesstablish
between two users will route to a network basedhenpacket-switched mechanism with a different tioma
time of the call. In a VoIP system, both digitalgie PC, PDA) and analog (e.g., telephone) dewoesist since
the digital signal can be converted to analog sibgausing the phone adapters. VolP have been neglube
cost of maintenance and design and operating beciéudoes not depend on the network properties and
interoperability. Generally speaking, VolP used IReae Transport Protocol RTP, and it's not resenfer
voice communication, as well, can be extended fipsu video communications. The network that udes t
circuit-switched mechanism (e.g., Public Switchedlephone Network (PSTN)) only supports minimum
bandwidth with 64kbps and it doesn't support videmsmission, it can carry the voice call and ottests
contain. Therefore, with the development multimegiahnologies and new technologies support higlkedpe
connection with bandwidth more than 1Mbps is nemgs® use VolP system with high quality, bandwidiith
more than 1Mpbs can utilize transmission capabflityvideo, voice, and combination video and voitaa.
Nowadays, the evaluation of broadband networkserdrprise LANs make VolP grow even faster and gain
popularity. The major problem to people that hagerbused VolP is security threat when used a puabliwork
such as Internet, the conversation across a pabtigork may be intercepted by malicious attackersomeone
eavesdropped to it. To make a public network secemgironment and protect conversation against
eavesdropping, cryptographic techniques shouldskd to provide confidentiality and security enhaneet [2].

In practice, many cryptographic methods are existioa improve the security services on VolP. For
Example, Secure Real-time Transport Protocol (SRii&)attempts to provide the protection to spebobugh
traditional encryption schemes, public-key algarithsuch as RSA to provide authentication for RBitrand
management distributed a session key, and AESowide confidentiality to the RTP payload data pechut
still SRTP suffer from some weakness, the weakdessto SRTP depend on block cipher AES algorithm fo
encrypting the packet data contents” plaintext 'dd8. AES algorithm and any other block cipher
cryptosystems require block size of input data khbe multiple of 128 bits. If the size of the d&aot fitting
to multiple of 128 bits the algorithms will increa$padding” to make the size of data multiple o8 1lts, and
then encrypts data (original plus padding data}his situation, there are several threats in uSIRFP protocol.
The attacker may use the encrypted padding pamesfsage and apply the brute-force attack to coade
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encryption Key, and in general traditional blockher cryptosystem such as AES, 3DES, and DES dre no
efficient scheme for multimedia data, speech artkaj due to the large data size, high correlatiod a
redundancy among data. Therefore, researchersiimmrebegun to develop a novel technique aims taeniak
original speech corrupt and reduce the residualligibility of speech data, and the output of thkéshnique in
general is noisy data.

Chaos-based cryptography has been effectively fageeincrypting large-scale data such as image,oaudi
and video data, because Chaos-based have a gomttehistic like generating a key with long perity,
pseudo-randomness, and sensitivity to changeftialicbnditions and system parameters.

In this paper, One-Dimensional logistic chaotic sdms been used to generate a one-time key that
successfully used to encrypt payload data of RTtopol. Three-mixed One-Dimensional maps are coatbin
in a novel algorithmic operation for key generatioith a block size of 32 random bits is produceceath
iteration. The binary floating-point 64-bit formet used from the IEEE 754-2008 standard for flapjimint
arithmetic

2. RELATED WORK

Several chaotic maps have been proposed for speeehption schemes. R. Gnanajeyaraman [4] preseetva
speech encryption system based on generating aulpd&ble using eight dimensions chaotic cat rt@p,high
dimension called 8D chaos-based cat map andutbexh for encryption, decryption system with higmeinsion
algorithms enhance the security level of the @lyjon and the key space, and that make the awtipke
distributed uniformity. Sheu [5] presented a Twauchel chaos-based Speech Encryption using frattiona
Lorenz system for speech communication (hencefmatlied TCSE). The TCSE can achieve high key seftgiti
large key space, and increase ability to resissehlaintext\cipher-text attack. Ahmad et al [6gd a high-
dimensional combination between two types of cliamiaps Chen and Lorenz. The generated sequenties of
key have two stages first pre-processed and geahtind the second stage converted into a sequéhdsaoy

bits. After complete generating of random sequegfdgits, the voice data also convert to stream dnits apply

the XOR operation with the output keystream. Prffjuproposed a novel speech encryption technigites,
depends on a one-dimensional logistic chaotic nmagenerate random sequence of values to encrypt the
sequence of character, and speech data streantrdinaferred between two individual phones have been
encrypted by the generated these sequence randaesvahe authors suggested using a logistic mapatsk
every character by one value of the sequence th@ined by the logistic map. The proposed method wa
successfully implemented in the real-time applaraton mobile phones. Ashtiyani et al [8], preserdpdech
encryption based on symmetric cryptography via @& Map. The speech signal was encrypted based on a
combination of two operations of scrambling spesamples and then confusion. The Cat map was used fo
scrambling the speech samples, chaos cryptosydsenused in improvement of the simple form of thivance
Encryption Standard (AES), the improvement occurtlo® contain of original S-box, the cat map used t
generate random 16 bits that substituted into &S S-box, rather than based on fixed values. Sal (9],
suggest encryption scheme for G.729 standard spesessd on two selective encryption methods. Theareb
used chaos cryptosystems to minimize the comput@ticomplexity and provide full encryption to G.729
speech data. The algorithm started by portioniegGt729 speech data into two parts according teehsitivity
bits, the sensitivity part was encrypted by usirgirang cipher used a companion the logistic ancht@gps, and
the remaining part that has less sensitive bits evasypted using a lightweight cipher based on ohée
logistic or cat maps.

3. CHAOTIC SYSTEM

3.1 Background

Chaos system have been used to implement nonliahgaamical systems that have mathematical models.
Chaotic maps classify into two categories, accardim the time range that described by equationysfesn,
continuous systems that have differential equationgliscrete systems that have difference equatioogistic
map and Henan map are example of the discretensystéhe Lorenz system and Rossler system are egawhpl
the continuous systems. In the 1960's, the chagttems behavior were first studied and show haweenous
random good properties. The iterative random numiiet generated from one of chaotic maps have letehp
random, and sensitiveness to change in the imitiatlitions, this means that the change in theainftbndition
(initial values of a chaotic map) generating diéietr trajectory, and the similar initial conditiofisitial values of
a chaotic map) can generate the same trajectomy.pfbperty of “sensitivity to change in the initiahakes
chaotic systems used effectively in the diffudiomction for cryptography application [1].

3.2 Thelogistic map

Frequently used in the application that based @oshheory, as well as in chaotic cryptosystenes,stmple
mathematical equation of the logistic map is désttias: [1]
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F(x) =B x, (1—xy) €Y)
Wherexn is a number between zero and angtepresents the initial population, afids a positive number
between zero and four. To get chaotic behaviow#hge ofp should be between [3.57, 4.0] [10]. Logistic map
has been successfully used for generating pseudimnanumbers. To avoid a hon-chaotic behavior gt
chaotic map, adjust the valuephecessary be ned, that leads to generate a highly random behaViwe.
logistic map is used under the iterative form:

Xny1 =P xn (1 =X, ) v20 )
Where theX , is a real number between zero and one All the coeapelementX» are also real numbers
between zero and one.

3.3 Generation a One Time key using chaotic logistic map

The algorithm used for generating pseudo randombeusnin this paper based on the chaotic logistip gigen
by Eqg.1. In this paper, to get a highly chaoticdeabr p assigned a constant value equal to 3.9999. Indked,
chaotic behavior of the logistic function measwisigg the Lyapunov exponent [11] and when makevithee
of B of the logistic map equal to ( 3.9999 ) and thejuynov exponent equal to 0.69 that is very closisto
maximum value which is 0.59. The equation of lagistap is written with fixed:

Xp+1 =39999x, (1—x, ) V=0 3)
Yn+1 = 3.9999 y, 1- Yn ) v=0 (4)
Zpny1 =399992, (1—2, ) V=0 (5)

A binary64 floating-point as shown in figure 1, ds® represent each computed valuesXaf ¥» andZ,).In
each iteration, apply aror operations to the last part 32 bits of binary@&fiing-point that called mantissal of
the three output valu®s; Y» andZn», at each iteration, the proposed algorithm allgrsduct producing 32
random sequences of bits that increasing the thypmuigof key generation, figure 2 shows the proposed
algorithm to generate one time key.
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Figure 1: Floating-point representation in binary64 format [1].
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Figure 2: The operation of One Time Key generation [1].

4. TheReal-Time Transport Protocol (RTP)

RTP is an Internet protocol that is designed eg&sfnfor transmitting a real-time multimedia patkand it is
standard for a real-time multimedia applicationtth@quire timely delivery and synchronization trafbf
packets stream to compensate the lost in the mathat may cause de-sequencing and delay varigtttars
[3].

The RTP packet for mat:

The RTP packet consists of two parts, packet heaitbra smallest size of 12 bytes, followed by jpayl data
with different size. Figure 3 illustrated the figlih the RTP packet as follows:

Version (V): (2 bits) shows the version of the RTP protocol. W8ed version 2.

Padding (P): (1-bit) padding indicator of the payload data dtzat result from the block encryption. In our case
padding is zero value which meaning no padding.

Extension(X): (1 bit) used to indicate existing of an “Extensim@ader “between RTP packet standard header
and RTP packet payload data.
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CSRC count (CC): indicates the count of Contributing source IDs.

Marker (M): (1-bit), used to indicate the current data thadus specific application and it defined by prefil
Payload type (PT): (7 bits) is important filed in RTP packet thaticate the format of the payload data, in the
proposed algorithm we used the G.729 standarcbtesent speech data.

Sequence number: (16 bits) shows the sequence number of the current pacictircremented after each
packet sent. It is very important to measure th&P\guality to determine the packet lost.

Timestamp: (32 bits) contain the time of the RTP packet data that Heen sent and used for synchronization
between the sender and receiver and determinecthg dariations.

Synchronization source identifier SSRC: (32 bits) random number used to solve streamlicoriiat used to
distinguish between RTP streams, when destinagaeived RTP packet from different source on theesam
session.

CSRC: (32 bits) allows destination to contributing sources of eeatn packets when a stream has been
generated by different sources.

Bit 01(2|3|47| 8/|9.15 16_31
offset — — — —
0 vV |P|x|cc|m| pr | Seauence
Number Packet Head
32 Time Stamp acket Header
64 SSRC Identifier
64 CSRC Identifier
Different RTP Extension Header (optional)
. Speech Data Encryption With
Different Payload Data No g
Padding Chaotic Cryptosystem

Figure-3, The Format of RTP packet

5. Proposed Integrated Vol P protocol

The proposed protocol provided secure environmerdtart speech communication between two individual
users. It uses public key scheme for user autteitit to server, secure key exchange, and symntgam
cipher encryption scheme for speech data that etadd compressed by ITU G.729 standard. The mbtoc
comprises of four stages; User Connection Stagesr Waithentication Stage, Distributed chaotic initia
parameters Stage and Communication Stage. Figilles#tates the proposed protocol. Stages are tbestas
follows:

Stage I: User Connection Stage: User send information to server includes (Usematd network information)
Server accept request and validate the informatitth server Database, then send public key (KUshger
.Stage | consist of steps of (1_3) of protocol shawfigure 4.

Stage Il: User Authentication Stage: In this stage, User try to establish secure comation with server
based on Real Time Control Transport Protocol (RTfoP network management and packet format and used
the public key encryption algorithms (RSA) to emtrgncryption data packet. After user have recesaser
public key, generate private, share public key, sed public key to server encrypted with servdilipikey.
Server receives public key and update online usetd all others user, after this stage user bélready to start
secure communication with any online user.

Stage I11: Distribution of chaotic initial parameters Stage: User A request start voice communication with
destination user B (B must be online). Server gawechaotic parameters and implements messagepénory
by user A public key.

Stage 1V: Communication Stage: User B build lockup table depend on the chaotig generated as separate
process to store one time key generated by chiagfistic map and each packet will be encrypted itk time
key of chaotic logistic map and a reception usedpiicket index to select the correct key from tiokuip table
that packet encrypt for successive packet decnyptio
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NOTATION
IDu User Identification Number
Nlu Network Information of User (IP Address, Port No.)
PUs Server Public key
RSA Public-key Cryptosystems
PRuU User Private Key
PUU User Public Key
N Nonce Number
DBs Gatekeeper Database Server
N1 Nonce Number for Distributed chaotic parameters
T1,T2,T3 Timestamp
ICV logistic Chaotic Values
LUT Lockup Table for synchronization between Usea®d User B
RTP Real-time Transport protocol
I RTP Packet Index
Chos(Xi) Chaotic Key generation with Xi value
RC4 Stream encryption Scheme
VD Voice Data
Payload RTP Packet Payload
S server
U user
Seq. ‘ From/To Activity
Stage|: User Connection Stage
1 Um) S Send User Information (I} Nlu).
2 S Check User validate using sever databaset tenminate connection (M1).
3 Sm) U Send PUS to User
Stage Il: User Authentication Stage
4 U Generate Private, Public Keys of RSA algorith{fiRu,PUu)
5 Um) S Send RSA(PN||IDul|PWi) to server
6 S mmpll users Server update online user list and storaiIRUDBs
Stage l11: Distributed chaotic initial parameters
7 Uamm) S Usea request start session with user B. RSA{PIRL||1Da||IDb]|T1)
8 S Generate logistic chaotic values (ICV)
9 S m) B Send RSA(PE,N1[|ICV[|IDb]|T2||RSA(PWB,N1||ICV||ICa||T2)
10 Ua Decrypt message using PRA
11 Uéﬂ W User a send RSA(FHAN1||ICV]|IDg||T2) message part to user b
12 Utﬂ ] Send RSA(PE,N1||OK]||T3) and Start Session
Stage | V: Communication Stage
13 ab Build lockup table ,IUT(_ Chos(Xi)
15 a Encoding anBncryption voice Data,RTP payload =RC4(Chos(Xi),VD)
16 amm) b Send RTP packet over UDP protocol
17 b Received Packet and decrypt RTP payload,VDARO (1), Payload).
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Figure-4, The Proposed Vol P protocol

6. Encryption Quality and Vol P Performance

6.1 Encryption Quality

In this section, we demonstrate the quality of psgul encryption scheme that based on the stredrardjC4
algorithms to encryption voice data and three-milagistic map to generate sequence of random KElys.
results have been implemented using Visual C# 20ithe laptop Windows 7, Intel® Core™ i3 with spe&e3
GHz, and Ram 8GB. For encryption experimentatioresused 5-wave sound files with different size.urég5
shows a waveform of an original, encryption andrggtion speech signal. From the Figure 5, as ilaist in
the figure, the encrypted speech has been distdbuniformly and unintelligible. It is differentdm the
waveform of original speech. In addition, the wawef of the decryption speech is identical to thigioal
speech waveform [12].

6.1.1 Mean Square Error (MSE): MSE is a frequently calculate the difference betvevo samples speech
and it indicates the measurement of the error wgtimate to the center of the mean of the valuspekch
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samples, MSE is describe in equation (6). At miashas already been used to estimate the errorhhast
occurred due to the encryption and decryption Eede the recovered speech data.

N-1
1 - .
MSR = 2)(0—01)2 6)

=

Where O represent the samples of audio file, Oesapit the samples of encrypted or decrypted audio
samples, and N represent the length of audio sampleen MSE equal to zero or near to zero it indsahat
decryption process have a perfect recovery operavigeturn the original audio samples, otherwigeen MSE
of is greater value that indicate the distortiotm®n two sequence of samples is hugely. TablotvsMSE
measures of the tested speech files.
6.1.2 Peak Signal to Noise Ratio (PSNR): PSNR is the tagtween the maximum possible power of a signal
and the power of corrupting noise that generaterh fthe encryption/decryption process. It is easdiculated
by MSE, PSNR is describe in equation (7).

PSNR;; = 10log(MAX?/MSE) @)

MSE refers to Mean Square Error and MAX to maxinpmssible value of audio sample, which is equal to
65,535. A lower PSNR indicates that, decrees rasichtelligibility of speech signal, and a higheBRR
indicates to increase recovered speech signahdrspecific case, when the MSE is zero that mearmtiginal

and recovered speech signal is equal, In this tteesBESNR becomes infinite. Table 1 shows PSNR measi
the teséed speech files.
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Fig. 5. Waveform of (a) original, (b) encrypted, (c) decrypted speech.
TABLE 1. Encryption Quality (MSE and PSNR) Measures
File M SE of Encrypted | M SE of Decrypted PSNR of Encrypted PSNR of
speech speech speech Decrypted speech
Examplel.wav 265823847.9 0 12.0835266723259 I nfinity
Example2.wav 191737616.8 0 13.5023928230192 I nfinity
Example3.wav 170480586.7 0 14.012716759745 I nfinity
Exampled.wav 175358474.3 0 175358474.33428 I nfinity
Example5.wav 212262913.7 0 13.0607248605054 I nfinity

6.2 TimeA

nalysis and Encryption Throughput

The performance is determined by evaluating theningh speed that can measured by, the average
encryption/decryption times, the encryption thromgih and the needed number of cycles to encryptbyte

The encryp
as:

These

tion throughput (ET) and the number efeyare required to encrypt or decrypt one bytedafined

ET = (Speech data (Byte))/(Encryption time(millisecond) ) (8)
Number of cycles per Byte(NOC) = (CPU Speed(Hertz))/ET 9
equations permit to compare the running spéetifferent cryptosystems working on different

platforms. Different encryption algorithms are azald using the same tools and the speech datztiors®.1,

AES with 2

56-bit long key size as a case studyloflocipher, proposed encryption algorithm basedto@am

cipher (RC4) and Logistic chaotic maps key genenatilable 2 contains the time, encryption throughpod

number of
contains th

cycles per byte for each encryption aacryption process of the proposed algorithms ahtk ta
e time, encryption throughput, and nundfecycles per byte for each encryption and detoyp

process of the proposed algorithms of AES.
TABLE 2. Time Performance and Encryption Throughlidleasures of proposed algorithm

Stream cipher (RC4) and L ogistic chactic maps key generation

Speech data | Sizein Bytes Time (ms) ET(Byte/ms) NOC(1/Byte)

Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
Example-1 62232 19 19 3275 3275 1038 1038
Example-2 11141988 3880 3635 2871 3065 1148 1109
Example-3 542812 169 167 3211 3250 1058 1064
Example-4 15269932 5052 4772 3022 3199 1125 1062
Example-5 822188 255 265 3224 3102 1045 1069

TABLE 3. Time Performance and Encryption Throughlidleasures of AES Algorithms
AESwith 256-bit long Key Size

Speech data | Sizein Bytes Time (ms) ET(Byte/ms) NOC(1/Byte)

Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
Example-1 62232 147 138 423 450 8037 7555
Example-2 11141988 24985 25732 445 433 7640 7852
Example-3 542812 1300 1293 417 419 8153 8114
Example-4 15269932 38266 35903 399 425 8521 8000
Example-5 822188 1991 1931 412 425 8252 8000

6.3 Vol P Performance metrics
The quality of the VolIP performance is representethree important parameters packet loss, delag,jider

[13].
6.3.1

6.3.2

6.3.3

Packet loss: loss in the transmitted packet defines the péagenof the packet that transmitted via
sender and never reaches the correct destinatiotheodestination has dropped these packets
deliberately due to an error in the packet headgy. (TTL=0), or a transmitted packets discarded
by intermediate links. The VolP system should belamented with packet loss less than
1.5%.The packet loss through reasonably reliablienetes to define the grade of performance,
Good between 0% and 0.5%, Acceptable between (a%h4.5%, Poor greater than 1.5%.

Delay: is defined as the time that RTP packet takesutzessful transmitting from the sender to
destination. Delay defined as three categories:dGmiween Oms and 150ms, Acceptable between
150ms and 300ms, and poor greater than 300ms.

Jitter: is defined as the variation in the time delaynfrone end to another. If the time delay of
transmitting packet has widely variation in a Vai8ll, it causes greatly degraded in voice call
quality. In VOIP network, at each endpoints havjitigr buffers to store received packets, it is
designed to deliver traffic to end user at the tamisrate. When sender have been generated
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packets with different rates, this variation thalled jitter result from delay in time for consttion
RTP packets, voice data compression, and datayiam. VolP network that has higher jitter
values, it causes loss in packet and degradatiaoioce quality. The grade of Jitter classify into
three categories: Good between Oms and 20ms, Asddlepbetween 20ms and 50ms, and poor
greater than 50ms.
6.34 RESULTS

The main goal here to analysis show the effectropgsed encryption algorithm on the VolP
quality, two types of VoIP streams were analyzeckasn without encryption (Plain-text stream),
and stream based on stream cipher and logistic denerator. As mentioned earlier, four
parameters were calculated using Wireshark progoaamalyze 50,000 RTP packets per duration
for each stream. These four parameters were maxitheiay, maximum and mean jitter, and
packet loss. These results have been shown inefiGUResults shows the proposed encryption
algorithm has small effects on the performance tahde 4 shows performance results of VolP
systems (the proposed system, and system withauygion).

TABLE 4. VolP Performance Comparison the Proposgste®n and System without Encryption

Vol P Systems Packet loss Maximum Delay Mean Jitter Maximum Jitter
The proposed system Good Good Acceptable Acceptable
System without Encryption Good Good Good Acceptable

VoIP Performance

120 110.07
100
74.95
80
60
31.26
20
im Em
0 : : : :
Maximum Delay Maximum Jitter Mean litter Packet Loss
B VolIP Encryption Streams 110.07 31.26 24.51 0
B VolP Unencryption Streams 74.95 23.44 20 0

W VolP Encryption Streams W VolP Unencryption Streams
Fig. 6 VolP Performance.

7. Conclusion

In this paper, a novel VolP speech-encrypting atljor is proposed based on stream cipher RC4 maeitiitd
three-mixed 1- D logistic chaotic maps for one tiped key generation. The VolP system based chaotic
encryption scheme and quality of encryption arelémented using C#.net and the VolP performanceysisal
using Wireshark. The experimental results demotestrat the proposed method satisfies the speeuiysion
requirements. The encrypted voice is unintelligil@led the payload of RTP packet has the same sthew

any padding .The recovered speech has perfecttyjwath MSR equal to zero and PSNR equal to infinithe
VoIP system is implemented using Microsoft windoarsvironment with Framework version 4, and In the
future, we can implementing using the Android eoniments.
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