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Abstract

The need to protect information systems as mugtoasible from security threats and risks has risghe last
few decades due to the increase and sophisticafithreats. The purpose of this dissertation isxamine the
methods used to implement Information Security Aemasss (ISA) programs. And also to investigate hiosv t
perceived effectiveness of ISA programs in preventind mitigating security threats and risks orgainons
face, is assessed. The inductive research appmashused to explore the human side of the infoonati
security problem and how this impacts the perceigffdctiveness of ISA programs. Then a prototypea of
model to assess an ISA program was replicatedrdddts indicated that the awareness level ofélgéon used
for the implementation was average, meaning theg&4§ram was not as effective as it was expectdaidhe
model provides a guide to both researchers andifiwaers in assessing ISA programs and obtaintatissical
data or empirical data in order to prove how effecit is.

Keywords: Information Security Awareness, Information SetyurPolicy, Information System, Security
threats/risks and Perceived Effectiveness.

1. Introduction

The introduction of Information Technology (IT) hbsought about the need for Information Securitykéep
the data produced safe from the various securigate and risks that affect the data. Informatienusity is
defined by Whitman and Mattord (2010) as “ the ectibn of information and its critical charactedst
(confidentiality, integrity and availability), ingtling the systems and hardware that use, storéransimit that
information, through the application of policy, itimmg and awareness programs, and technology” rimdicion
Security plays an important role in mitigating gréventing the impact of these security threaté sigcviruses,
Trojan horses, phishing, spyware, etc. (Werlingerle 2009). There are various types of measuresund
Information Security and one of them is Informat®acurity Awareness (ISA). Chen et al (2008, pg) 3ate
that “security awareness programs provide usersjuade knowledge to evaluate adverse consequences of
security problems and take the appropriate actiorgevent and correct security breaches”. Thus ¢8A be
used by organisations to make their employees amusof the security threats that could affect tremd how
this can be mitigated with security measures.

Amid the popularity of information security, sedyrthreats and risks keep rising, (ENISA, 2007d&)ud with
all the advanced technical controls such as re@ anti-viruses, high level physical security aimdwalls that
are implemented by organisations, there is sélititrease of security breaches (Workman et al3 20@ 2805).
This indicates that the technical side of the infation security problem has been dealt with prgpand it is
left with the human side which is stated as belegweakest link in security (Zhang et al, 2009380 & Chen
et al, 2008, pg 362). Even though people are thisecaf most of the breaches, they are also the maynto
detect, prevent and resolve the breaches or insiddracey, 2010, pg 4). ISA programs are usechtalle this
aspect in order to positively affect the behaviand attitudes of employees towards information sgcUSA
programs involve every employee of an organisadiod each organisation has its approach or method of
implementing ISA programs. Some of the approaclsesi @re interactive computer-based training, d&oos
sessions, online tutorials, training, and campai@is®hou et al, 2008). The organisations that imglet ISA
programs gain some benefits from it. Some of theebts are employees being able to recognize asoral
appropriately to real and potential security theeataving money by reducing the number of and éxtén
security threats, protecting customer and corparditgmation and improving compliance with orgatisas 1S
policies, standards and procedures (Native Intsfigg, 2011).

Even though it is perceived that some well-develof®A programs are effective in preventing and gaiting
security risks and threats by implementing the ot with effective methods, the perceived effestass is
not enough. Organisations will have to use methodsssess the programs that can provide sometisttior
empirical data in order to prove its effectiveness.

The main purpose of this paper is to investigate tiee perceived effectiveness of ISA programs evpnting
and mitigating the impact of security threats iganisations is assessed. A lot is said about 1%rpms,
training and education and the stake holders kit it is very important and necessary (Tsohou,e2G40).
But less is said about how to assess its percadffedtiveness, (Kruger and Kearney, 2006, pg 29@) this
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situation is the gap that has been identified, thaking the research that called for this papeessary. Experts
in ISA have different ways of assessing their paogg but there is no one way to find out its pemiv
effectiveness. According to a research by ENISA0@20 pg 2), every organisation has to find its trigdlance
for their assessment because “there is no onditsizd!”.
To achieve the main objective, this paper intends t

« Examine the methods or approaches used to implei@arprograms

« Examine how ISA programs are assessed

« Discuss the models and methods used currentlystessaghe perceived effectiveness of ISA programs.

« Build a practical application that will replicategpeototype of one of the models discussed.

* Inform managers, based on the prototype, on whéthenprove, change completely or maintain their

ISA program.

« Toindicate the areas of the program that need iate attention based on colour codes.
Does Information Security Awareness really mitigated prevent the impact of security threats ankisria
organisations? Investigating this question bringsfacus how effective ISA programs are and thighis
argument of this paper. It is thus imperative thatseek answers to the research questions below.

e What is Information Security Awareness (ISA)?

« What approaches or methods are used to implem&rpi&rams currently?

« What is the meaning of the perceived effectiveness?

« How are ISA programs assessed in order to deteritsiperceived effectiveness?
The significance of our paper could be linked te tact that it will assist both researchers andfgraners in
deciding which methods will be effective in implemtieg ISA programs for their specific security thte and
risks they face. Also, it will help them in decidivhich methods will be good for collecting thealaeeded to
assess their program and then methods that willym® statistics in order to assess the ISA progiEme.
statistics obtained will be used to obtain empirieeidence on whether their program is effectivenot in
mitigating and preventing security threats andsiskus they would not have to guess the effecisgmf their
programs, the statistics will provide the empiripedve needed.

2. M ethodology

In this section, we discuss the methodological ictamations in this paper. The paper adopts the diielei
research approach because of the human side or fH#cthe information security problem and howeltates to
ISA programs. The human factor is seen as theliinstof defence against security threats and fi$kis to be
able to understand how and why humans behave drid @ertain circumstances in order to assess ltegte/e
an ISA program is, inductive research has to be.uAlso, the case study method is used with thiectidn of
secondary data. Primary data is not used becaesdatia collected might be biased as no organisatmrid
want outsiders to investigate if they are secupgiytected or not in relation to IT unless contrdchy the
organisation. The secondary data collected isbiglibecause it is from researches done over ths.yRalevant
literature in relation to ISA programs and its méved effectiveness was selected from sources asigburnals,
books, dissertation and online articles. Then thethods of assessing ISA programs were examined, the
effective ones were identified. Two case studigh wrototypes for assessing the effectiveness Afd®grams
in specific organisations will be discussed in floelowing section and one picked out to replicatde
replication will be discussed in the next chaptéhvis findings.

We discovered from the various literature that mayganisations attempt to assess the knowledgtidattand
behaviour of their employees. This is done in ortterdetermine if their ISA program has impacted any
additional knowledge of security to their employessl if the program has been effective in preventin
mitigating the security threats. They attempt t@ wsich methods as campaigns, computer based trainin
newsletters, emails, trinkets, brochures and flygfhitman and Mattord, 2008, pg 200) to assess the
knowledge, attitudes and behaviours of their emgdgybecause if these three components are impacted
positively, the impact of security threats and siske organisations face will be mitigated and enéed. The
choice of method depends on each organisatior, dbgective and target audience. Thus, based enfalst, a
model was developed that demonstrates the commoradnan ISA program that is perceived effective as
displayed in figure 1 below.
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Perceived
Effective ISA |
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Figure 1: Components of a perceived effective ISA program

The three components, knowledge, attitude and behaare intangible characteristics of humans thast
organisations attempt to assess in order to deterrfitheir ISA programs are effective in mitigafimand
preventing security threats and risks. The orgéinisa use some of the methods examined in chajptee tto
assess the knowledge, attitudes or behaviour @f ¢neployees. Others attempted to assess all dmdebased
on the results of the assessment, perceived thegram to be effective or not. Based on this modeis
presumed that if all the three components are ssdethen the results can be used to determinpridgram can
be called effective or not. This is because thewkedge of employees and their willingness to use th
knowledge (attitude) they have will impact theithbeiour. Thus, knowing the knowledge level of emyples,
their attitude towards security issues, how theactrén certain situations and their willingnessut®e security
procedures and controls all play a part in the chpd security threats and risks in an organisatidlso, if
employees become more security conscious, the tdlgsmf an ISA program are realised and secuhitgéts
and risks are mitigated and prevented, then thgrprne can be said to be effective. Therefore, teessnent of
these three components can help an organisatidatemine if they can call or perceive their ISAgnam as
effective. As such, the two case studies were chbased on what the organisations tried to assess.

2.1. Case Study One

Kritzinger and Smith (2009) developed the InformatiSecurity Retrieval and Awareness (ISRA) modal an
implemented a working prototype of it to enhancé I8 organisations and it focuses on the non-tezdini
information security issues. The model is madenédrmation such as security policies and procedareb it
makes sure that only the relevant security isstesliaplayed to stakeholders. Thus only what isvaht to an
employee’s job is what they will be made awareraf they can also retrieve the necessary informateeded
on security issues at any time. The model conefdfisree parts as can be seen in figure 2 below.

Part 1; ISRA Matrix

Information secunty documentation

IT authonty levels

Nomn-techmecal mfommahon secunty 155085

o

Part 2: Information Security Retrieval and Awareness

}

Part 3; Measuring & Monitoring

Figure 2: ISRA Model - Kritzinger and Smith, 2009, pg 1664

The first part of the model comprises of a collectof information security documents from varioosrges that
is relevant to the organisation, the IT authoréydls in the organisation and then the non-techmfarmation
security issues such as information security celmd physical security. The second part is théevet tool
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that is used to retrieve the relevant informatiequested by the user. The third part is used tosuneaand
monitor the ISA program and status of the orgaitiratit keeps records of security incidents rembbefore
and after an ISA session and keeps records oftsesbtained after tests are taken by employees afitdSA
program. The prototype was implemented for a somtlmetrist institution in South Africa. But thigsdertation
focuses on the third part of the model. The meaguand monitoring part comprises of a report merat t
displays the ISA status of the organisation andlte®f test taken to stakeholders especially mamemt, in
statistical and graphical forms. Also, it has ti8AImenu that allows an employee to take a testron a
information security issue relevant to the IT auityolevel of the employee. Thus the employees lof t
optometrist could take tests on specific topics aed their results displayed and the managemend cee
reports on all test taken and graphs on each tdpie.company decided on the security issues the medevant
to them and wanted them in the prototype. Therefflests taken were security issues that were relevathe
company and employees.

As such the prototype was tailored specificallfite company and its security issues. The questiemsloped
for the test were questions that tested the knaydexf an employee, how they will react in a spedftuation
and how they perceive the security of the compéateye, it is identified that the three componentscdbed in
figure 1 come up and the prototype uses its refudta the test as a metric to determine the stafube ISA
program in the company. This means that the statissif the program is effective or not. The figa below are
screen shots of the prototype.

Clistmpuater [thics Dhip Teemd [ o s
Corporate ovornars o Das Tizmd DA% OO0 RS

Py al Securily Dy Tiiwt ey P g
Femcuriny Poficy Dy Tt TE, (0 AL

Figure 3: ISRA Prototype showing results for test taken ifmger and Smith, 2009, pg 1669.
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Figure 4: ISRA Prototype showing report requested for talstm - Kritzinger and Smith, 2009, pg 1669
2.2. Case Study Two

A model for assessing ISA programs was developedioger and Kearney, (2006) and the prototype was
implemented for AngloGold Ashanti which is an imational gold mining company. The prototype was
implemented after an ISA program specific to theusiéy issues of the company was rolled out. Tretqiype
was used to assess how effective the ISA prograirbban in meeting its objectives and what the otileyel

of knowledge, attitude and behaviour of employeas,wowards security issues of the company iniogldb the
ISA program they had gone through. A value tree w@sstructed that was used to determine the aspécts
security issues that would be measured and thaldvemyer knowledge, attitude and behaviour. A vdtee is a
simple representation that captures “the essenaguobblem extracted from a complex problem desoripand
can be constructed by using either a top-down tobwup approach” (Kruger and Kearney, 2006, pg)2%he
issues treated in the ISA program include adher¢émgmlicies, keeping passwords secret, email atefnet,
mobile equipment, reporting security incidents astions — consequences. The security issues tedessed
based on the knowledge, attitude and behavioumpla@yees were decided upon by managers for alleens

of the global company. Since the relevance of #seids chosen is different depending on each retien,
managers of each region decided on the weightsatnre they should assign to each issue.

The prototype was implemented in the Australianarg office of the company. A questionnaire camitay 35
guestions was developed by the researchers. Therem open-ended questions and multiple choicetiguss
and were used to assess an employee’s knowledijedatand behaviour towards information securityg ¢he
ISA program they had gone through. A sample ofghestions and what they measure is shown in Figure
below.

66



Information and Knowledge Management www.iiste.org
ISSN 2224-5758 (Paper) ISSN 2224-896X (Online) l:l#l,l
Vol.6, No.7, 2016 ||5 E

Example question o test knowleder
Interniel access on the company’s syslems 8 2 corporate recource and should be ueed Tor
business purposes only L. True 2 False I Do nol know

Example guestion to st atlitude
Muobile equipment is usually coverad with existing insurance cover and there is no special need
1o include them in security policies 1. True X False 3 Do not know

Example question Lo test behavior

I am aware that you should never give your password 1o somebody clse — however, my work is
of such o miure et | do give oy peessword froo e Do Gome 0@ colleaeue (ondy o Ooesee o §
Lrust!) 1. True X False

Figure5: Sample of questions - Kruger and Kearney, 200&98

The importance weights assigned to each secugtyeiselevant to the Australian region was deterchimgng
analytic hierarchy process (AHP). AHP is an apphotimat “makes use of pair wise comparisons to i@
subjective evaluation of factors based on managés@nofessional judgement and opinion” (Kruger and
Kearney, 2006, pg 292). After the approach, theghitsi assigned to the components were; knowledge, — 3
attitude — 20, and behaviour — 50 for the Australiagional office.The results of the questionnaires and
importance weights were then processed in a sgneatiapplication and the output was presentedeiricthm of
graphs and awareness graphs. The awareness laliel i@fgion and the program'’s effectiveness wasroghed

by a scale decided upon by the management. The ssedl is seen in Table 1 below:

Awar eness M easur ement (%) Colour Codes
Good 80-100 Green
Average 60-79 Yellow
Poor 59 and less Red

Table 1: Scale for awareness - Kruger and Kearney, 200293

3. Results and Discussions

In this section, we discuss the results and finglimiga prototype model. The issues assessed aindebalts will

be discussed and what the results of this prototypans for the regional office of the internatiogald mining
company. The limitations of this paper is also désed.

The prototype of the model developed by Kruger ldadrney, (2006) was chosen for the practical aspietttis
paper. This is replicated in a spreadsheet appitalhis prototype was chosen for the replicati@tause it
aligns or agrees with the model developed, namecctimponents of a perceived effective ISA prograhe
prototype attempts to assess the components; kdgejeattitude and behaviour of employees. The three
components combined, produce the perceived effamtiss of ISA programs. The issues treated in the IS
program are as follows; adherence to policies, ikgepasswords secret, email and internet, mobileépaoent,
report security incidents and action-consequence.

Table 2: Regional awareness map of Australia

TOTAL
COMPONENTS AWARENESS OF
ISSUES

SERIAL
NUMBER

Knowledge Attitude Behaviour
Weights of Components 30 20 50
I ssues Addressed

Adhere to policies

Keep passwords secret

E-mail & Internet

Mobile equipment

Report security incidents

OO W|IN(F

Actions — consequences

TOTAL AWARENESS OF
COMPONENTS
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The data for these six issues were collected byirdsi®ring questionnaires to the employees of thstralian
region. The questions were designed to assess pagpdobehaviour, attitude and knowledge; and wesiglare
assigned to these components. The weights assigresth component are as follows; knowledge — Siude
— 20 and behaviour — 50. The results of the quastimes are in Table 2.

The data obtained from the questionnaires of tiseanechers were used for the replication of theopype,
(Kruger and Kearney, 2006, pg 294). The data waislelil into the three components, knowledge, atitadd
behaviour. From the data, the total awarenesseoftitee components was obtained through the ppeofata
was obtained for each issue addressed in the I4ram. The employees were assessed through the
guestionnaires to determine what their knowleddgtude and behaviour was in relation to the sisués
addressed in the ISA program. The results for ésgile are seen in Table 2. Out of the data, tla¢ d@tareness
of the components and issues were determined thrthggprototype. Also the total awareness of tigéore 67,
is determined through the prototype. Based on¢h&sised, as seen in Figure 12, 67 means theatwtakness
of the region is Average.

3.1. Findings/ Results

From Table 2, it can be seen that the behaviouhefemployees towards the issues addressed inSthe |
program is a bit on the downside. For instance whih issue ‘Adhere to policies’, the results intécéheir
behaviour to be 18. Based on the scale used,ighissfmeans that the employees’ behaviour towdnelsssue is
poor. As such management will have to decide om hest to improve employees’ behaviour in adheting
policies made. Also, the total awareness of behanin relation to the six issues addressed isMbigh is also
poor based on the scale used. Thus, the behavidbe @mployees mainly has to be checked by managem
This is because if they have the knowledge, knowatwd do in a particular situation, know its im@orte but do
not take any action, then the ISA program cannopéreeived as effective. Also since the three carmapts
together produce the perceived effectiveness, ongonent cannot account for the effectivenessthdithree
components have to be combined to produce the igetteffectiveness.

Furthermore, the total awareness of each issuessiehl in the ISA program is also determined irptioéotype.
With this, management will know which issues wergséminated effectively to employees and whichassu
were not, so that the methods of implementationtlmchanged or improved. For instance, the totalremess
for the issue ‘Keep passwords secret’ is 83, whigood and is the highest number among the isslg®ssed.
This means that the awareness for knowledge (Tude (93) and behaviour (84) of employees atgabd
and combine to produce the high awareness. Thusndthod used to implement it was effective andai h
reflected in the three components assessed. Mamedearan therefore be assured that on this issoblgms
would not arise frequently or it would be very loRigure 6 below shows a graph of the six issuesthei
percentages obtained for each component.
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Figure 6: Graph of issues and components (a)

Figure 6 indicates the percentages of the threepoaents in relation to the six issues addressatenSA
program. The differences in the knowledge, attitadeé behaviour of the employees of the Australegian can
be seen in relation to the issues. For the issepoR security incidents’, knowledge is 87, attéud 91 and
behaviour is 59. This indicates that the behaviowards the issue is average and it has to be wagrm order
for it to be good.

Figure 7 also represents a line for the percentémesach of the three components to be clearee. graph

below shows how each component rises and fallglation to each issue. From this, it can be seanhttie
behaviour of employees is generally low whilst theiowledge and attitude is a bit high.
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Figure 7: Graph of issues and components (b)

Also, the figure of each component in the regiordétermined through the prototype. The total knogte
awareness of the region in relation to the issdesessed in the program is 77% which based ondhle sised

is good. This means that the employees had obtanedgh knowledge on the issues addressed on fe IS
program. The total attitude awareness of the remigelation to the issues addressed is 74% wihiciso good
based on the scale used. Also, the total beha@wareness of the region in relation to the issukesessed is
51% which is poor and as stated earlier should Hexleed and improved in order to achieve the peeceiv
effectiveness of the ISA program. Figure 8 is gfraf the total awareness of each component ainditates
the level of awareness of each component.
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Figure 8: Graph of total awareness of each component
3.2 Discussion

The results in Figure 8 above indicate that theabiglur of the employees of the region has to berdwgd in
relation to information security. Even though tb&at awareness of the region is 67, thus averagegbod that
the awareness of each component assessed is asaent With the awareness of each component,
management will know which specific area to tadklerder to improve it. The results in figure 1@licate that
the total awareness of the behaviour of employe@shnis 51 is below average or it is poor. This nmethat
even though they know how important the issuesesdtd in the ISA program are, they do not care ginou
about using the knowledge they have gained in ptioig the information system of the company. Ashsuc
management can use this information to investigdity the employees are not behaving as expectessires
concerning security. When that is figured out, thag then rectify the situation, then employee$idwéour will
improve and they will use the technical controld pnocedures provided to keep the company secured.

Also, the total awareness of knowledge of the egygds is 77 is good (see Figure 8). This meansthat
employees had gained enough knowledge in the isslgressed on the ISA program and also that thbaust
used to implement the ISA program on the whole vediective. Therefore management can use the mstiood

a while and then change it so the employees dgetatioo used to it. But taking a look at the refuitthe total
awareness for behaviour, it can be stated thatfiaittethat employees have the knowledge does remssarily
mean that they will use it. The methods used tolemgnt the program were effective and the message g
across clearly but that did not affect their bebawi As such how effective an ISA program is carmotased
on just one of the components. In reference tontioelel developed in chapter four, the components of
perceived effective ISA program, the three comptsmedmve to be combined to produce the perceived
effectiveness. Therefore, if only the knowledgahe employees was assessed, then management candeon
that the program was effective and this would hasen a wrong perception because it does not refigbeir
behaviour.

Furthermore, the result of the total attitude awass of the employees is 74, as Figure 8 illustrated it is also
good based on the scale used. This means thatthleyees see the importance of the issues addrasskd
program and are willing to act on the knowledgengdi But from the results of the total behaviotigdgems
they are not motivated enough to put their knowdedgd attitude in action. This indicates that tlagement
have no problem with the knowledge and attitudethef employees; just their behaviour and they have t
investigate what the problem is in order to resave

It imperative that the result for each componeneiation to the issues addressed be checked bggearent so
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they know which area to make changes or just imgrdhe colour codes in Table 2 will help the mamagyet
identify quickly which areas need attention andytban work on it. The areas coloured red, meanoay will
need immediate attention if management wants te laawveffective program and the preventing and atitg
of security threats and risks.

4. Conclusion and Recommendations

An important reiteration, based on our resultshésfact that perceiving the program to be effecbased on just
one component will not be a good idea. As notedhmm literature, most authors (Davis 2008, Kruged an
Kearney 2006, Lacey 2010, Styles and Tryfonas 2EDISA 2007) agree that the knowledge, attitude and
behaviour of employees combine to produce an @ffe¢BA program which in turn will help in preveng and
mitigating security threats and risks organisatidase. As such the three components are essemtial i
determining if a program is effective or not be@atl®ey all constitute integral aspects of humanasttaristics.
Therefore, for an organisation to meet its objedivor goals set for an ISA program, these threepooents
have to be impacted positively. Though it is diffido measure these components, organisationsesedrchers
attempt to do so with the methods discussed amddhalyse the results statistically. This is hoe pinototype
was operated in order to provide the results obthin

It is our respectful recommendation that more meadeé developed by both practitioners and resear¢hat

provide statistical data in order to have empirmabence of how effective ISA programs are. Tdal, in our

view, will assist in reducing the constraints likéb be posed by insufficient models that can gtetm assess
the effectiveness of an ISA program. Eventually éffectiveness of ISA programs can be proven arde

perceived anymore. Also, the prototype replicatethis paper is a spreadsheet application. Fumtkesuggest a
research into the development of a sophisticatéitvace that will make the work of management inegsing

easier. Additionally, other methods apart from dioesaires can be used to collect data. This vileg more
complete picture of the state of awareness in garosation. The questions used in any of the matichdsen
should be changed frequently so that employeestgive already known answers.
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