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Abstract

Crimes are social nuisance and cost our society dearly in several ways. In Nigeria, any research geared towards
helping to solve crimes faster will be beneficial to the society at large. It has been observed that the major
challenge facing all law-enforcement and intelligence-gathering organizations in Nigeria is how to accurately
and efficiently analyze the growing volume of crime data. As the volume of this crime data becomes enormously
large, new techniques have to be used to turn this data into valuable information and actionable knowledge so
that appropriate actions can be taken accordingly. Sometimes it is usual to find that the data needed to be
analyzed to produce report are scattered throughout different operational States and jurisdictions of Nigeria and
must first be carefully integrated. Moreover, observations show that the process required to extract the existing
data from each operational system demand so much of the system resources such that the IT professional must
wait until nonoperational hours before running targeted queries required for producing operational reports. These
delays are not only time-consuming and frustrating for both the IT professionals and the decision-makers they
are dangerous for the sector whose primary task is to control crime spread and explosion. It should be noted that
when such operational reports are finally produced, they may not be relied upon, because the data use in
producing them many a times are inconsistent, inaccurate, or obsolete. This paper therefore highlights the
increasing growing need for Data integration, Data warehouse and Data mining as ways to improve the
operations of principal actors within the prisons sector of Nigeria. The paper explains what these Data
management techniques mean and entail, and furthermore suggests ways to effectively leverage the techniques to
help detect existing crime patterns and speed up the process of solving crimes.
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Introduction

Data mining is an emerging field gaining acceptance in research and industry. It incorporates techniques from a
number of fields including statistics, machine learning, database management, artificial intelligence, pattern
recognition, and data visualization. A number of definitions for data mining are presented in literature (Julio and
Adem, 2009). The convergence of computing and communication has resulted in a society that highly relies on
information (Witten and Frank, 2000). Technological developments that aid to collect and store vast quantities of
data have enabled organizations to capture and accumulate huge amount of data in their databases, within which,
large amount of valuable information is buried (Fayyad, Piatesky-Shapiro and Smyth, 1996). Most organizations
gather data because it is needed for some operational purpose and ones it has served its purpose, it is left to
languish on disk or tape or is discarded. Such data can be mined to discover hidden patterns or trends which can
help improve the organization and even the society at large. Much crucial information is usually buried in such
operational data and only data mining techniques has the capabilities to bring such information to bear. John
Naisbitt (1986) in his book megatrends observed that we are drowning in information but are starved for
knowledge.

Database systems have had great success during the past two decades. More and more data are being collected
and saved in databases—a database with a pedabyte of data is no longer uncommon. Such a large volume of data
can be hard to store, but it is a valuable source of data for understanding trends and the way the enterprise
functions. This data can be very helpful for making projections that lead to successful strategic decisions, as well
as for improving everyday decision making. Finding useful information in these databases has become an
important focus of many enterprises; and more and more attention has turned to data mining as a key component
to such information discovery. Data-mining algorithms and visualization tools are being used to find important
patterns in data and to create useful forecasts. This technology is being applied in virtually all business sections
including banking, telecommunication, manufacturing, marketing, and e-commerce ( ZhaoHui Tang and Jamie
MacLennan, 2005).

Data mining make the most sense when there are large volumes of data. Most data mining algorithms require
large amount of data in order to build and train the model. The large amounts of data being produced are being
extracted from the operational data and are fed into a data warehouse to become part of the corporate memory.
Data warehouse brings together data from many different sources in common format with consistent definitions
for keys and fields. Operational system store data in format designed to optimize performance of operational task.

27



Information and Knowledge Management www.iiste.org
ISSN 2224-5758 (Paper) ISSN 2224-896X (Online) iy
Vol.4, No.5,2014 “s E

Thus, the format is generally not well suited for decision support activities like data mining. Data warehouse on
the other hand is designed exclusively for decision support which simplify job of the data miner (Berry and
Linoft, 2004) .

Data warehousing is a natural ally of data mining. Data mining seeks to find actionable patterns in data and
therefore has a firm requirement for clean and consistent data. Much of the effort behind data mining endeavors
is in the steps of identifying, acquiring, and cleansing the data. A well-designed corporate data warchouse is a
valuable ally. Data warehousing has become increasingly important for any kind of decision support or
information analysis (Berry and Linoff, 2004).

It has been observed that the major challenge facing all law-enforcement and intelligence-gathering
organizations especially in developing countries like Nigeria is how to accurately and efficiently analyze the
growing volume of crime data (Chen et al., 2004). As the volume of this crime data becomes enormously large,
new techniques have to be used to turn this data into usable information and knowledge so that appropriate
actions can be taken accordingly. Data mining holds the promise of making it easy, convenient, and practical to
explore very large databases for the Nigerian Prisons Service. Data mining is a powerful tool that uses complex
algorithms to look for patterns in very large sets of data. Criminal investigators who may lack extensive training
as data analysis can easily explore large databases quickly and efficiently through the implementation of data
mining techniques in the form of commercial and other applications (Chen et al., 2004; Fayyad and Uthurusamy,
2002).

According to Megaputer Intelligence (2002), the analysis of crime patterns and trends is very important for
Security agencies and analysts to learn from historical crime patterns and enhance crime resolution rate. It also
helps to prevent future incidents by putting in place preventive mechanisms based on the observed patterns.
Another possible advantage is that it can reduce the training time for officers assigned to a new location and
having prior knowledge of site specific patterns to assist them in investigations. In line with the crime patterns
extracted from previous records, the right scarce resources can be deployed to the right place at the right time.
Law enforcement agencies like that of Nigerian prisons today are faced with large volume of data that must be
integrated, processed and transformed into useful information and hence data mining can greatly improve crime
analysis and aid in reducing and preventing crime.

The rest of this paper proposes a framework for the integration of the Nigerian prison databases and explores the
applicability of data mining techniques in crime patterns extraction.

2. The Data Warehouse Concept

Database computing has shifted its focus from operational to decisional concerns. The differences in operational
and decisional information requirements presented new challenges that old computing practices could not meet.
This change in computing focus has become the impetus for the development of data warehousing technologies.
A Data Warehouse (DW) is defined as “a subject-oriented, integrated, time-variant, non-volatile collection of
data in support of management’s decision-making process” (Batini et al, 1992). Data warehouses store huge
amount of information from multiple data sources which is used for query and analysis. The data warchouse
holds transformed and integrated enterprise-wide operational data appropriate for strategic decision-making, as
shown in Figure 1. A data warehouse also contains data obtained from external sources, whenever this data is
relevant to decision-making. Decision support applications usually used to analyze and make data warehouse
information available in formats that are readily understandable to decision-makers.
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Figure 1: Data Warehouse as an integrated enterprise-wide operational data appropriate for strategic decision-
making

It is worth noting that since cohesive sector-level operational information requirements cannot be anticipated
with disparate data pools and repositories, operational system (which currently focus on recording different types
of crimes in different State prisons) are unable to provide decision-makers with the information they need. As a
result, executives and operational managers fall back on the time-consuming, and often frustrating, process of
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going through operational inquiries or reports already supported by operational systems in an attempt to find or
derive the information they really need. Oftentimes, IT professionals are pressurized to produce ad hoc reports
from the operational systems as quickly as possible. It is common for IT professionals to realize that the data
needed to produce the crucial reports are scattered throughout different operational systems and platforms; thus
existing pockets of data pools must first be carefully integrated.

Moreover, IT expert usually discover that the process required to extract the data from each operational system
demands so much of the system resources, in most cases they are forced to wait until nonoperational hours
before running targeted and diced queries required to produce decision making report. These delays are not only
time-consuming and frustrating both for the IT personnels and the decision-makers but portend gross
ineffectiveness and inaccuracy of decision. In this prevalent circumstance, there is a predominant tendency to
produce reports which in actual sense trigger request for more ad hoc reporting. A data warehouse maintains a
copy of information from the source operational systems; this provides the opportunity to:

. Maintain data history, even if the source transaction systems do not.
. Integrate data from multiple source systems, enabling a central view across the enterprise. This
benefit is always valuable, but particularly so when the organization has grown by merger.
. Improve data quality, by providing consistent codes and descriptions, flagging or even fixing bad data.
. Present the organization's information consistently.
. Provide a single common data model for all data of interest regardless of the data's source.
. Restructure the data so that it makes sense to the business users.
[ ]

Restructure the data so that it delivers excellent query performance, even for complex analytic queries,
without impacting the operational systems.

. Add value to operational business applications, notably customer relationship management (CRM)
systems

A data warehouse platform (which is shown in figure 2 below) consists of one or more hardware servers, an
operating system, a database management system (DBMS), and data storage. These communicate via a LAN or
WAN, although a multi-node data warehouse platform may have its own specialized network. Note that a data
warehouse platform manages a data warehouse, defined as a collection of metadata, data model, and data content,
designed for the purposes of reporting, analyzing information, and making decisions. But the data warehouse is
not part of the platform per se (Russom, 2009).

Meta Data Data Models Data Content

Data
Warehouse

Operating Database Data
System Mgt System Storage

Server
Hardware

MNetworking

Data
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Figure 2: A data warehouse platform manages a data warehouse, but the two are separate
Source: (Russom, 2009).

3. Related Works

There are many data mining techniques that can be applied to Nigerian prisons crime data. Some examples of the
specific applications of these techniques are given below as derived from current scholarly literature on the data
mining of crime data.

Lin and Brown (2006) presented an outlier-based data association method for linking criminal incidents. In this
technique, according to them, “an outlier score function is defined to measure the extremeness of an observation,
and a data association method is developed based upon the outlier score function.” They applied this method to
the robbery data in Richmond, Virginia, and compared the result with a similarity-based association method.
Their results show that the outlier-based data association method is promising.

Estivill-Castro and Lee (2001) incorporated two knowledge discovery techniques, clustering and association-rule
mining, into a fruitful exploratory tool for the discovery of spatial-temporal patterns. They presented two
methods for this exploratory analysis and the detail algorithms to effectively explore geo-referenced data. They
illustrated the algorithms with real crime data. They demonstrated their approach to a new type of analysis of the
spatial-temporal dimensions of records of criminal events.
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Brown (1998) describes a software framework for building and applying data mining algorithms to crime
analysis problems. This framework provides specific focus on spatial data mining. The author provides several
reasons to justify this focus: 1) spatial queries are more time consuming, 2) spatial analysis is harder to do than
analyses based on attribute matching, 3) spatial data mining has the potential to yield important immediate
benefits for crime analysis as crimes have

an inherently spatial component (Brantingham and Brantingham, 1984), and 4) spatial analysis is a key to law
enforcement resource allocation.

Chen et al. (2004) present a general framework that shows the relationship between data mining techniques
applied in criminal and intelligence analysis and the crime types. They identify and arrange eight crime types
(traffic violations, sex crime, theft, fraud, arson, gang/drug offences, violent crime, and cyber-crime) in
increasing order of public harm on the horizontal axis. On the vertical axis, they arrange the techniques in
increasing order of analysis capability. They identified four major categories of crime data mining techniques:
entity extraction, association, prediction, and pattern visualization. Each category represents a set of techniques
for use in certain types of crime analysis. They then identified the intersection of the techniques with the crime
types denoting where each technique could be effectively used for each crime type, completing the framework.

4. Data Mining Tasks Which May Be Applied To Manage Prison Data

4.1 Association Rules

Mining association rules searches for interesting relationships among items in a given data set. It allows finding
rules of the form If antecedent then (likely) consequent where antecedent and consequent are item sets (El-
Halees and M. Abu Tair, 2012). Item set is set of one or more items. In crime analysis association rule can be
used to detect things that go together with a particular crime

4.2 Classification

Classification is a data mining task that is used to predict values for some variable (El-Halees and M. Abu Tair,
2012). For example, given all the records of criminal activities in an area, one may want to predict whether the
area is prone to a particular criminal activity. Thus, classification technique can be used to predict the crime
occurrence.

It is important to know that classification rules are different from the rules generated from association rules.
Association rules are characteristic rules (it describes current situation), but classification rules are prediction
rules (it describes future situation) (El-Halees, 2008).

4.3 Clustering

Clustering is a data mining task that aims at finding homogeneous groups in data. The objective of clustering is
to find high-quality clusters such that the Inter-cluster distances are maximized and the Intra-cluster distances are
minimized (El-Halees and M. Abu Tair, 2012). The clustering method can be used to detect areas with high
criminal activities or criminal activities that are common to a particular region to enable necessary planning and
actions.
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Figure 3: Diagram showing the partition of crimes into clusters
4.4 Outlier Detection
Outlier detection discovers data points that are significantly different from the rest of the data (Mansur et al,
2005). In crime data mining, outlier analysis can be used to detect outliers in crime data. Thus, outlier detection
can be used to detect most threatening crime in an area to enable planning and correct allocation of security
personnel and resources.

5. Proposed Data Warehousing Framework For Integrating Nigerian Prison Data
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Data warehouse can span enterprise wide data needs or can be a collection of “conforming” data marts (Kimball
and Ross, 2002). Data marts (subsets of data warehouses) are conformed by following a standard set of attribute
declarations called a data warehouse bus. The data warehouse uses a metadata repository to integrate all of its
components. The metadata stores definitions of the source data, data models for target databases, and
transformation rules that convert source data into target data. The concepts of time variance and non volatility
are essential for a data warehouse (Inmon, 2002). Inmon emphasized the importance of cross-functional slices of
data drawn from multiple sources to support a diversity of needs (Inmon, 2002); the foundation of his subject-
oriented design was an enterprise data model.

Kimball introduced the notion of dimensional modeling marts (Kimball and Ross, 2002), which addresses the
gap between relational databases and multidimensional databases needed for OLAP tasks. These different
definitions and concepts gave rise to an array of data warehousing methodologies and technologies. Data
warehousing methodologies share a common set of tasks which includes business requirements analysis, data
design, architecture design, implementation, and deployment which represents the top-down design approach of
data warehousing (Kimbal et al, 1998). The top-down approach suits the vision of Bill Inmon, who considers
that the data warehouse must respond to the requirements of all the users in the organization, and not of only a
certain group (Inmon, 2002). Figure 4 below shows a flowchart for the proposed integration process of the
Nigerian Prisons database.
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Figure 4: Flowchart for the proposed Top Down Design approach
5.1 Business Requirement
For business requirements analysis, techniques such as interviews, brainstorming, and JAD sessions are used to
elicit requirements. Business requirements analysis is used to elicit the business questions from the intended
users of the data warehouse. Business questions are decision support or analytic questions that managers
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typically pose on project (Arun and Atish, 2005). After all the business questions are elicited, they are prioritized
by asking the users to rate the questions, or by estimating the risk associated with the solutions needed for the
questions. Next, a very high-level conceptual model (also known as the subject-area data model) of the solution
for each of the business questions is created. The conceptual model serves as the blueprint for the data
requirements of an organization.

5.2 Data Design

The data design task includes data modeling and normalization. The two most popular data modeling techniques
for data warehousing are Entity-Relational and Dimensional modeling. The Entity-Relational modeling follows
the standard OLTP database design process, starting with a conceptual entity-relationship (ER) design,
translating the ER schema into a relational schema, and then normalizing the relational schema.

A dimensional model is composed of a fact table and several dimension tables (Kimbal and Ross, 2002). A fact
table is a specialized relation with a multi-attribute key and contains attributes whose values are generally
numeric and additive. A dimension table has a single attribute primary key (usually surrogate) that corresponds
exactly to one of the attributes of the multi-attribute key of the fact table. The characteristic star-like structure of
the physical representation of a dimensional model is called a star join schema, or simply a star schema. A
dimensional model can be extended to a snowflake schema, by removing the low cardinality attributes in the
dimensions and placing them in separate tables, which are linked back into the dimension table with artificial
keys (Kimbal et al, 1998). Dimensional modeling is a data modeling techniques that have gained popularity and
acceptance for data warehouse design (Arun and Atish, 2005).

Figure 4 presents a star schema for the proposed data warehouse design. It is made up of an inmate fact table and
several dimension tables, the schema analyzes inmates by offenses, dates, place, time, age, courts, prison and
skill aquision.

Date Age
Date_ID Age 1D
Day Young
Inmate Month Youth
Year Old
Offenses
Inmate_NO
Inmate Name Offense ID
Sex Fact Offense_Category
Category il Offense Name
Age Inmate NO Offense_ Descriptn
Time Offense ID
]l; latce . Place_ID
ate_In Skill ID .
Age ID Skill
Court_NO Skill ID
Prison_ID < Skill Name
Time_ID No of inmates
Date_ID duration
Town
State
Prison
Time
Prison_ID
Prison_Cat Place Court Time ID
No of Secs
inmates %‘m Court NO Mins
Lawyer ID Hours
Town Time
Date
Judgement

Figure 4: A Star Schema for the Proposed Data Warehouse Design for Nigerian Prison Services
5.3 Architecture
Architecture is a blueprint that allows communication, planning, maintenance, learning, and reuse. It includes
different areas such as data design, technical design, hardware and software infrastructure design. The
architecture design philosophy has its origins in the schema design strategy of OLTP databases. Several
strategies for schema design exist, such as top-down, bottom-up, inside-out, and mixed (Batini et al, 1992). The
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data warehouse architecture design philosophies can be broadly classified into enterprise wide data warechouse
design and data mart design (Hackey, 1997). The data mart design, espoused by Kimball et al (1998) follows the
mixed (top-down as well as bottom-up) strategy of data design. The goal is to create individual data marts in a
bottom- up fashion, but in conformance with a skeleton schema known as the “data warehouse bus.” The data
warehouse for the entire organization is the union of those conformed data marts.

5.4 Implementation

Data warehouse implementation activities include data sourcing, data staging (ETL), and development of
decision support oriented end-user applications. These activities depend on two things—data quality
management and metadata management (Inmon,2000). As data is gathered from multiple, heterogeneous OLTP
sources, data quality management is a very important issue. A data warchouse generates much more metadata
than a traditional DBMS. Data warechouse metadata includes definitions of conformed dimensions and
conformed facts, data cleansing specifications, DBMS load scripts, data transform runtime logs, and other types
of metadata (Kimbal et al, 1998). Because of the size of metadata, every data warchouse should be equipped
with some type of metadata management tool.

5.5 Deployment

The deployment task focuses on solution integration, data warehouse tuning, and data warehouse maintenance.
Although solution integration and data warehouse tuning are essential, maintenance is cited as one of the leading
causes of data warehouse failures. Warehouses fail because they do not meet the needs of the business, or are too
difficult or expensive to change with the evolving needs of the business. Due to increased end-user
enhancements, repeated schema changes, and other factors, a data warehouse usually goes through several
versions.

6. Conclusion

It has been observed that in spite of the existence of databases with relatively large volume of data in Nigerian
Prisons Service, the databases are scattered in various locations in the states. The commission has not yet
integrated the databases in order to exploit the information embedded in the databases. The current system of the
commission is still a manual system except the fact that the aforementioned databases are being used as
repository. The crime prevention measures are being taken based on crime incidents although it would have been
based on crime trends. This indicates that, currently, the crime prevention approach is based on the crime reports
incoming to the commission, which is a reactive approach although it would have been proactive. The factors
that may have contributed to this underutilization of the database systems of the commission may include: lack
of knowledge on what could be done using these databases or deficiency of appropriate tools that could make
use of these databases and the other problem may be due to lack of skilled manpower.

In areas where large volumes of data are found, like that of the Nigerian Prisons Services, information support
technology tools have become mandatory to manage and process information for decision-making. Data mining
is one such tool that has evolved to play a role as an instrument to discovery of patterns buried in large databases.
Data mining is the "exploration and analysis, by automatic or semiautomatic means, of large quantities of data in
order to discover meaningful patterns and relationships
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