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Abstract

The most important challenge in the 21st centusy been posed by the terrorist acts in differentspair
the world. Terrorists respect no frontiers or baannek. Terrorism is a crime against humanity. Tesro is,

in fact, premeditated, politically motivated viotsn committed against innocent civilians and
non-combatants by individuals, groups or state #gehhe emergence of global terrorism has marked
tectonic shifts in this relativistic approach. Asrae, global terrorists commit individual acts ah
intentionally provocative nature, which may inclutheeats of murder or the assassination of state an
political figures; the seizure of hostages or ptitdly hazardous facilities; bombings; or the releaf
poisons, radioactive substances, or biologicall{ivacagents. Terrorist acts at potentially hazasdou
facilities—enterprises working with chemicals, ralitive materials, or explosives; hydro technical
structures; unique tall buildings; subways, surfatk and air transport facilities—present a grdatger to
personnel and the public and cause substantiabetiordamage.
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1. Introduction

Globalisation has contributed to the growth ofddem from a regional phenomenon into a global one.
Global terrorism has been explained in culturabneenic and religious terms linked to globalisation.
Terrorism is characterised, first and foremostth®/use of violence. The idea of “terrorism” israe and
delusion, a way of diverting the public’s attentivom the failings of western governments, the Aczer

and British ones especially. “Terrorism” is a setiatechnique employed by government, spokespersons
to change the subject, a slick way of transforntiregvictims of injustice into its perpetrators. Jiactic of
violence takes many forms and often indiscriminatalgets non-combatants (Baylis, Smith and Patrici
2008). Till the 1990s, the number of groups ararthbility to engage in terrorism was limited. Acif
terrorism itself and their intensity and lethalitgre also limited in scale.

Terrorism is now in full-bloom around AfghanistandaPakistan, a strategic centre of the Islamic @Worl
Trained by CIA and ISI, there are now over 100,[#@@&dis all over the Islamic world in Kashmir, Atia,
Chechnya, Xin-jiung (China), Central Asia and elsere. They are sustained by heroin exports and
smuggling (Gupta 2004). The number of groups tleabnt to terrorism now has increased, and their
abilities have also been enhanced. Acts of temohave become more widespread and their lethadisy h
also increased in terms of the number of civiliad aecurity personnel causalities and the highldesk
physical destruction that they can cause. Suicitéeks are non-discriminatory with targets, inchglihe
old, the young, the wealthy, and the poor. Thetzcles impact all sectors of the civilian populatiemd
have been carried out in various types of crowdeblip venues, including transit stations, buses,
restaurants, shopping malls, nightclubs, and outdoarkets. This method of attack is adaptable, can
maximize casualties, is inexpensive, and is fachirg by instilling fear in the general public. Theare
several factors that contribute to the effectivenet this mode of attack: Today when we think about
“terrorism” we are more likely to associate it withe activities of private groups and organisatjonisat
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students of international relations frequently diéscas “non-state” actors: Al Qaeda, Jemaah Isalmi
(Indonesia), Sendero Luminoso (Peru), People’s Révoary Armed forces (Colombia), Al-Agsa Martyrs
Brigades (Palestinian nationalists) PFLP, DFLP, PFC (Palestinian leftists), Hezbollah(Lebanon),
Mujahedeen-e-Khlg (Iranian rebel),Chechnya-baseadofiets (Russia) etc.(Jackson and Sorensen 2008).
Terrorism is, “an anxiety-inspiring method of refeeh violent action, employed by (semi) clandestine
individual, group, or state actors, whereby thedtitargets of the violence are not the main targete
immediate human victims of violence are generdligsen randomly (targets of opportunity) or seletsiv
(representative or symbolic targets) from a tammgulation, and serve as message generators (Laqueu
2003). The emerging trend in the pattern of tesrarsince the end of the Cold War has arisen doertain
political, socio-economic, geo-political, and stgit factors.

One terrorist target could be of a nuclear natilisgrorists might acquire a nuclear weapon or nuclea
material to produce an improvised nuclear explosigeice (IND) or obtain other radioactive matetial
produce a radioactive dispersal device (RDD). Bduin a city, the consequences of an IND explosion
would be devastating in terms of direct human leglsile if an RDD is used in a city, the prevailing
damage might not be in human due to relocationhef population, long-term decontamination, and
possible long-term health effects. Similar concesglates to the risk of a sabotage of nuclear oeroth
facilities or transport with radioactive material.

Terrorist groups commit specially dramatic or Iéthttacks to polarize the situation and compromise
settlement between two (or more) contending siégeddr to achieve. Buses during rush hour, restéran
during peak dining or social hours, markets atrthesiest— all these targets are selected and timed to
affect the masses. During the peak period of astackrtain changes in the behavior of segmentbeof t
population were initially noted. People avoidediminout despite an enforced law that restaurants of
certain size must have security guards postedeat ¢imtrance; parents drove children to schookaubtof
sending them on public city buses; people altehedt schedules to avoid being in crowds. Howeveceo
the suicide attack became “routine” and the deglintbe number of attacks began, the populatioreapgul

to return to their regular patterns. People havgbited a strong resilience to terror attacks agens to
function better by returning to their normal roanas quickly as possible after an attack. As amele,
within just 3 to 4 hours after a blast on a citysbthe bus is removed from the scene and peoplseare
lining up at the location waiting for the next bégrocities may be used to prevent moderate foficea
reaching an agreement. Or, an agreement if appedrs in the immediate offing, terrorists may ast a
“spoilers” by sabotaging peace negotiations anihftame a troubled situation. The recent historyttod
Israeli-Palestinian conflict following the 1993 ©shgreement offers particularly good examples, with
Hamas and Islamic Jihad playing the spoiler rbles.

2. Purposes and Role of Global Terrorism in Present days

Terrorism did not begin in 2001 or in the 1990stfmat matter. There is a long history behind thedkof
violence that the mass media show us seemingly dmily basis. The expression ‘Global Terrorism’ eam
into currency in our language with September 10120 he attack on the twin towers and the Pentagon
USA was the first quaking spectacle of its kind eh&d on the TV networks. Global terrorism as
represented by Al-Qaeda will grow into a large-edhlreat to Western societies. While there areeatgr
number of terrorist groups scattered around thddyespecially in weak states. Those who think that
terrorist threat is not so serious emphasize hog AftQaeda network is specifically connected to
marginalized Muslim groups of Mujahedin (fighteos fAllah’s cause)who joined together to fight again
the Soviet occupation of Afghanistan and were dblaise that country as a safe haven(Jackson and
Sorensen 2008). The London bomb attacks (2005) dstraded that Muslims with a relatively ‘normal’
background as citizens of the UK had been recriitedhe actions is very large indeed; it is notrehg
confined to ex-Afghani Mujahidin’s; it also compes self-selected members of local Muslim socidties
the UK and other Western countries. Some Commaestatggue that the US-led war in Irag leads to
‘blowback terrorism’ meaning that the war tendsnterease, rather than decrease, the recruitmeatpai

to international terrorism (Mann 2003). There ie ttanger of global terrorists gaining access toesilg
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weapons of mass destruction (WMD), that is, chemigalogical and nuclear weapons. It is clear that
terrorist groups have incentives to use WMD; theyuld be able to create massive destruction and fear
and that would possible elevate the groups to a p@wer position vis-a —vis their adversaries (Schmi
2005). A recent study by Graham Allison argues ¢haticlear attack by terrorist on America is makely

than not in the decade ahead (Allison 2004). ligyohakers take immediate countermeasures, such an
attack is ‘preventable’. If they do not, say Allisdhe attack is ‘inevitable’.

Global Terrorism is a complex, multifaceted phenoarethat is social in nature and, in some instartas

a political aim. Terrorists attempt to exert pakti pressure on government leaders, attract warkdip
attention to certain problems, demand the libenatibarrested supporters of extremist groups aacetid

of persecution of terrorist organizations and thegders by law enforcement agencies, advance sgono
demands, and so forth. As a rule, global terrogsteimit individual acts of an intentionally provoiva
nature, which may include threats of murder orabgassination of state and political figures; #ieuse of
hostages or potentially hazardous facilities; barmgbj or the release of poisons, radioactive substaror
biologically active agents. This will lead to demthimong members of the public who happen to bleeat t
site of the attack and will harm the economy anel phestige of the state. Terrorist acts at potiytia
hazardous facilities—enterprises working with cheats, radioactive materials, or explosives; hydro
technical structures; unique tall buildings; subsyagurface rail, and air transport facilities; gpldces
where large numbers of people congregate, sucloresed halls, stadiums, apartment buildings, and so
forth (hereafter referred to as facilities)—presangreat danger to personnel and the public andecau
substantial economic damage (Schweitzer 2009).ofistracts at enterprises could be carried out by
striking (destroying) a tank or pipeline holdingastrophically hazardous chemicals, a nuclear oeact a
storage vessel containing highly flammable liquid. explosion at a chemical-hazard facility couldisa
destruction over an area of up to 30 square kilogsetvith the number of injured victims possiblgcking
60,000 and up to 5,000 fatalities. In places wHarge numbers of people gather, terrorists coukl us
explosives, dangerous chemicals (including poisaasjoactive substances, and biologically actiyenss.
The suddenness of a terrorist act, the rapid spoédke impact factors, the deaths of many peadie,
ensuing panic, and people’s sense of being unpeatezreate a powerful psychological blow to society
According to U.S. data, more than 10,000 terraits have been committed worldwide in the pastethre
decades. More than 50 countries have experieneedaisequences of terrorist acts, including Iradial,
Indonesia, Colombia, Pakistan, Afghanistan, Rudsiagel, Great Britain, and Egypt. The number déac
carried out by suicide attackers (Shahids) hasasad fivefold in the past 3 years. In 2006 alonere
than 15,000 terrorist acts were carried out wortthyikilling or injuring more than 90,000 people.isTh
leads to the creation of a broader infrastructaretérrorist organizations and brings the ethndonat
factor to bear, which in turn creates a significdegree of uncertainty about potential sourceshef t
terrorist threat and forms and means of operatipelrorists. Primarily this refers to the aim @ri@in
branches of Islam to create individuals who arecpslogically prepared to commit violent acts “ireth
name of Allah” to achieve political goals, such @agerthrowing unfavourable secular regimes and
establishing a government according to Islamic riioes.

A decade after the 9/11 attacks, United Statesiafi are saying that victory over Al Qaeda is imenit.
Defence Secretary Leon Panetta declared in Julil 20at the US is “within reach” of “strategically
defeating” the jihadi group. But there are reastmbe skeptical of this idea. The weight of evidenc
suggests the danger may in fact grow in the cordegade. May 1, 2011 will be remembered as a day in
world history when Osama bin Laden was silencedgfood. His atrocities most notably in 9/11 attacks,
killing 3000 innocent people, have made the Amescaubilant. The relations between the United State
and Pakistan have suffered after the killing oQalida chief Osama bin Laden, as was evident when th
Barack Obama administration unveiled its new aartierism strategy and suspended its military aid of
$800 million to Islamabad. Clinton said the US heade it clear to Pakistan that confronting terraria

all forms is in Islamabad's interest. The Kkillingbin Laden has made Washington reduce its amntbtism
front and prompted a change in US-Pakistan tieshiligton's new anti-terrorism strategy is exphcitl
aimed at ensuring security within the US and stiteerging special operations, rather than traditional
military means, against terrorists. This strategfiange means Pakistan's role as an anti-terroflignisa
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becoming less important to the US. In more ways thiae, bin Laden's killing has been a turning point
the US' anti-terrorism strategy and has create@naiaties for the US-Pakistan anti-terrorism alti@ as
well as bilateral ties. This will promote peace the region and eventually help the US achieve its
anti-terrorism goal. Or else, it could yield thepopite resulf.

Terrorists are creating a system of control witlified leading entities that plan their actions. rogist
groups that are similar in their ideological, pold, nationalistic, religious, and separatist poss are
holding councils and meetings, bringing together ldaders of the largest groups. These regionsewher
armed conflicts are prevalent include “Palestiseaél,” Iragq, and Afghanistan. Latin America isdyally
becoming a promising source from which the Islafigihters may augment their ranks. In addition te th
Middle East and Western Europe, we should expeceased activity by jihadists in Bosnia, Kosovali#n
Bangladesh, Indonesia, Australia, the Philippities,Fergana Valley, and the Xinjiang Uighur Autorous
Region of the People’s Republic of China. Contigumaterial and financial support for terrorism tpda
comes from control of the drug trade, racketeerprgstitution, arms trade, contraband, gamblingl sm
forth. Terrorists are striving to gain access t@apens of mass destruction and their componentan\igt
organize efforts to counter nuclear terrorism, cyberrorism, eco terrorism, agro terrorism, and
radiological terrorism.

Terrorism is increasingly active in the so-calledtability belt, which extends from the Philippinasd
Indonesia through the Indian subcontinent, Cemdsih, the Caucasus, and the Middle East up to the
Serbian border of Kosovo. The flow of drugs fromgAénistan has become global in nature. It may be
stated that the efforts of the international comityuand the Afghan authorities to counter the piditun

and illegal trade of narcotics are still not havithg necessary effect. Success in the strugglenstgai
terrorism is unimaginable without a clear and urseély accepted international strategy. Governmentd
social structures, official networks, and the madiast join forces. The foundation for such an endaa
was laid by Resolution 1373 and other decisiongheyUnited Nations Security Council, but additional
efforts are currently needed. Washington took #ael lafter 9/11 to eradicate terrorism from the fafcéne
earth. No matter how good be the ambition and tidanf an honest evaluation of the pros and cdns o
such a campaign is not done it can bring more bad good.

3. Terrorist Tendencies and Strategies

Trends in terrorism can be defined as changescidents, attitudes, and other factors over timends can

be important indicators of levels and type of tastoactivity, can help governments formulate respee
counterterrorism strategies, and can assist botitypmakers and policy implementers in allocating
resources effectively. For example, a trend byotést groups to focus on mega terrorist events trigbult

in an overall decrease in casualties from smaltts af terrorism over an extended period of tinfe. |
measures to counter or defend against such megentseprove effective, the net result is a decréase
casualties. A relevant issue is the degree to waternment bureaucratic institutions can work stiigo
together and stay ahead of the methods utilizedh8ividual terrorists and terrorist networks. Aneth
pertinent factor is the growth or decline of pheweom perceived by terrorists as directly related to
advancing their cause or detracting from it, sugltthe number of governments that embrace appeasemen
policies and the amount of media coverage theingsaeceive. Governments need to collect meaningful
trend data, even if the data are unfavourable tdwhem. As the global economic, political, and
technological landscape evolves, and as terragestk to surprise and attack the enemy through fhade
organizational structures and new innovative apghes, the nature of the data being collected n&eds
change. A major challenge facing the global tesraricommunity is the need to facilitate acquisitaon
incorporation of new data indicative of trends whihaintaining the continuity of earlier findingsemds in
terrorism are often shaped by trends in globalotemm. One trend frequently cited in the mediahis t
decentralization of al Qaeda, which is arguablyrgsult of aggressive U.S. targeting of the orgation,

its leadership, and its command-and-control cajiisi Hardening U.S. government physical
infrastructure overseas or at home might encoutag®rists to shift the focus of attacks to softer
non-government targets. Similarly, government impeatation of better systems to evaluate the
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authenticity and content of travel documents afliworts of entry might prompt terrorists to svhitrom

the legal entry tactics employed by the Septemler2D01, hijackers to illegal border crossings at
unsecured locations. Familiarity with future U.8unterterrorism strategy and tactics and the giedeof
other nations is therefore essential for predicting understanding future terrorist resporises.

Al Qaeda enjoyed one such sanctuary on Septemb@001, in Taliban-controlled Afghanistan. Today Al
Qaeda affiliates enjoy four: in Somalia, Yemen, iBak, and northern Mali. Nobody has a cognizable
strategy to dislodge militants from these aredscathat in itself suggests it's far too earlyetovision Al
Qaeda's death. But beyond the threat of a large-sttack, Al Qaeda's overarching strategy is wagki
fairly well. The group is devoted to undermining @nemies' economy; certainly the collapse of tB&sU
financial sector in September 2008 made it seemtaihdn turn, that produced a strategic adaptabign
jihadis, toward what they call the “strategy ofheusand cuts. “This strategy emphasizes smallere mo
frequent attacks, many of which are designed teeduip security costs. Al Qaeda placed three bombs o
passenger planes in the past twenty-two months: rUfaaouk Abdulmutallab's underpants bomb in
December, 2009 and two bombs hidden in ink carsdthat were placed on FedEx and United Parcel
Service planes in October 2010.

Understanding trends in terrorist activity can sisgiolicy makers in several areas, including (lidve
protecting the nation against terrorist attack$,b@ter targeting terrorists and terrorist acyivi8) better
prioritizing anti-terror resources, and (4) showargi-terror progress when it has been achieved.often
asymmetric, nonlinear nature of terrorist operajdnequently characterized by abrupt changeseases
the deadliness of the threat and may necessitate coonprehensive measurements of trends to refiect
additional danger more accurately. A common pittdllgovernments seeking to identify or enumerate
trends is over reliance on quantitative indicatatsthe expense of their qualitative significanceeO
qualitatively creative incident may immediately peoto be a trend by sparking copycat follow-onderr
incidents with a resultant change in terroristsitglgy, tactics, and targets.

Each year, United State produces an annual repaeroorism that is considered by many to be onthef
best analyses of global terrorist activity.

Three trends are identified by this report as fetio

Micro actors are a new phenomenon. This developmegurred by perceived U.S. and allied succeasses
isolating and kiling much of Al- Qaeda’s centrai leadership, thereby reducing its centralized
command-and-control capability. The result is arQaeda that is assuming more of an ideological and
propaganda role rather than an operational roléh whe operational component of the movement
increasingly being assumed by small autonomous eelll individuals, often home-grown. Such operative
are likely to be technologically savvy, and becatisey are new to the terrorism landscape, their
decentralized actions can be extremely difficultd&tect or counter. A logical outcome from such a
development is likely to be a growing number of miactor’s in future terrorist attacks, particwatthose
involving conventional bombs and bullets. These liactors are relatively unseasoned and unskitied i
terrorism tradecraft.

Sophistication is the second trend. Increasingtyrotists are exploiting the global interchange of
information, finance, and ideas to their beneftiey are also improving their technological sopbéation
across many areas of operational planning, commatiaits, targeting, and propaganda. The effective
worldwide orchestration of a campaign against maion by a Danish newspaper of cartoons degrading
the Prophet Mohammed is an example of such sopdiigtn.

Overlap with international crime is a third trereflected in the report. Such a trend, to the extbat
terrorists do indeed use the same networks usedinjnal groups, creates a major vulnerability. There
terrorists engage in non-terror forms of crimineli\aty, the more likely they are to show up on tag
enforcement radar screen. Also cited in the rejsoain increase in suicide bombifgas well as a strong
connection between Iraq and the broader war oortem. Terror incidents in Iraq, according to teeaort,
accounted for almost one-third of all terror incitkein 2005 and more than one-half of all terrdatesl
deaths worldwide. Moreover, there is concern amoagy that Iraq will become an exporter of seasoned
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terrorists, weapons, and tactics, especially tleeofismprovised explosive devices (IEDs), with fspiver”

not only into the neighbouring Gulf region but alsto Europe and other regions. Such a trend,
according to the report, could mean that the imatediuture will bring “a larger number of smallétaaks,
less meticulously planned, and local rather thansmational in scope”.

Generally, the use of terrorism as a tactic is beng more frequent, more geographically widespread,
more deadly. Statistical data provided by the NwticCounterterrorism Centre (NCTUdicate steady
annual increases in the number of terrorist indislém a growing number of locations. At the sanneeti
NCTC data indicate that a smaller number of indisl@me resulting in a higher number of persongdibr
injured. Terrorism is becoming more indiscriminateits choice of victims. Casualties include nostju
combatants, Westerners, and non-Muslims. Targeésingss directed to specific individuals. Muslinte a
increasingly becoming victims of jihadist terrorisiithis tendency will increase as Muslim versus luasl
conflict spills over into Europe. Terrorism is betag more focused on economic targets and causing
economic damage. The energy infrastructure willréasingly become a target, and the financial
infrastructure may well follow. If our economic $81 cannot deliver concrete benefits to the world’s
masses, the pool of angry and dissatisfied masdegrow, and terrorists will continue to hijackish
dissatisfaction and channel and manipulate itHeirtcauses. Jihadist terrorism is increasinglybgng an
equal opportunity movement. Groups are activelyuigiog non-Muslims, women, and youth. Terrorism is
becoming more multidimensional. Groups like Hamad Elezbollah have long had political, social, and
religious, as well as military, components. Sucbugs fill important social service vacuums, obtagni
popular support. Increasingly, we see a blurringvben terrorism and organized crime. This means the
emergence of more hybrid organizations. Terronistigs will increasingly rely on each other for Istigal
support. This phenomenon has become more widesprdadia. Explosive devices will likely be used as
dispersion mechanisms for chemical agents to beaspbeyond Israel to Iraq, Europe, and elsewhere.
Currently, groups such as Hezbollah and Hamas aiddoison, a powerful anticoagulant, to conventiona
explosives for the purpose of increasing casualtieswill likely not be long before other groups
“piggyback” on this innovative tactic with othegnhaps more lethal, forms of chemical agents.

Included here are more multiple attacks, attackdirsh responders, and more attacks on urban center
Increasingly, urban centers are viewed by terragistups as a system. Terrorists seek to disrupt the
functioning of the system to the maximum extentsfide. Terrorism will prove to be increasing costby
societies, in both the economic costs of addedriggand the trade-offs of civil liberties for enfwed
security. It is estimated that the increased globatroeconomic costs of added security in the vedikbe
September 11, 2001, attacks exceed $1 trillion.ddeer, many suggest that the greatest threat posed
societies by terrorism is the threat to the comthexistence of democracies with their wide ranfie o
freedoms as we now know them. On the other handse®f terrorism as a tactic grows and evolves, so
does our recognition and understanding of the ttaed its basic tendencies. Our experience in gdnta
terrorism without overreacting is growing as well.

Based on an analysis of likely threats that coelaldl to emergency situations, individualized segurit
systems must be developed for industrial entergrigeique tall buildings, facilities where largenthers

of people gather, and subway stations. Such syssdmald take into account natural, techno genic,
biological, social, and terrorist factors that @bohuse emergency situations. Such security systerusle
both organizational and technical measures. Org#inizal measures provide plans for the actions of
personnel, residents, and facility visitors bothr@gular day-to-day activities and during emergesci
threats of terrorist acts, and such acts themselesy are laid out in the appropriate regulat@shnical
documents. Plans for rescuing and evacuating peoplesliminating the source of the emergency should
be developed in a timely fashion through trainirgreises and courses.

Technical measures are developed with the ainbarting the normal functioning of a facility undes
regular daily operating regime, during threats, ahding actual emergencies. These measures are
implemented using engineering and technical medasign and structural elements; barriers; blocking
devices and mechanisms; security, fire alarm, arniwg systems; systems for monitoring and
management of facility security and critical opinas; loudspeakers and other means of notificatiaeo
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observation systems; means and systems for fadlityess control and management; environmental
monitoring equipment; and so forth. All facilitiesust be prepared for an emergency. To achieve this,
measures are taken to improve the facility's lexfeprotection. The list of measures could be augeten
and revised depending on the facility’s functioniti€ally important points are identified in the sign
stage. When the facility is in operation, accesthése points is limited and they are constantlyitooed.
Such points include structural elements that, #tas/ed, would lead to destruction of the entimlity, as

well as technological systems and equipment thatffected by an accident, could lead to an emeargen
situation. Physical protection boundaries are degghand equipped with monitoring rooms, alarmesys,
controlled access points, and inspection pointvétricles and individuals. The necessary badgesagss
cards are distributed to staff. An accounting isdenaf residents and visitors. Regulatory technical
documents on actions to be taken in an emergendysgstems for communications with supervisory
agencies and fire and rescue personnel are dedelepel forwarded to those responsible for
implementation.

4, Characteristics of Global Terrorism Scenarios and | mpact Factors

The primary impact factors of such global terrpests initiate secondary catastrophic process#s avi
significantly higher (tens and hundreds of times)el of secondary impact factors that affect thigetts of
the attack, their personnel, the public, and thérenment. The scope and intensity of the impactdis of
terrorist actions against a given system defineléliel of the terrorist threat to that system. Bleenario
for a global terrorist attack entails a means @frtmg the initiating effect on the system thabased on the
use of appropriate technical devices, technologies, materials and is characterized by the tetsoris
deliberate selection of the place and time of tttack. The following characteristics must be taketo
account in analysing global terrorism scenariosiammict factors.

4.1 High level of dynamism

Terrorist attack scenarios and impact factors aseendynamic in nature than scenarios and impatbrfs.c
for natural and technogefidisasters to which the system is subject. Of coues®ergency management
and evacuation capabilities are relevant to bothchAange in the spectrum and intensity of possible
terrorism-related extreme effects on the systersigsificantly more powerful than a natural or techn
genic threat. This is due to the terrorists’ cafyafar constantly expanding their arsenal of mecéas for
initiating emergency situations using modern meafnattack, reacting to changes in protection system
and drawing lessons from mistakes made during pusvattacks on the system or others like it.

In modelling terrorist scenarios and impact fagteve encounter a higher level of uncertainty (Szitwer
2009). In addition to the undefined factors inheiierthreats of a natural or techno genic natweptist
threats entail new factors of uncertainty resulfign the complexity of evaluating terrorists’ valaystem
and behavioural logic as well as their organizatigachnical potential and the resources at thispabal.
Terrorists are capable of analysing the vulnergbihatrix and damage structure for various types of
actions against a system and selecting the atteekasio that maximizes the harm to society (taking
secondary and cascade damages into account).

4.2 Complex nature of the terrorist threat

The presence of a terrorist organization in a megiy give rise to the possibility of a broad speut of
attack scenarios, including the time, place, aratatter of the attack. Thus, to global terrorise#ts and
terrorist mechanisms for initiating emergency ditwes to an even greater degree than for naturdl an
techno genic risks, a complex systems approachaded for ensuring security and developing an @btim
strategy for global terrorism force and resourcplagnent.(Schweitzer 2009) Inasmuch as concengratin
resources on protecting one system element (oegiing a target from one type of terrorist actioayld
prove useless because, after evaluating the sityatie terrorists could either redirect the attagkinst
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another element of the target or could switch wifferent type of attack. In this case, global dgism
efforts will not lead to reducing risk and incressihe target’s level of protection. In addresdiaglitional
tasks of ensuring security against natural andricgdisasters, the prevailing types of impact festmould
be highlighted for the system being studied, sushthmeats from seismic activity, flooding, chemical
contamination, and so forth. In protecting the eysfrom these impact factors, it is possible toeahthe
desired result. However, in protecting a given esysfrom manifestations of terrorism, the spectrdm o
potential threats is significantly wider. Here rtgists are capable of analysing the level of e of the
system for various types of impact factors, idemi impact factors against which the target isstea
protected, and concentrating their efforts on éagput an attack that will bring these very fastty bear.

4.3 Global nature of terrorist threats

The challenges posed by Al-Qaeda and other grougsged in what some leaders regard as the firsbfvar
the 21st century. (Schweitzer 2009)We considerotists quest for and use of chemical, biological,
radiological and at least potentially, nuclear waepand the dangers of their use to inflict massialties

on the civilian population of the Western demoaaciThe phenomenon of suicide bombing as carried ou
by such groups as Hezbollah, Hamas, the Liberafigars of Tamil Elam, and groups active in Kashmir
and Chechnya. As a rule, the geographic distributid sources of natural and techno genic threats is
limited to regions where hazardous facilities areated or zones subject to natural hazards (riseyws

for floods, seismic fault zones for earthquakesnasnis, and so forth). On the contrary, terrotiseats,
especially those coming from international tertongtworks, are characterized by significantly more
widespread distribution of the locations where agifde attack might occur. In contrast to naturad a
techno genic disasters, which may often be vievgedhains of Poisson events, after a major terrarst
the condition of the system defined as “terrorigjamization—protected object—protection system” is
substantially changed. On the one hand, the tetrornganization achieves its goals to one or amothe
degree and expends a significant part of its ressrwhile, on the other hand, law enforcement eéigen
intensify the protection regime. Therefore, aftemajor terrorist act the situation fundamentallyaches
and the likelihood of a subsequent attack is sicguittly altered as well (generally, it is reducetherefore,
the sequence of terrorist attacks could be destristh the help of a Markov chain model. For thepgmse

of this model, the activities of antiterrorist fescaimed at countering the terrorist threat areerstdod as
under control. The Markov process model makes ssitbe to describe the dynamics of cycles of testor
activity. Because terrorists are capable of anadysie results of previous attacks and drawing lcsians
from them, their experience in “successful” andsuecessful” attacks can have a noticeable effe¢chen
selection of a scenario for the next attack.

5. Factorsfor Terrorist Actions

Based on an analysis of the growing number andredipg spectrum of terrorist actions, | may conclude
that scientific-technical progress presents testsnivith new opportunities for carrying out varidyges of
terrorist acts. Successes in the development adramhd technologies and means of communication, high
rates of urbanization, and the concentration oémpiidlly hazardous production facilities createdianable
conditions for the appearance of new types of dltdraorism with especially dangerous consequefmes
the public and government institutions. On the othand, scientific-technical progress also makes it
possible to protect the public and objects in toba sphere from terrorist actions.

5.1Electromagnetic Terrorism Scenarios

Modern critically important facilities (ground- andspace-based communications systems,
telecommunications systems, computer networks, ppiaats, transport control systems, nuclear inmgust
facilities, and so forth) are vulnerable to the @mopof powerful electromagnetic irradiation and gteating
high-volt- age electrical pulses in electricity plypand grounding networks. This circumstance legsith
recent years to the appearance of a real dangesdbaarios for terrorist attacks based on theiegpn of
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electromagnetic effects may in fact be reali?dthe foundations for the rise of the threat of globa
terrorism were laid, on the one hand, by the shadoction in signal levels in electronic systemd,am
the other hand, the sharp growth in achievementsréating pulse flow generators and, on their hasis
electromagnetic wave emitters. The widespread diiction of electronic systems in all spheres ofetat
activity and the accessibility of devices usedriate disruptions have given rise to the very tier@at that
global terrorism scenarios may be implemented.

5.2 Cyber terrorism Scenarios

The development of computer networks and infornmasigstems based on packet commutation technology
has created a new communications and informatieir@ment that is vulnerable to global terroristsac
Attacks by computer terrorists could be aimed &cH elements of the information infrastructutseif,
possibly by means of computer networks, or at otilaggets present in one way or another in this
environment. The network infrastructure as suchHdcbe of enormous value to terrorists, in as muelt a
provides a cheap and effective means of intera@mhcommunication and serves as a source fromhwhic
information may be obtained. Thus, in addition ke multitude of positive aspects, the developmént o
cyberspace significantly expands terrorists’ arsesfatools and capabilities. (Schweitzer 2009) The
possibilities offered by global network technolagiallow terrorists to work in practically any cognt
against targets located in any other country. Indemo industrially developed society, information
technologies may be viewed by terrorists as botiarget of attack and a means of attack. Not only
telecommunications and information networks bubadl other components of any vitally important
(critical) infrastructure whose successful functimndepends on computer control, data processing, a
digital communications could become targets forecydittacks.

5.3 Biological Terrorism Scenarios

The impact factors of biological terrorism can @usassive disease outbreaks and panic among people,
animals, and plant§These impact factors include micro-organisms amdesof their products (toxins), as
well as certain types of insects, both plant pesis disease vectors. In means of application, faist
acts differ from other types of terrorist actshattthey can be both overt, announced, demongratits as
well as covert acts masked as natural outbrealkeswinld is currently witnessing the rapid developinef

the biological sciences, biotechnology, medicined @harmacology. Increasing numbers of people are
employed in these fields and have the necessamnylidge and qualifications to develop and manufactur
bio-weapons. Manufacturing biological weapons istreely simple and inexpensive. Bio-weapons are
effective in very small doses. Biological weaporskmit possible to carry out both individual teisbacts

and massive strikes against people, animals, ardlAt present, there are practically no techgiekmfor
protecting against bio- weapons or detecting aedtifling a pathogenic microorganism or toxin befdr
begins to take effect. Therefore, a case of bioterm can be discovered only after the outbreaknseand

is identified, which can take a fairly long timeteaf large numbers of people, animals, or plantsehav
already been infected. Thus, the relative easeanfyzing biological weapons, the practical invuaislity

of the perpetrators, and the possibility of damagesa huge scale make biological attack scenarios
attractive to terrorists.

5.4 Chemical Terrorism Scenarios

Dangerous chemicals are found everywhere in modmiaostrial society and, consequently, may be
accessible to terrorists Terrorists may realize their intentions of acqugrchemical weapons in two ways:
(1) by buying (stealing) them from existing natibiséockpiles or (2) by producing them at their own
underground enterprises. In as much as synthesititary chemical substances requires overcoming
complex technical barriers and entails great riskis more likely that terrorists will acquire hilyhtoxic
Indus trial chemicals. Military chemical substan@ge poisonous, artificially created gases, liquinls
powders that upon entering the body through thgduwr skin cause disability or death among peopte a
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animals. Most chemical substances fall into ondiva broad categories: (1) skin-blistering agengy,
paralyzing nerve agents, (3) asphyxiating gasesbl@keding agents, and (5) disabling agents. Ufestab
substances are dispersed in the air for severaktand mainly present a threat if they are inhalddle
persistent substances remain dangerous for a nifathidy are scattered on the soil, vegetation, ecs
and, as a rule, represent a hazard if they makecowith skin. Chemical substances with skin-blistg
effects, such as yperite (mustard gas) or lewisite,liquids that cause chemical burns. Nerve-paireg
substances like sarin and VX are the most powetfigimical poisons known. They disrupt the human
nervous system and Kkill their victims within a feminutes. Given the extreme danger associated with
handling or storing nerve-paralyzing agents, téstemight attempt to develop a binary weapon taild

be safer to produce, store, and transport. A bisgsgem presumes the separate storage of twovediati
nontoxic ingredients and their mixture immediatblgfore use to create a lethal substance. Sarin, for
example, could be produced in a binary system tiirothe chemical reaction of isopropanol with
methylphosphoryldi fluoride (DF). However, syntteisg DF is complicated and difficult. Furthermore,
terrorists would have to either mix the componengnually before use, which is an extremely dangerou
operation, or try to develop a remote-controlledicke to handle the mixing and dispersal, whichumt
would require a high degree of technical skill. fgfere, in addition to countering attack scenartiesg
military poisonous substances, it is recommendatl gfgnificant attention be devoted to attack sdesa
involving sabotage at facilities producing, usiagtransporting hazardous chemicals.

5.5 Radiation Terrorism

Scenarios for terrorist acts using radiation saimay be divided into three groups: (1) detonatiba
nuclear explosive device, (2) sabotage at nuckailitfes, and (3) radiological terrorism. (Weing&009)

1. This group relate to a more dangerous type of tismofrom the standpoint of the scope of the
consequences. Such scenarios entail the thefhatlear explosive device from a storage arsenal
or the creation of a homemade nuclear bomb usigghhienriched uranium or plutonium.
Realization of these scenarios is complicated k& ¢hicumstances that the key components
necessary for manufacturing nuclear weapons systéhat is, fissile materials (plutonium or
highly enriched uranium)—are difficult to obtaimdathe capabilities and equipment needed to
produce them also have their specific charactesistfrhe most difficult part of manufacturing
such a nuclear device is acquiring the necessaaptiqy (on the order of several kilograms) of
highly enriched uranium or plutonium. Thereforegyanting nuclear weapons and weapons
materials from falling into the hands of terrorigt® top priority.

2. Scenarios in this nuclear terrorism category ersgtiting off an explosion at a facility such as a
nuclear power plant, research reactor, spent gplocessing plant, radioactive waste repository,
or similar site. Numerous nuclear facilities preaseery attractive targets for terrorists. The
potential destruction and damage that could beethhy a terrorist act at a nuclear reactor depend
on the design characteristics of the given reaatwt the protective measures in place, which in
turn vary widely at the different types of faciis.

3. This type of terrorism involves detonating a cortiaral explosive device containing radioactive
isotopes with the aim of subsequently dispersimgrttover a significant area. This category also
includes attack scenarios in which radioactive tarnr®s are dissolved in water sources.

Because the goal of any terrorist act is to creadgimum resonance in society with minimal costs and
minimal risk, the use of explosives for terrorisirposes has become widespread. Potential targets of
terrorist attacks could include critically importafacilities of undoubted interest from the standpwmf
inflicting damage and creating significant socidgtapact. (Hoffman 1998) From the standpoint of the
likelihood of technological terrorist attacks, suabts at enterprises using large volumes of flankenab
substances in their technological processes (gdisrss, compressed gas facilities, oil refinerdgmical
plants, and so forth) represent a serious potestdiadjer.
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6. Terrorist Threats and Attack Strategies

The decisions made by the terrorists are basedthemini max principle, which consists of a strivittg
inflict maximum damage on society while expending minimum resources and with minimal risk that the
organization will be detected and eliminated (tisata striving to ensure maximum effectivenesstiar
attack). Here, terrorists are capable of reactinthé actions of antiterrorist forces, drawing tessfrom
the experience of previous attacks, and using tieecorrect their actions. Additional difficultiebat must
be faced in evaluating the likelihood that varieeisorist attack scenarios will be carried out associated
with the value system of terrorists (that is, thesefulness function) differing notably from theditional
value system. Their system of motivating principdd®en is not fully comprehensible even to spesiali
Furthermore, the following characteristics are ¢gpiof the issues faced in evaluating terrorisachtt
threats (impact factors) and strategies:

High level of uncertainty due to lack of knowledggterrorists’ intentions, intellectual potentiand
organizational-technical resources, the goals #reypursuing, and the value system by which they ar
guided. Fragmentary and (often) secret nature t& dfavarious types obtained from various soursash
as statistical information, expert assessments, @gtational information obtained from intelligence
services. The model must facilitate assessmentsdlaadion making for situations involving a veryhi
level of uncertainty. The model must be multidimenal; that is, it must consider a situation frohe t
standpoint of both terrorists and antiterroristcés. It must provide for a description of the dyiam
interaction of these two sides, each of which iglgd by its own strategy and is capable of readiinigs
opponent’s actions. That is, it must include the-tmay linkages between the vulnerability of thetegsto
the given attack scenario and the likelihood thist attack scenario will be selected by terroristhe part
of the model that characterizes terrorists’ situai analysis and decision making must assessrists’o
goals, value system, resources, and intellectudl @mganizational-technical potential; identify kasi
scenarios for terrorist attacks against a givegetarand must assess the probability that varieusrist
attack scenarios will be carried out based on thsefulness function, by which (in the opinion of
antiterrorist analysts) terrorists must be guided.

Conclusion

Terrorism is a menace to the society that has tidmed every fabric of it throughout history. “Onem’s
terrorist is another man’s freedom fighter,” (Kuht&005) is not only a cliché but also one of thesm
difficult obstacle in coping with terrorism. Thidopal threat has all but not a global solution ams
countries are trying to present it. With regardstéoorism the globe can share many things inclydin
intelligence, trafficking of money and informatiatc. but to deal with it can mostly be local. As a
“language of communication” calls for attentiondertain grievances and is thus not a goal in itsetfa
means. “Think Globally and Act Locally” ( Kulwan0@5) would be an honest approach to deal with the
menace of terrorism. There is no one accepted itefinand there is no one solution to the problem.
Sweeping generalization and stereotyping bringmane resentment. An environment within the stat an
among the states needs to be created that do eed berrorism. As terrorism is a global phenomeron,
major challenge facing policymakers is how to maxaninternational cooperation and support without
unduly compromising important U.S. national seguiitterests and potions. Other significant policy
challenges include: 1) how to minimize the econoamd civil liberties costs of an entranced / tigiet
security environment and 2) how to combat incitetrte terrorism, especially in instances where such
activity is state sponsored or countenanced.(Ed®860Y) The International community should not tater
states or entities that support or protect tertariEhe states should put terrorists on trial draadite them

to countries which would put them on trial. All &s should prevent and suppress the financiakodriem,

as well as criminalize the wilful provision or aattion of funds for such acts. The funds, finaneisdets
and economic resources of those who commit omattéo commit terrorist acts or participate in or
facilitate the commission of terrorist act and efgpns and entities acting on behalf of terrossizuld be
frozen without delay(Gupta 2004).
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