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Abstract
This study aims to identify the effect of computeimes on the application of information systenbamk sector in
Jordan. The study relied on both data resourcesptimary and the secondary data were collected fiqprevious
studies related to the subject matter, where aptih@ary data attained through distributing the sjisgnaire on the
study sample.
The researchers conducted a statistical analysiapproximately 300 questionnaires , which wesgritiuted on a
sample of Jordan commercial banks, then the resgafsthe study sample were emptied into the coemptite data
analysis was conducted by using statistical araksitem(SPSS), the result showed:
« There is a relation that has a moral effect betwherdangers of viruses and efficiency of the imfation
systems.
« There is a relation that has a moral effect betvibe dangers of penetration/violation and theciefficy of
information systems.
« There is a relation that has a moral effect betwesing and smuggling of information and the eéfiwy of
information systems.
In light of the previous results, the researchaggsest a group of recommendations:
The researchers recommend the increase of resedatéd to computer crimes, since it is clear fitbia study that
there is a big gap in studies related to this apgtoTo publish statistics linked to the internétes and its misuse
by concerned parties to identify the size of thebpem. To form specialized committees of experidrfagures to set
special laws regarding the computer and the intecrienes in a detailed fashion of laws and regafeiin an
efficient way in Jordanian judicial authorities
Keywords: Computer Crimes, Viruses, Penetration/Violatiodp#fnistrative Information System.

1. Introduction

The computer crimes are considered a new crimihahpmenon which started its way through the petsona
and the public life in all domains.
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In this regard, we will demonstrate a set of stiggsdiscussed by several research and studiessamted in
the information revolution as a human, economicsoadal phenomenon... which is unable to developaith
the legal regulations that organize it use. Therimftion systems become essential for all publit @rivate
business organizations as well as institution, guvent, departments, the importance of constargldpment

in the human thought on the one hand and the dewedot and advancement of technology on the other.

Hence, the study based on the identification of maer crimes effect on the application of inforroati
systems, it is hoped to provide a useful feedbackltwhom it may concern in this topic.

2. Background

Criminal investigation is considered as a majoiday study for academics and practitioners. Braw2001
defined criminal investigation as "the processegfllly gathering evidence of a crime that has loeés being
committed”. It looks for identifying the truths thare linked to how and why a crime took place, amuiks
toward building a case that lead to the succegsdecution for the offenders.

The most important outcome of this investigationstrie done by both detectives and patrol officersally
and should contribute equally to solve the casad,itawas UN helpful to put emphasis on one overdther
(Eck, 1983). According to the research individualdoth positions should be less dependent on riméition
supplied by the victims and more proactive in explp leads provided by others related to the inuide
(Eck,1983). Eck pointed out that the most importachniques to increase the effectiveness of irgagshn
are the practice of neighborhood canvassing andusiee of informants. It obviously appeared that most
information came from the victims of the crime la¢ tbeginning of the police response, much of theads
were worthless. If other sources were consultedshrmiore helpful information would be discoveredk Btso
asserted the relative uselessness of re-intervigthie victim as one of the most practical recomragéinds to
stem. Eck's study concerned to put these casesategories included three groups, one of thengscdsat
could be solved, another one, those that have belrd, the other one, those that may be solvesligfr
some effort (Brown, 2001). This is called "the g@asystem". It was devised to help law enforcerpensonal

in making decisions that are not influenced by @ea$ opinions as to which cases were worthy of ueso
expenditure. Through this form of case screenimgedtigations could go on in a targeted and infarmanner
after determining the presence of certain solvigbilactors that would likely lead to a case cleamn
Wolfgang, Figlio, & Sellin, in 1972 stated that thieage system procedure also allowed law enfoetgnn
tailor their efforts toward the small group of hallai offenders or ‘career criminal' who commit thajority of
serious crimes. Eck felt that these recommendedgdsawould go a long way in refining the process an
improving it usefulness and success rate. Royah@an Mounted Police in 2000 defined computer crane
"any illegal act fostered or facilitated by a corteu whether the computer is an object of a criame,
instrument used to commit a crime, or a repositdrgvidence related to a crime”.

Some of the most important types include E-comméwangd, child pornography trafficking, software auiy,
and network security breaches. According to Leibtpwii999; United Nations, 1994; Wittes, 1994 inigegive
difficulties are introduced when attempting to deaith computer crimes because of its generally
technologically-advanced nature, the fact that oaour almost directly, and because of being extheme
difficult to observe, detector track.

Lyman in 2002 pointed out that these problems amnepounded by the relative anonymity afforded bgrinét
as well as the transcendence of geographical agsligath limitations in cyberspace both of which rend
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difficult the detection of criminals who are able thke advantage of a virtually limitless pool aftims.
Money laundering with the use of computers concehas process of concealing the source of illegally-
obtained money and often involves the creationri¢akion, or alteration of documents to creategititmate
paper trail and history. Furthermore, Rosoff etiml2002 pointed out that witness in computer criane
relatively rare since these offenses tend to obehind close doors.
According to Lyman in 2002, the only witnesses insincases are those who commit the crimes either
individuals or in groups, in addition to other tagfues to gather information must be utilized.
Lyman and Rossf stated on interviewing as a toall thay provide indirect utility for the investigatsuch as
insight into the motives and possibly the spedifichniques employed, particularly if the offendeaswan
‘insider.” Motive for a crime such as embezzleméhie siphoning off of funds from an employer by an
employee — often through the use of computer syst@oleman and Ramos in 1998 asserted that mdtivas
crime might stem from organizational variables sastpressure from supervisors or managers to dérates
productivity or effectiveness, or from a ‘cultureammpetition’ that permeates the enterprise.
Krause in 2002 pointed out that motive for a crimight stem individual-level variables such as aspeality
characterized by laziness, vengeful inclinationtgnalency to mock authority, or an inability to deéh stress
in a pro-social manner.
Eck stated that the collection and use of physaatlence has been documented as vital and white thi
procedure in investigating computer crime is vémetintensive, it often yields key clues that caad to an
apprehension.
According to Lyman in 2002 and Webster in 1980rttemner in which evidence is procured in computener
cases remains a sizable challenge for law enfonsenSpecific information related to the computesteyn
requiring search and possible seizure must beldétai the warrant in order to be approved, and atsthat
the prosecutor can counter any evidentiary chaflerfyought by the defense staff. Consistent inyaiste
standards and protocols for computer crimes hatgaidecome firmly ensconced in most police departs,
and this can lead to evidence being deemed inaibig@iss evidence that otherwise might have led to a
conviction.
New Jersey Attorney General Commission of Invesiigain 2000 stated that as result of the relatgeness
of search warrant applications for computer crinsesye state designating individual judges to dethl these
specialized request must not be confused by teahdigtails associated with the investigation, Huiusd
understand the nuances of what is involved sotti@tcourt can make an informed decision. The goab i
clearly articulate probable cause that a crimeldgs committed, and that the items described inwtreant
are related to that crime.
Cyber crime is little different to any other kind crime; the defining difference between cyber @iand
traditional crime is that cyber crime is committeih the use of a computer (Whether it be a DeskGpr an
ATM machine). Almost all the kinds of traditionalbccepted crimes could be performed with the aid of
computer (Gordon, 2000). Crimes such as fraud angefy are relatively easy to perform and occury ver
frequently however; crimes such as murder can bé¢sattributed to cyber crime. For example: If aspar
broke into and damaged or affected the networkdbatrols the lights and junctions of Railway traekd two
trains happened to collide killing twenty peopleatt could be construed as murder. Another (whiadies
have shown to be a fairly common) crime is Hackidgcking can be likened to espionage since thelpeop
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hacking into systems are often just going in toehavook around (spying) without intending to dg damage

to the system or its integrity (this is not alwalye case, some cases of hacking , usually calkszkicrg also
occurs). According to Long & Long, (1999) crackingn be quite malicious and causes sever damage to
systems and data integrity) this crime can be peréd or executed from within or external to theamigation
(Gordon, 2000). Further more Vatis (2001) indicates cyber attacker are attracted to “High Valaeg€ts”;

he goes on to define high value targets as netidrastructures whose disruption would have a sylimpo
financial, political, or tactical consequences. eBtahian group attacks on Israeli banking and forn
institutions’ web sites are a warning for potenéitthcks on the U.S economy (Vatis, 2001).

3. Sudy Objectives

« To identify the phenomenon which in fact not newi bp to date with enormous development of
information technology (IT).

« To observe the specific of computer crimes andngxdétheir effect on information systems.

« To demonstrate the types and nature of computeresti

« To demonstrate the effect of computer crimes oarinftion systems through examining the relation
them.

« To report some of the crimes those occurred prelyoand have a direct effect on systems.

4, Study problem
The study problem is included in the wide spreadashputer crimes and the electronic risks, the lpralcan
summarize by the following questions:

« Do computer crimes affect the application of infation system in banks?

e Do banks in Jordan vulnerable for computer crimehss penetration, threats and viruses?

« Do these dangers affect the competency and eftigiehinformation system in the banks?

5. Sudy importance

The importance of this research is emerges frordétaonstration for the impact of computer crimeghmn
administrative system. We selected this topic tenidy a new phenomenon which received insufficient
attention in research, the few studies that deadtty with the wide spread risks in the recemdiwhich lead

to the sprawl of crimes.

6. Procedural Identifications

e Computer Crimes: "illegal conduct that leads t@lgmunishment, resulted from deliberate willingness
of computer facts". It is a generic identificatibor some extent for all figures of the mechanic
computer crimes whether the crimes occurred byrteehanical computer or upon it.

« Information System: "a comprehensive and coordiha@mbination of information sub-system that
integrated together to form a wise image to trandéta into information through several approaches
to increase the productivity.

e Viruses: "it is an equivalent to an applied progrdesigned by the devastators to accomplish certain
goals in computer system.

7. Sudy Hypothesis

« There is a moral effect relation between the visussk and efficiency of information systems.

« There is a moral effect relation between the rifkpenetration and the efficiency of information
systems.
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* There is a moral effect relation between the logbfalsification of information and the efficienoy
information systems.
8. Sudy Results
8.1 First domain:
The descriptive statistics was used to find outrttethematical means, the deviations of study questivere
summarized in the following table.

Table (1)
The mathematical means and standard deviatiorreadfems of the first domain
Statement Mathematical| The means ofthe | Standard
Means instrument measure Deviation
1- Viruses threat information on computer 3.523 3 927

and lead to difficulty in the flow and uge
of information.
2-Viruses considered as the initial and 3.655 3 1.407
first danger of computer apparatus.

3- Viruses considered among the basic  3.600 3 .844
problems and challenges of the digital

age.

4- Viruses lead to the loss of confidence 3.610 3 .621

in technique especially in the internet
because it is the fertile medium for the
spread of these viruses.

5- The danger of viruses is real threat for 3.510 3 0.821
technique industry and development.

6- The internet is an effective and quick 3.920 3 0.752
medium for viruses sprawl.

Total Sum 3.636 3 0.895

Table (1) shows that the general mean of the st#hjezsponses on the first domain (the virusesjhezh
(3.636) with the "agree degree", and that the meéiise standard deviation was (0.895).

From table (7) we notice that the attitudes ofgtuely sample were positive towards all questidmey imeans
were greater than the means of the measuremenirimesit

Which was (3), the highest item felt by the studynple in this domain was item (6) which suggeste (t
internet is an effective and quick medium for vasisprawl), the mathematical mean of this item (82220),
then the item (2) which suggests :(viruses areidensd the basic and first danger on the compuated) its
mathematical means was (3.655).

8.2 The Second Domain: Penetration/violation.

The descriptive statistics was used to find ountlaghematical means and deviation of the studytmueshey
were summarized as follows:
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Table (2)

Mathematical means and standard deviations foitéhe of the second domain (the penetration/viohgtio
Statement Mathematica] The means of| Standard
Means the instrument| Deviation
measure
7- The strategically, cultural, economic4.500 3 .508

importance of information considers the
patterns of violation on information |a
serious danger since the 'these threat|the
culture and economic structure of the

state.

8-Some computer crimes violate th&.600 3 770
private life or what is called the human
privacy.
9-The information is the direct targe#.300 3 542
since the penetrate or hacker seekg to
change or steel or eliminate certain
information.

10- The economic impacts of compute4.180 3 .532
crimes as a result of penetration lead ffor
losses of million dollars annually.
Total Sum 4.145 3 0.588

Table (2) show that the general means of the subgsponses on the second domain "penetrationtidgola
reached (4.145) with "agree response" , and tieatians of standard deviation reached (0.588).

Moreover, we notice in table (8) that the attitudéshe study sample were positive towards all aes, the
mathematical means were greater than the meareah#asure instrument (3), the highest item felthey
study sample in this domain was item (7) which easji#es (the strategically, cultural, and economic
importance of information considered the violatafrinformation as serious risk as it threats thkural and
economic structure of the state, the mathematiedmof this item was (4.500), then the item (9)cahhi
suggest (information is the immediate target, sitfte hacker seeks to change, steel or delete mertai
information), the mean of this item was (4.300) .

8.3 The Third Domain; Information loss or smuggling

The statistical description was used to count ttethematical means and standard deviation of thdystu
guestions; they were summarized in the followirgea
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Table (3)
The mathematical means and standard deviatioméoitems of the third domain (information loss or
smuggling).
Mathematica] The means of| Standard
Statement | Means the instrument| Deviation
measure

11- Information smuggling causes damage aBdl22 3 .922
disserve for the welfare of the national security
and native sovereignty within the framework |of
what is known as information was.
12- Computer crimes are considered to |l%695 3 1.400
international or political cross-borders crimes
through smuggling information.
13-Espionage, defalcation and embezzlemeh630 3 .811
which may be committed by computer.
14- There are many computer crimes centered3r21 3 .655
establishing programs  for  informatign
smuggling.
Total Sum 3.517 3 0.947

Table (3) show the general of responses of theyssamhple subject on the theard domain “the loss and
smuggling information" which reached (3.517) witiet"agree response"”, and that the mean of standard
deviation was (0.947)

From table (3) we notice that the altitudes of shedy sample were positive toward all question, rifeans
were greater than the mean of the instrument meg8)rand the highest item felt by the study sanipithis
domain is item (12) which says: " computer crimesansider international or political cross-bosdgrough
smuggling information), in which means reached 43)6 followed by item (13) which suggests (espiaag
and embezzlement may be committed by computercg dlre mathematical mean was (3.630).

8.4 The Fourth Domain: Information System

The descriptive statistics were used to find oatrtteans and standard deviation for the study quessthich

are summarized in the following table:

Table (4)
Mathematical means and standard deviations ofdtetf domain (information system
Mathematica] The means of| Standard
Statement | Means the instrument| Deviation
measure
15-Softwares used in information system are |tHe322 3 .922
best and the most recent available ones.
16-The used software's allow to retrieve data598 3 1.45
and information when needed.
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17-1t is possible to modify the exited program3.640 3 .866
easily or to develop them or correct.
18-The used programs provide information th&t321 3 .632
assist in sitting future plans.
19-Information system has a high ability t@.214 3 0.454

response for changeable conditions and hew
developments.
Total Sum 3.619 3 0.8648

Table (4) shows that the general mean of respookdéise study sample subjects on the fourth domain "
Administration Information System A.l.S) reached6{®) with "agree response”, and that the meamef t
standard deviation was (0.8648).

From table (4) we notice that the attitudes ofgshaly sample were positively correlated with aksgion, the
means were greater than the mean of the instrumeasure mean which was (3). The highest item jethé
study sample in this domain was item (15) whichgesg (the software used in recent the administati
system are the best and the most recent of théahig), since the mathematical mean reached (4.322)
followed by item (17) which say (the available prams can be modified easily, developed or corrécteed
mean of this item was (3.640).

8.5 The Mathematical Mean and Sandard Deviation for each Domain
The mean of each domain was counted to deal with damain as one separated unit, the followingtlaee
means and standard deviations of the four studyailts of the study subject (in table(11)).

Table(5)
Mathematical means and standard deviations ofttitlyy $our domains of the study topic
Mathematical Standard

Study Domain Means Deviation
First domain: Virus 3.636 0.895
Second domain: Penetration 4.145 0.588
Third domain: Loss and information3.157 0.947
smuggling
Fourth domain: Administrative Information3.619 0.864
Systems
Total 3.639 0.823

To acknowledge the relation between domains andttidy subject Pearson's coefficient was used.
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Table (6)

The values of Pearson's coefficients among theysubdject and their evidence level.
Mathematical Standard
Study Domain Means Deviation
First domain: Virus 0.521 0.000
Second domain: Penetration/violation 0.411 0.001
Third domain: Loss and information0.121 0.002
smuggling
Fourth domain: Administrative Information0.422 0.001
Systems

*(significant statistical evidence at level.05)

Table (6) shows appositive significant statisticafrelation at the evidence level (0<.05) of the study
domains.

9. Sudy Hypothesis Test

It includes examining each of the study hypotheses.

9.1 First Hypothesis:

HO: there is no significant relation of moral effeettleen the viruses' risks and the efficiency obiinfation
system.

Ha: there is a significant relation of moral effeetween the viruses' risks and the efficiency obiinfation
systems.

To identify the extent of the affirmation and ac@ge of this hypothesis, the two researchers

Table (7)
The result of Multiple Regression Analysis
The counted F| The tabulated Evidence level R R The result of the
F SIG null Hypothesis
3.24 0.78 0.000 0.357 0.12$ Refusal

tabulated value, and in accordance with the detigite :the hypothesis (Ho) is accepted if the tedvalue
is less than the tabulated value, also the rukhefdecision says; the alternative hypothesiséspted if the
evidence level (SIG) is greater than (0.05), amdriilistic Hypothesis is refused if the evidenlewel is less
than ( 0.05), and through the above table, itéscthat the evidence level (SIG) equals (0.01)sanck this
evidence level is less than (0.05), then the demisile suggests that there is a relation withrengt moral
effect between the risks of penetration and theieffcy of information systems.
9.2 Second hypothesis
HO: there is no significant relation of moral effedtlveen the risk of penetration and the efficienty o
information systems
Ha: there is a significant relation of moral effeattiveen the risk of penetration and the efficienéy o
information systems
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Table (8)

The result of Multiple Regression Analysis
The counted F| The tabulated Evidence level R R The result of the
F SIG null Hypothesis
3.247 0.78 0.032 0.387 0.058 Refusal

9.3 Third Hypothesis

HO: there is no relation of a strong moral effecidmstn the information loss and smuggling of inforimragand
the systems.

Ha: there is relation of a strong moral effect betw#®e loss and smuggling of information and théesys.
In order to acknowledge the extent of probabaityl acceptance of this hypothesis, the two reseedarried
out the multiple regression analysis, and tabled@honstrates this.

Table (9)
The results of the multiple regression analysis
The counted F| The tabulated Evidence level R R The result off
F SIG the null
Hypothesis
3.20 0.452 0.02 0.21 0.044 Refusal

The data reported in table (9) show that the valughe counted F = 3.20) which is higher thantatsulated
value, and in accordance with the decision rule:hypothesis (Ho) is accepted if the calculatedesdd less
than the tabulated value, also the decision rulphasizes the acceptance of the alterative hypatliethie
evidence level (SIG) is greater than (0.05), thiétmgpothesis is refused if the evidence levdiesow (0.05),
and through the previous table, it is clear thatekidence level (SIG) equals (0.02), and since ekidence
level is lesser than (0.05), then the decision sulggests that there is a strong moral effectiosldtetween the
information loss and smuggling and the efficien€ynéformation system.

10. Recommendations:

Through the previous results, the researchers corddcribe a group of recommendations includechen t
following:

1. The researcher recommends increasing the reseaetbd to computer crimes, since it is clear that
there is a huge gap in the previous studies regguttiis aspect.

2. Publish the statistics related to the computer esirand computer abuse, by the concerned parties to
identify the size of the problem.

3. The formation of specialized committees of expargehspecialists to enact private lows correlated
with the computer and internet crimes, and to pasé laws and regulations into effect.

4. Spreading the system rights amongst various praxa&sa lesson learned as the hacker used single
login to hack into the entire system.

5. Continuous training is required for the businessnt$ in order to share the responsibility in afig

against cyber crime.
46



European Journal of Business and Management www.iiste.org
ISSN 2222-1905 (Paper) ISSN 2222-2839 (Online) Ly
Vol 4, No.19, 2012 NSt

6. As indicated above, as the technology advancess 8w rate cyber crime, subsequently new cyber
laws should emerge to counter attack rapid changes.

7. Reactive and proactive security measure shouldrrparallel in the cyberspace to strike a balamce i
fight against cyber crime.

8. There should be a continuous research and devetdpmé#r security.

9. Since the institutions vary, it is important to eresthe relevance of the security measures thabdre
adopted depending on the line of business and cantype of cyber attacks.

10. The necessity to select the qualified and expeeémrofessionals to carry out or execute the diries
an infinite accuracy.

11. The urgency to rehabilitate and train employeeth& Jordanian banks in the field of information
Technology (IT).

12. To promote the level of experience in the employab® work in the Jordanian banks through
working on increasing scientific and practical agraess among them in the mechanical computer and
the internet.

13. To conduct other similar studies for this study émdeal with other variables.

14. It is crucial to promote the systems, laws andslegjions within the Jordanian kingdom to cope with
the technological development, and to enact thass,Itrain judges and lawyers on these laws and

regulations.
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