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Abstract
Database now a days, has become an essentidbp&geping any records secured and privatizedahtiez we had least
databases with unique features with their own.d&uthe era rises on, numerous databases cameistienee. Among those
Microsoft SQL server versions and Oracle databasgare the best but on the counterpart they havearaamong
themselves too. Each has some unique featuresrantbaicks. Hence, this white paper discusses thahveatabase server
Oracle or Microsoft SQL server is better in differ@spects. It studies the working and respondeotif the databases in
different realms. This paper is divided into fousimparts. The first part discusses the secustyes of oracle and Microsoft
SQL server. The second discusses the comparatstestaly which includes administration cost alshird discusses the
platform dependency of each of the database thitwb more platform supportive, next highlighte therformance issues
in both the databases which includes scalabilijiability and availability of Oracle RAC and Microfs SQL server.
Performance comparison is also represented inaatbotm. In each section, comparison between thesedatabases is
done. In last section, it consists conclusion drawalyzing all the data.
Keywords: Security comparison, Cost comparison, Platform deeecy, Performance comparison

I. INTRODUCTION

Oracle OR Microsoft? The favorite topic of researshto research upon and set up a conclusion exagraf

the scenarios. Often media is keen to find whickabase server is better oracle or Microsoft SQladfer and
Microsoft are always fighting for the top spot iatdbase wars. A few years back it was very sinipl@u had
mainframes and IBM hardware DB2 was the datab&geui had UNIX like operating systems, Oracle waes t
database and if you had Windows operating systépi, Server was the database. However, over the years
each database has grown in capabilities and tkes kne blurred now. Hence it has become diffiauldecide
which database is the best to use. Since both dtebdses are good in some or the other aspecspabper
compares the working efficiency of both the databais different issues like performance, platfori@8P
implementation, security and cost.

II.SECURITY ISSUE

Database servers are the main information repgsitorany organization. The security of the databiasgiven
the highest priority and no compromise should beeda case of database security since the mositiserdata
is stored in these databases only. Hence, thisosewtill compare the posture of Oracle’s RDBMS and
Microsoft SQL server on the basis of security flaws

On the basis of work and experiments done bydbearchers, it can be seen that oracle databkess isecured
than Microsoft SQL server. The Oracle databasedwmded the most number of security vulnerabdité any
of the major database platforms over the last ejyglairs. Oracle had more than six times as manyrtegbo
security flaws as SQL Server during the same tipsnfl].On the analysis done by the various reseasclit
was found that oracle is weaker in security paghiiso. Based on the analysis done by the researdhe
following chart illustrates the published secunityinerabilities for Oracle database and MicrosdtLSServer
from the government body NIST National Vulneragildatabase [2].

SQL Server Oracle

m2002 B 2002
m2003 12003
2004 172004
2005 = 2005
2006 = 2006
2007 2007

Oracle database has mor e security vulnerabilities (CVE) than
Microsoft SQL server [2]
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From the above charts it can be concluded thatMiteosoft SQL server is much more secured than lBrac
RDBMS. Since 2002, Oracle is being proved to havgdr security flaws in comparison to that of Mswfi
SQL.

One of the major reasons of more security vulnétigsiin Oracle database is that Oracle can beorumultiple
platforms which are slower and harder for all patchnd support .On the other hand, Microsoft SQuesecan
be run only on a single operating system whichrizg@d to be easier and faster for all patches apdast.

I11.COST ISSUE

The main advantage of Microsoft SQL server overc@rdatabase is its low cost of installation, afdraining,
deployment cost etc. It is assumed that the Dewedop Application Tool used is the same in bothgreducts.
The cost reflects the financial impact on applmas$i users’ environment [3].The Microsoft SQL rums one
platform only i.e. Windows, hence, persists lesst than Oracle database which can be run mulipligorms
like UNIX, LINUX and hence possess more features.

The cost comparison is done on the basis of:

A. Training cost
In order to maintain the Oracle environment, iegsential for the user to be trained in the realmmcle.
Oracle recommends development organizations havieismum of one Oracle Certified Database Administra
(DBA). DBA Professional Certification consists oftloduction to Oracle, DBA Fundamentals | and W/$QL
and Database Tuning. Total training time is 20 daye cost of $10,000.
While on the other hand, the total cost of Micro®L training is $8,000.

B. Administration cost
The administration cost defines an expense incurredntrolling and directing an organization, tbu
not directly identifiable with financing, marketingr production operations. The administrative ajsdracle is
comparatively higher than Microsoft SQL sever. Qerage, the annual cost for administration is $2,8ér
year per database for Microsoft SQL Server 2005%J206 per year per database for Oracle 10gj4jase of
DBA's of Oracle and Microsoft SQL server, in theidy whitepaper we see this estimation of the sdaoif
SQL Server vs. Oracle DBA staff:
"For Microsoft DBAs the calculation was: $66,330"
“For Oracle DBAs the calculation was: $74,624"
Also, the price of products of the databasesmpared. The cost of Oracle 9i enterprise editithout OLAP
and Data mining is $40,000 while that of SQL 200, price is $19,999.Similarly, in case of Oradindard
edition the price of Oracle 9i standard editio$1%,000 and that of SQL 2000 is $4,999[5].
From the above data, we can say that SQL Senefféature-rich and economical choice compared &xi@r
The base product of Oracle is expensive and tcaidde features that are offered by the SQL Seiiveequires
many more different add-ons. These extra add-oribefuincrease the price to make SQL Server muctemo
affordable than Oracle [6].In common, the oracledpicts (standard and enterprise) cost more tharoffsQL
products. Below, are the prices of Oracle databaseMicrosoft SQL products [6].

SQL Server Standard $7,171 per processor

SQL Server Enterprise $27,495 per processor
Oracle Standard $17,500 per processor
Oracle Enterprise $47,500 per processor

Cost of oracle and Microsoft SQL productswithout Data mining and OLAP

More importantly, additional features are providadMicrosoft SQL enterprise edition server at NO €0
strategy while in case of Oracle, the user hasjorpore if he requires any additional feature tile¢a mining or
OLAP in his database. Therefore, it has been skah $QL server is much more affordable than Oracle
database. Since, installation and maintenanceof@3tacle is more than Microsoft SQL server, itriach easier

to install and maintain Microsoft SQL server.

IV PLATFORM DEPENDANCY ISSUE
The major advantage and reason of oracle as ther Isetver is that Oracle database can be accendditierent
platforms like Windows, Linux, and Unix etc. On tb¢her hand, Microsoft sql server can be run onty o

47



Control Theory and Informatics www.iiste.org
ISSN 2224-5774 (Paper) ISSN 2225-0492 (Online) /l'H.i.l
Vol.3, No.5, 2013 IIS'E

windows, SQL Server is only operable on the Windgheform, a major limitation for it to be an erese
solution. Oracle is available on multiple platforsich as Windows, all flavors of Unix from vendstseh as
IBM, Sun, Digital, HP, Sequent, etc. and VAX-VMS; well as MVS. The multi-platform nature of Oracle
makes it a true enterprise solution [7].

V. PERFORMANCE ISSUE

Performance of any database includes availabititgintainability and scalability. The latter is thesystem'’s
ability to process more workload, with a proportibn

increase in system resource usage. In other wiordsscalable system, if you

double the workload, then the system would useeh&iE many system resources|8].

A. Availability

In Oracle 10g (RAC) the benefit is that it has sav@odes(at most 100) linked to the users anddtitabase
accessing single database. So, if one of the nfailes data can be accessed from the other nodes lal the
availability scenario, Oracle and SQL server, bptioyvide protection from server failure equivalgrgince both
failover the applications on the destruction of dmrdware, software, operating system etc. But witen
availability of protection from storage failure, date 10g RAC is weaker than Microsoft SQL served320

B. Scalability
It includes:
Scaling up: Scaling up stands for addition of extra expensigedware to handle higher loads[10]. In context
with scaling up, Oracle and SQL server works edaivdy since it is based on adding more CPUs arts gere
scalable database. Oracle does not specify whetbes are any limitations on the number of CPUsnuete.
Therefore, in theory, Oracle RAC can scale beyohdC®Us. However, it must be noted that Oracle tds n
demonstrated publicly that Oracle RAC can scalehdy64 CPUs [9].SQL can sale the CPUs till 64.
Scaling out: Scaling out stands for distributing the load gsiaw cost multiple servers. So the “scaling out”
process of each database differs largely. Since 8@ks on the concept of federated database idivides its
database tables into various servérsdrawback of this approach is, to handle a querplving tablel and
table6 (partitioned across two servers), SQL Sewauld have to hit two servers. And the more poptite
tables are, more is the load on that single set@&Dn the other hand, Oracle works on the concgptale-out
using Grid computing based on Real Application @rieg(RAC) as "THE SOLUTION". RAC is based on the
cache-fusion technology; this is based on syndiegiatabase cache instead of the database itself.

The following table shows differences in limits@facle and MS SQL Server [11]

Description Oracle MS SQL server 6.5 MS SQL server 7+

Columns per table 1000 250 1024

Row size Unlimited 1962 bytes 8060 bytes

LONG and LONG RAW | 1(must be last | Unlimited(16 byte pointer | Unlimited(16 byte pointer
columns per row column) per) per)

Clustered indexes per | 1 1 1

table

Identifier Length 30 chars 30 chars 128 chars

Tables per SELECT Unlimited 16 256

V.CONCLUSION

From the above analysis and information this papecludes that both the databases, Oracle and 84ittrSQL
server, are reliable on their part and both canembg& system stable and efficient when used ontdkirtg all
aspects into consideration and since, IT indussé&sches cost effective database, the Microsolft &Qver is
the correct option. Microsoft SQL server is alseyemm installation and for the maintenance. Befssmg any of
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the databases we must go through all the aspedistbfthe databases. Weak patching in oracle dedahas
made it less demanding but it overcomes the Midtd3QL Server in platform independency. So we codel
that both the databases are reliable depending tingovendors’ prioritized needs.

Refer ences

[1] SQL Server Most Secure Database; Oracle L8asure Database since 2002, Information Technology
Intelligence Consulting

Website: http://itic-corp.com/blog/2010/09/sql-semmost-secure-database-oracle-least-secure-datalras-
2002

[2] Microsoft SQL Server 2008, Response to Oradiglison Report. Pp6

Website: download.microsoft.com/download/.../Or&clisonResponse.docx

[3] Advantage vs. Oracle vs. Microsoft, cost congmn Pp 1.

Website: www.compulinksupport.com/technotes/PDFst/amomparison.pdf

[4]Burleson Consulting Administration cost of S@érver vs. oracle

Website:http://www.dba_oracle.com/t_cost_sql_serveroracle.htm

[5] Alexandar Chignik, SQL server 2000 vs. Or&ileAlexander Chigrik (chigrik@mssqlcity.com)

[6] Pinal Dave, Journey to SQL Authorifyersonal Notes of Pinal Dave

Websitehttp://blog.sqlauthority.com/2010/06/22/sqlauthgriews-price-list- oracle-vs-sql-server/

[7] Oracle vs. SQL Server: Why Oracle wins

Website:http://searchoracle.techtarget.com/tip/{@ras-SQL-Server-Why-Oracle- wins

[8]James Barlow, Oracle Database Performance GuBiride, 16 Release 1 (10.1) pp 47

Website:http://download.oracle.com/docs/cd/B14117séver.101/b10752.pdf

[9] Bryan Thomas, Performance tuning corporation, Solutions for HygBtalable Database Applications. An
analysis of architectures and technologies

Website:microsoft.com/download/a/4/7/...976d...68RAC.pdf

[10] Partha S, Scalability: SQL Server vs. Oracle

Website:http://it.toolbox.com/blogs/parthas/scdlgbsql-server-vs-oracle-11064

[11] Bristle software SQL tips
Website: http://bristle.com/Tips/SQL.htm

49



This academic article was published by The International Institute for Science,
Technology and Education (IISTE). The IISTE is a pioneer in the Open Access
Publishing service based in the U.S. and Europe. The aim of the institute is
Accelerating Global Knowledge Sharing.

More information about the publisher can be found in the IISTE’s homepage:
http://www.iiste.org

CALL FOR JOURNAL PAPERS

The 1ISTE is currently hosting more than 30 peer-reviewed academic journals and
collaborating with academic institutions around the world. There’s no deadline for
submission. Prospective authors of IISTE journals can find the submission
instruction on the following page: http://www.iiste.org/journals/  The IISTE
editorial team promises to the review and publish all the qualified submissions in a
fast manner. All the journals articles are available online to the readers all over the
world without financial, legal, or technical barriers other than those inseparable from
gaining access to the internet itself. Printed version of the journals is also available
upon request of readers and authors.

MORE RESOURCES

Book publication information: http://www.iiste.org/book/

Recent conferences: http://www.iiste.org/conference/

IISTE Knowledge Sharing Partners

EBSCO, Index Copernicus, Ulrich's Periodicals Directory, JournalTOCS, PKP Open
Archives Harvester, Bielefeld Academic Search Engine, Elektronische
Zeitschriftenbibliothek EZB, Open J-Gate, OCLC WorldCat, Universe Digtial
Library , NewJour, Google Scholar

e BSCO INDEX@ COPERNICUS
ros INFORMATION SERVICES DN RSN B LI AR

@ vmensyize sourmaocs @

£z Elektronische
@0® Zeitschriftenbibliothek

open

GEORGETOWN UNIVERSITY

LIBRARY



http://www.iiste.org/
http://www.iiste.org/journals/
http://www.iiste.org/book/
http://www.iiste.org/conference/

