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Abstract

Biometrics technology is used as a powerful tool for solving identification and authentication issues for buddy
punching, increased productivity, PC-based biometric time clock software, superior customer service platform,
surveillance society, membership management, operational efficiency, superior customer service platform etc. It
involves measuring one or more unique physiological human characteristics - the shape of a body, fingerprints,
structure of the face, DNA, hand/palm geometry, iris patterns, typing rthythm, voice and even odor/scent be used
because they can never be forgotten, lost or copied, unlike the current methods of smart card and passwords. The
potential for biometrics is ever swelling in the business areas for ensuring efficient management through
minimizing cost in accordance with maximizing profit. In such a context, this study is conducted to identify the
application of biometrics in the formulation of management policy and business of the corporate sector. This
paper also attempts to focus on some implications of biometrics technology in the corporate sector of
Bangladesh as well as salient factors allied with the selection of appropriate biometrics technology in different
organizations.
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1. Introduction

The word “Biometrics” is derived from the Greek words “bio” (life) and “metrics” (to measure). This directly
translates into “life measurement”. “Biometrics is the automatic identification of a person based on his or her
physiological or behavioral characteristics” (Chirillo & Blaul, 2003, P.2). The term, biometric, can be used as a
noun in reference to a single technology or measure (e.g., finger scan is a commonly used biometric) or as an
adjective as in “a biometric system uses integrated hardware and software to conduct identification or
verification” (Nanavati, Thieme, & Nanavati, 2002, p. 11).

Information security technologies continually evolve to meet new security threats. As a reflection of
the increased need to protect organizations’ information from both internal and external threats, many
organizations have begun investigating the adoption of biometric security technologies as a significant
component in their overall security architecture. An example of the astounding growth in this market, the
International Biometric Group (IBG) expects biometrics industry revenue to increase from under $50 million in
2004 to almost $200 million in 2008 (Reynolds, 2004).

Understandably, a wealth of information exists regarding biometric technologies and the technical
trade-offs in implanting biometric solutions. Notwithstanding a substantial body of literature on the technical
aspects of biometric security technologies, little scholarly research has been undertaken regarding the critical
factors that influence decision makers when they recommend that biometrics be adopted in the organizations.
Further, trade magazines differ widely in their surveys of managers and/or their perceptions of information
technology security and leave little in the way of data to aid management in making a solid security technology
choice for their organization.

Biometric technologies are becoming the groundwork of an extensive array of highly secure
identification and personal verification solutions. Human characteristic can be used for biometrics in terms of the
parameters such as: Universality — each person should have the characteristic; Uniqueness — is how well the
biometric separates individually from another; Permanence — measures how well a biometric resists aging;
Collectability — ease of acquisition for measurement; Performance— accuracy, speed, and robustness of
technology used; Acceptability — degree of approval of a technology; Circumvention — ease of use of a substitute
(Jain, A. K.; Ross, Arun; Prabhakar, Salil , 2004).

2. Literature Review
A number of researchers have ascribed to the rationale for the choice to recommend a new technology to
perceptions of its cost-effectiveness, reliability, organizational need, and function-effectiveness (Craig &
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Hamidi-Noori, 1985; Ettlie, 2000, 1986; Gerwin, 1982; Gunn, 1982; Meridith & Hill, 1987; Putnam, 1987:
Roberts & Pick, 2004). Biometric security technology has complex characteristics that often make the process of
organizational adoption decisions difficult. Perceptions of a specific security technology, its effectiveness,
reliability, and the need for the technology and its cost-effectiveness are important elements in the decision to
recommend the technology to an organization (Craig & Hamidi-Noori, 1985; Ettlie, 2000, 1986; Gerwin, 1982;
Gunn, 1982; Meridith & Hill, 1987; Putnam, 1987; Roberts & Pick, 2004). Additionally, organizations are
increasingly attentive to the cost of security and demand that IT security expenditures be proportionate to IT
security risks (Center for Digital Strategies, 2005; Lanzi, 2002; Lawlor, 2005; Lesk, 2003; Levine, 2004;
Richards, 2002; Shore, 2004; Verton, 2003).

Dynes, Brechbuhl, and Johnson (2005) explored the main drivers of private sector organizational
adoption of IT security through a field study of a Fortune 500 manufacturing firms and four of its direct suppliers.
They found that the primary driver of the firm’s selection and adoption of information security was the IT
security manager’s recommendations on how best to protect their firm’s IT assets. In information technology,
biometrics is considered as the science of measuring, recording, and applying physical characteristics for the
purpose of identification. Unlike traditional security measures, such as passwords and ID cards, biometric
systems base authentication on physical characteristics that cannot be shared, lost, or easily compromised.
Biometrics is used as a form of identity access management and access control. Biometrics can be defined as
follows: Any automatically measurable, robust and distinctive physical characteristic or personal trait that can be
used to identify an individual or verify the claimed identity of an individual (Rand, 2003, p.1).

Generally, Biometrics can be shaped into physiological Biometrics includes Facial Recognition,
Fingerprint Recognition, Hand Geometry, Iris Recognition, DNA etc, measure the inherent physiological
characteristics of an individual and behavioral Biometrics includes Keystroke Dynamics, Voice Recognition,
Signature Recognition, measures the characteristics that are acquired naturally over a time.

Facial recognition technology identifies people by analyzing features of the face not easily altered—
the upper outlines of the eye sockets, the areas around the cheekbones, and the sides of the mouth. Face
appearance is a particularly compelling biometric because it is one used every day by nearly everyone as the
primary means for recognizing other humans. Because of its naturalness, face recognition is more acceptable
than other biometrics (Bolle, Connell, Pankanti, Ratha, and Senior 2004, p. 36). Fingerprint recognition
technology extracts features from impressions made by the distinct ridges on the fingertips. The fingerprints can
be either flat or rolled. Hand geometry scans refer not to handprints or to any analogy of fingerprints but rather to
the geometric structure (or geometric invariants) of the human hand (Bolle, Connell, Pankanti, Ratha, & Senior,
2004). Iris scan technology uses the unique pattern formed by the iris — the colored part of the eye bounded by
the pupil and the sclera — to identify or verify the identity of individuals (Bolle, Connell, Pankanti, Ratha, &
Senior, 2004). The iris pattern is remarkably unique, for even in the same individual, no two irises are alike
(Bolle, Connell, Pankanti, Ratha, & Senior, 2004). Deoxyribo Nucleic Acid (DNA) one-dimensional ultimate
unique code for ones individuality, except identical twins has identical DNA patterns. DNA sampling requires a
form of tissue, blood or other bodily sample.

Keystroke technology examines such dynamics as speed and pressure, the total time taken to type
particular words, and the time elapsed between hitting certain keys (Rand, 2003, p.5). Signature recognition
authenticates identity by measuring handwritten signatures. The signature is treated as a series of movements
that contain unique biometric data, such as personal rhythm, acceleration, and pressure flow. Voice or speaker
recognition uses vocal characteristics to identify individuals using a pass-phrase. This is mostly used for
verifying user access over a telephone. Voice recognition biometrics “utilizes the distinctive aspects of the voice
to verify the identity of individuals” (Nanavati, Thieme, & Nanavati, 2002, p. 87).

3.Objectives of the Study
The focal point of this study is to investigate the factors that influence managers to recommend biometric
security technologies in their organizations. To achieve this objective the following specific objectives are
outlined:
i. To elucidate the likelihood of biometrics technology in corporate management policy and business.
ii. To clarify the implications of biometrics technology in the corporate sector of Bangladesh.
iii. To analyze factors affecting the selection of appropriate biometrics technology in organizations.

4. Methodology of the Study

In light of the objectives of the study, the paper has been designed to illustrate the use of biometric security
solutions in corporate sectors of Bangladesh. To this end an extensive literature survey has been conducted. The
study is based largely on secondary data from published sources including websites of different organizations.
Data and information from secondary sources were collected by consulting various relevant journals, studies
conducted by various donor and development agencies, and publications of Information Technology Review,
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International Biometric Group (IBG) etc.

5. Application of Biometrics in the Corporate Management Policy and Business:

Comparing biometric technology to other point of service and workforce management technologies, it may not
initially be the least expensive option, but has proved time and time again to provide higher return on investment,
increased employee productivity and enhanced customer loyalty. Today’s world business organizations use the
biometrics for creating a new horizon at the following business areas:

¢  Buddy Punching: When a business owner elects to use biometric technology for time and attendance,
they essentially draw a line in the sand that demonstrates their commitment to stop buddy punching
lower payroll inflation and boost employee productivity by eliminating unnecessary time spent clocking
in/out and reconciling paper timesheets. Biometric solutions not only eradicate the costs associated
with buddy-punching but also increase employee accountability with the provision of a concrete
biometric audit trail, resulting in a more productive and efficient work staff (Trader, 2010a).

¢ Increased productivity: Only two words are the magic potion that all retailers seek. They are the
secret sauce that lower expenses and drive revenues higher. The grease that makes the wheels of the
business turns faster. Those two words are: increased productivity. All retailers seek it. (Trader,
2010b). Implementing biometric technology will directly lead to increased employee productivity.

¢ PC-based biometric time clock software: A PC-based biometric time clock software helps employers
reduce unnecessary labor costs, ensure compliance, and increase employee productivity. An affordable
and flexible PC-based biometric time clock software solution designed to help reduce payroll error
rates, reduce unnecessary labor costs, ensure compliance, and increase employee productivity by
eliminating buddy punching (Trader, 2013).

¢  Membership management: Modern day membership management software is designed to help create
efficiencies that antiquated methods simply can’t provide. In an effort to eliminate ID cards, prevent
identity fraud, and create a more convenient user experience, many membership management facilities
are evaluating vascular biometrics (finger vein and palm vein) for identification because of the distinct
advantages it offers (Trader, 2012).

e A Surveillance Society: For example, one sat in Heathrow waiting for an early morning departure for a
business trip. Sipping in his coffee, he looks casually around trying to spot the cameras. They’re
cleverly hidden. Is he being watched? Doubtful. Is he being recorded? Almost certainly.

e  Superior customer service platform: All businesses strive to create a loyal customer base. Loyal
customers not only bring repeat business, but they also act as own army of evangelists, telling their
friends, coworkers, family and even strangers to buy from satisfied establishment. The dawn of social
and digital media has had a huge impact on communication for loyal customers, providing them with a
platform and a seamless distribution network to sing their praises and draw attention to business
through reviews, recommendations and opinions. Usually, this requires a superior customer service
platform that quickly and efficiently responds to customer requests, complaints and issues. Coupled
with that is normally a campaign that rewards customers for purchases and provides them with
incentives to purchase more through discounts and special offers. It may also establish a referral
program which encourages loyal, happy customers to refer their friends, family or co-workers to buy
products or use services in return for a finder’s fee or a discount on an upcoming purchase. There are a
million and one initiatives that can concoct and put into action to nurture customer loyalty, but often
times the secret to consistently creating and maintaining loyal customers lies within their experience
and interactions while they visit frequently buying place of business. (Trader, 2010).

e Biometric technology help boost operational efficiency: Operational efficiency is — what occurs
when the right combination of people, process, and technology come together to enhance the
productivity and value of any business operation, while driving down the cost of routine operations to a
desired level. The end result is that resources previously needed to manage operational tasks can be
redirected to new, high value initiatives that bring additional capabilities to the organization. Biometric
technology for time and attendance resulting in a massive boost in operational efficiency. This
technology eliminates the need for payroll staff to input data and reconcile discrepancies enabling them
to allocate time to other initiatives that were more productive ( Trader, 2011).

6. Implications of Biometrics Technology in the Corporate Sector of Bangladesh
Biometrics technologies are used in the corporate sector of Bangladesh by different ways as described below:
e Physical Access Control: Biometric systems can be used to complement or replace badges and keys
in controlling access to entire facilities or specific areas in any organization. Biometric ID badges are
widely used in different industries and organizations in Bangladesh such as- HeidelbergCement
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Bangladesh Ltd., GrammenPhone, Banglalink, Robi, Airtel, GLAXOSMITHKLINE Bangladesh Ltd.
etc. Id badges contain unique code to identify authorized clients.
¢ Banking and Financial: In banking sector, biometric devices are also used in Bangladesh. In ATM
booth of HSBC Bank, fingerprint recognition is used for identifying authorized clients.
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ID theft.

®  Mobile Biometrics: Mobile Biometrics systems can be implemented in Bangladesh that helps public
officials - access to fingerprints, facial/iris images and data records, across agency, jurisdictional and
country boundaries.

7. Salient Criteria for Choosing the Right Biometrics Technology
Key criteria for selecting the appropriate biometrics technology include:

Accuracy: Accuracy is considered as the basic measure of the biometrics technology. Yet, biometrics
accuracy often comes with a price - in the form of “false negatives” or improper rejection of individuals who
should have been successfully authenticated and require manual resolution.

Maturity: In order to ensure long-term availability and continued enhancement of biometrics technology as
a national system, the selected biometrics technology must have “legs,” in the form of a track record of
success and wide industry acceptance. A “bleeding edge” biometrics solution, even if it’s potentially more
effective, may never get out of pilot.

Cost-Effectiveness: An obvious consideration is the cost of equipment and training. The cost of
implementing a biometric security system is fairly large, which is may be why we do not see them being
used on a wider scale today. Current biometric solutions are very costly making and very expensive for the
normal user. Most solutions also require extra gadgets, which would also increase the costs. However, prices
for these devices as well as for the biometric application program interfaces are coming down.

Scalability: A national system must be able to quickly and accurately verify that the biometrics data for a
new enrollee aren’t already stored under a different name, which means matching against the entire database
of millions of records. The selected biometric approach must possess scalability of authentication capability.
Ease of Use: No technology will be widely adopted unless it’s easy to use. Otherwise, employers and
employees find confusing, cumbersome or time-consuming may not even make out of pilot, even if it is
more accurate.

User Acceptance: A fixed national system will depend on employees to willingly provide the selected
biometric for initial enrollment and ongoing verification.

The table helps to rank the relative strength of each of these criteria for the most common biometrics
technologies in comparison with smart card, as High (H), Medium (M) or Low (L). Of the different types of
commercially available biometrics solutions, finger biometrics is unquestionably the most appropriate for new
hire identity verification.
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Finger | Iris | SmartCard | Face | Vein
Accuracy H H M-H M-L M
Cost-Effectiveness H L L H M
Maturity H Il M M-L Il
Scalability H H H M [§
Ease of Use MH | L-M L H M-H
Public Acceptance | M-H M M M-H | ML

Figure 1: Comparison of Smart Card and Common Trait-Based Biometric Technologies
Source: BIO-key International, Inc., 2010

Conclusion

In a world where freedom, security and justice is recognized as paramount to peace and prosperity, biometrics
can enhance the freedom of the individual by ensuring the security and well being of citizens from all nations.
Today, biometric technology is capable of providing a sophisticated technology that can ensure a most secure
way of making profit through minimizing enormous unnecessary costs. Besides, biometrics can provide an
effective measure against fraud and identity theft in different areas such as personal access (e.g., buildings,
computers), banking security, business-to-business transactions and e-commerce. Biometrics can be used by
various organizations to increase security levels and protect their data and patents. But in reality, it demands a
multifaceted arrangement to maintain this technology. It also demands superior and highly experienced
personnel to control this technology and provide enough benefit to the organization. Nonetheless, considering
this technology through ensuring a pool of experienced and skilled employees can ensure a high profit, a high
security, and a high performance rather than other conventional technologies used in the organizations. Without
doubt the era of biometrics is here and the technology will directly affect everyone over the next few decades.
Purchasing biometric scanners and other devices can provide an organization a bloodthirsty rim over others and
make it accountable towards big profit earning.
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