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Abstract

Cloud computing is a broad and diverse phenomemuth of the growth represents a transfer of
traditional IT services to a new cloud model. Claumnputing is anticipated to be one of the most
transformative technologies in the history of cotmm Cloud organizations, including the providers
and customers of cloud services, have yet to eshahlwell-defined forensic capability. Withoutshi
they are unable to ensure the robustness and ifitytal their services to support investigations o
criminal activity. In this paper, we take the fisteps towards defining the new area of cloud &iosn
and analyze its challenges and opportunities.
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1. Introduction to Cloud Computing Conceptual M odel

Cloud computing model supports convenient, on-dehsoftware access via network access to a
shared group of configurable computing devices.(esgrvers, networks, applications, services and
storage) that can be released and fast provisiwitbdless management work and service provider
interaction.

There is no standard or single architectural metihodoud computing. This stands as the biggest
challenge in this aspect. Therefore, it's besti¢av\cloud architectures as a set of approaches, eac
with its own examples and capabilities.

A cloud computing system is a set of IT resourasighed to be allocated ad-hoc to run applications,
rather than be assigned a static set of applicatisns the case in client/server computing. lloadc
computing environment, a user (via a virtual degktior example) requests information from an
application. The cloud computing environment mhstitbroker resources to run that application.

1.1 Mirtualization

Virtualization is the key element in implementirlgud computing. Cloud Computing is defined as a
pool of virtualized computer resources. Based @ Wrtualization the Cloud Computing paradigm
allows workloads to be deployed and scaled-outkipithrough the rapid provisioning of virtual
machines or physical machines. A Cloud Computireff@m supports redundant, self-recovering,
highly scalable programming models that allow woekls to recover from many inevitable
hardware/software failures. A Cloud Computing mati is more than a collection of computer
resources because it provides a mechanism to mémaggresources. In a Cloud Computing platform
software is migrating from the desktop into theolrds" of the Internet, promising users anytime,
anywhere access to their programs and data. Theepbof cloud computing and how virtualization
enables it offers many innovative opportunitiesriake the cloud environment more dynamic and
versatile.

VMware solutions are engineered and integratedgtopethe cloud with a unique combination of
benefits. Virtualization is the essential catafgstcloud computing. We can see that by the foltayvi
process: Firstly the user requests an applicatisaurce in a symbolic form (via URL). Secondly the
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cloud computing environment fields the request assigns resources to the task. Thirdly resources
are loaded with the required software. Finally sldelress of the resources is returned to the user an
the application interaction proceeds.

As this sequence shows, the most critical requirgrfee cloud computing is that users have a virtual
view of their applications and should never referan application resource with a static address.
Doing so would prevent the cloud from allocatingaarces flexibly. Since all cloud computing
models must support a virtualized "front-end" ifdee to users, the management style of their \irtua
resources may be very different from one implementao another.

1.2 Server-Mirtualization

The cloud computing system is divided into two ®est as shown in Figure 1: the front end and
the back end. They connect to each other througgtveork, usually the Internet. The front end is the
client side (or the user end). The back end isdlmd" section of the system.

The front end includes the user’'s computer andaiptication required to access the cloud computing
system. All cloud computing systems do not havestimae user interface. Services like Web-based e-
mail programs leverage existing Web browsers literhet Explorer or Firefox. Other systems have

their own unique applications that provide netwackess to clients.

On the back end of the system are the various isearel data storage systems that create the "cloud"
of computing services. Normally, every applicatisii have its own dedicated server to execute or
run its applications.

A central server administers the system, monitotraffic and client demands to ensure everything
runs efficiently and smoothly. It follows a set fles called protocols and uses a special kind of
software called middleware. Middleware allows tlmnputer systems connected in the network to
communicate with each other and exchange data.lidsih@ servers do not run at full capacity which
means that there is unused processing power goimgste. It is possible to overcome this problem
by making a physical server act as if it is actualiultiple servers, each running with its own
independent operating system. The technique isctaltrver virtualization. By maximizing the output
of individual servers, server virtualization redsitke need for more physical machines. This helps i
handling large amounts of loads which facilitatescaling up and down of resources provided by the
cloud.

If a cloud computing company has a lot of clienttgre's likely to be a high demand for a lot of
storage space. Some companies require hundredgitaf dtorage devices. Cloud computing systems
need at least twice the number of storage deviaesjiiires to keep all its clients' informationreth
That's because these devices, like all computetsisinally break down. A cloud computing system
must make a copy of all its clients' informatiordasiore it on other devices. The copies enable the
central server to access backup machines to retdata that otherwise would be unreachable.

2. Proposed Cloud Computing Service Architecture

Cloud computing delivers software, platform, anfldastructure as services, which are made available
as services in a pay-per-use model to consumeeseTéervices in industry are respectively referred

to as Infrastructure as a Service (laaS), Platfasma Service (PaaS), and Software as a Service
(SaaS)These three fundamental classifications are oftéerned to as the “SPI Model”.

The diagram describes the cloud architecture basdtie SaaS, PaaS and laaS deployment models.
Understanding the relationships and dependencitgeba Cloud Computing models is critical to
understanding Cloud Computing security risks. lsathe foundation of all cloud services, with PaaS
building upon laaS, and SaaS in turn building upaaS as described in the Cloud Reference Model
diagram. In this way, just as capabilities are ritbd, so are information security issues and risk.

laaS includes the entire infrastructure resoureeksfrom the facilities to the hardware platfornhsitt
reside in them. It incorporates the capability bsteact resources, as well as deliver physicallagital
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connectivity to those resources. Ultimately, lgaBvides a set of APIs which allow management and
other forms of interaction with the infrastructimg consumers.

Paas sits atop laaS and adds an additional layetegration with application development framewsyrk
middleware capabilities, and functions such asliete, messaging, and queuing, which allow devedoper
to build applications upon to the platform; and w&g@rogramming languages and tools are supported by
the stack.

SaasS in turn is built upon the underlying laaS &a&S stacks and provides a self-contained operating
environment used to deliver the entire user expeeeincluding the content, its presentation, the
applications, and management capabilities.

Paas is similar to laaS, except that the servickides a specific set of programming languagestaold
(the platform). Generally aimed at the developemmmnity, PaaS is analogous to an on-premises
application server, only with elasticity and otleyud-computing features. Since platform softwaréxed
with the service, PaasS places restrictions on pipdiGations that can be built.

SaaS is essentially the delivery of conventionalapiplications to end users over the Internet. SaaS
analogous to a client/server model, except thaséneer is replaced by the SaaS provider’s dattecehe
clients are web browsers on desktops, and thecgeoffers cloud computing benefits such as elagtioid
pay-as-you-consume metering. SaaS gained a foothitld universal applications such as email and
Customer Relationship Management (CRM) applicatlikesSalesforce.com.

3. Comparison of the Three Service L ayers of Cloud Architecture

The three cloud computing service models can beadeas a stack as depicted in Figure 3, with eagdr |
increasing in specificity, while decreasing conwbthe underlying resources. The three layeralsitve a
virtualization layer, which itself sits above thieygical servers, storages, and network hardware.

It should therefore be clear that there are sigaifi trade-offs to each model in terms of integrate
features, complexity and security. Trade-offs betwthe three cloud-deployment models includes:

» SaasS provides the most integrated functionalityt lalirectly into the offering, with the least caumer
extensibility, and a relatively high level of intaged security.

» PaaS is intended to enable developers to budlid twn applications on top of the platform. Aseault it
tends to be more extensible than SaaS, at the sepdrcustomer ready features. This tradeoff extéod
security features and capabilities, where the {milcapabilities are less complete, but there igemo
flexibility to layer on additional security.

* laaS provides few if any application-like featsréut enormous extensibility. This generally mel@ss
integrated security capabilities and functionaligyond protecting the infrastructure itself. Thisdel
requires that operating systems, applications camtent be managed and secured by the cloud consume

The key point for security architecture is that liineer down the stack the cloud service providepst the
more security capabilities and management consuarersesponsible for implementing and managing
themselves.

In the case of SaaS, this means that service |esetsirity, compliance, and expectations of the
service and provider are predetermined, managetieaforced. In the case of PaaS or laaS it is the
responsibility of the consumer’s system adminisiatto effectively manage the same, with some
compensation by the provider for securing the ugoher platform and infrastructure components to
ensure basic service availability and security.

4. Proposed Cloud Forensics Seps

The growth in networking connectivity, complexitydaactivity has been accompanied by an increase
in the number of crimes committed within networkscing both enterprises and law enforcement to
undertake highly specialized investigations. Fdearalysis, the methodical investigation of a &im
scene, presents special difficulties in the virtwatld. What is problematic for an investigatordo
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within a computer, making sense out of fragile idilgilata arranged in obscure and complex ways, can
be very difficult within the significantly largeiigltal context of the network. Network forensicslig
capture, recording, and analysis of network eventsder to discover the source of security attamks
other problem incidents. It helps in identifyingauthorized access to computer system, and searches
for evidence in case of such an occurrence. Netfardasics is the ability to investigate, at a ratw
level, things taking place or that have taken plo®ss an IT system. The ultimate goal of network
forensics is to provide sufficient evidence to walldhe criminal perpetrator to be successfully
prosecuted. The practical application of NetworkefRsics could be in areas such as hacking, fraud,
insurance companies, data theft—industrial espiendgfamation, narcotics trafficking, credit card
cloning, software piracy, electoral law, obscenklipation, and discrimination.

One of the challenges in forensics is establislingnapshots of the system in operation. But ia thi
case one can question if this is good enough foh su "vast" and possibly globally distributed
ecosystem. Let’s take the instance of malware fegeinto the kernel space of a system- it is pdessib
that it may be programmed to modify data or funwidy or both. We propose that since data may be
present or available in a given configuration fdingdted time or be staged through different levefls
storage hierarchies, we can place bounds on eiregisestion so as to be able to capture events of
interest completely and hence it will be easiekdep track of events in the cloud. The steps to be
followed in forensic investigation are depictedhe proposed design described in Figure — 4.

4.1 Callection and Sorage of Data

Initially, to protect the data in the database,wmild collect the data and store it in encryptemnfo
The data collection step collects all sorts of di&login, IP address etc. It mainly finishesleoting

and storing network data. All the activities donetle network via a system can be stored in the
database for future investigation. Forensics aialyan be initiated on a time-basis, i.e. after som
time period. During this time, whatever changesehbagen made in the system can be collected and
saved in the database, which will be taken intosm®ration while performing the analysis. A time-
stamp can also be maintained to keep only recenifivations in the database, while removing the
old ones to save memory. A checklist of malicioatvities needs to be maintained as well, which
will help us identify the restricted activities. iEhnformation needs to be monitored over for canst
update due to the rapid growth of crime in the diorl

To detect an intrusion, we need examine data desgrihe environment’s state. The event auditor
can monitor the data that the analyzers are acgpssi

The first component monitors message exchange batmedes. Although audit information about the
communication between nodes is being captured,etwank data is taken into account—only node
information.

The second component monitors the middleware laggystem. For each action occurring in a node,
a log entry is created containing the action’s tygech as error, alert, or warning), the event that
generated it, and the message. With this kind t, digs possible to identify an ongoing intrusion.

4.1.1 Signature-Based Method

Also called as Knowledge-based intrusion detectimrihe most often applied technique in the field
because it results in a low false-alarm rate agt piositive rates, although it can’t detect unknown
attack patterns. It uses rules (also called sigagjtand monitors a stream of events to find n@lgi
characteristics.

4.1.2. Behavior-Based Method

Numerous methods exist for behavior-based intrudetection, such as data mining, artificial neural
networks, and artificial immunological systems. Wi use a feed-forward artificial neural network,
because—in contrast to traditional methods—thi® tgp network can quickly process information,
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has self-learning capabilities, and can toleratellsthehavior deviations. These features help
overcome some limitations which are there withitiaal attacks.

Using this method, we need to recognize expectédber (legitimate use) or a severe behavior
deviation. Training plays a key role in the pattexoognition that feed-forward networks performeTh
network must be correctly trained to efficientlytetd intrusions. For a given intrusion sample te,
network learns to identify the intrusions usingréo propagation algorithm.

However, we focus on identifying user behavioratgras and deviations from such patterns. With
this strategy, we can cover a wider range of unknattacks.

Behavior Analysis dictates how to compare receat astions to the usual behavior. System needs to
recognize expected behavior or deviation from ragbkhavior. With this strategy, we can cover a
wider range of unknown attacks. This is performedearned behavior that can’t be modified without
losing the previous learning.

Generating rules is the key element in this teamigit helps the expert system recognize newly
discovered attacks. Creating a rule consists ohithgf the set of conditions that represent thecitta

4.2 Forensics Analysis Using Network Tools

The forensics analysis module includes working witlrious tools to gather information on the
present status of the network. This information  used to check for misbehavior later on. These
tools allow us to know the current scenario like #ttivities carried out by a user at a particiffar
address, or the sites accessed by him/her, or eecosf passwords using methods such as
network packet sniffing, cracking various passwhashes etc. This information collected is then
either used directly for invasion detection or asved in the database to be used for detection in
future.

4.3 Invasion Detection

Invasion Detection module is the core of systemengththe stored information is send for signature
based analysis. In this method, all the data whieh been collected so far is evaluated against the
restricted checklist currently available in the atetse. This will allow us to detect whether an
intrusion has occurred in the system. This is daoyeising pattern matching techniques where the
occurrence of a sequence of tokens from the availetiecklist is matched with the inputted string
(collected data). If match is successful, thenmlar generated and the detected network data eisav
and logged in the result database, so that not thelyriginal data is saved in the database, Isat al
the data of invasion analysis.

4.4 Logging the Result in the Database

The result of the analysis is gathered togetherdapicted in a presentable and acceptable manner.
Using the result obtained and conducting flow statl analysis on data, invasion data restoration,
and inquiry analysis, a detailed invasion repom t® generated to be presented to the higher
authorities. Some new virus, new invasion methddeoker and tools which can’t be detected during
invasion detecting and module analysis can be exgland worked upon to be saved in the checklist.
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