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Abstract

Steganography differs from digital watermarking dngse both the information and the very existendbef
information are hidden. In the beginning, the fahdénage compression method is used to compress the
secret image, and then we encrypt this compresaedly DES.The Existing Steganographic approaches
are unable to handle the Subterfuge attack i.g; tamnot deal with the opponents not only detects a
message ,but also render it useless, or even worstify it to opponent favor. The advantage of BOBS

the decoding can be operated without access toaver image and it also detects if the messagdéeas
tampered without using any extra error correctibmimprove the imperceptibility of the BCBS, DCT is
used in combination to transfer stego-image fromtiapdomain to the frequency domain. The hiding
capacity of the information is improved by introthg Fractal Compression and the security is entdhnce
using by encrypting stego-image using DES.

Keywords: Steganography, data hiding, fractal image congiwes DCT.
1. Introduction

One of the important application of data compresssoimage processing on digital images. It redubes
redundancy of image data to store it efficientlylfilnedia data which is uncompressed (graphics caudi
video ) need storage capacity & transmission badthwNow a days there is rapid progress in masagto
density & digital communication system performandée future of multimedia based web applicatians i
data intensive , so we need to have efficient weagricode signal & images .Compression is achieyed b
the removal of one or more of three basic datam@dncies: (1) Coding redundancy, which is presdmnw
less than optimal (i.e. the smallest length) codeds are used(2) Interpixel redundancy, which tegtbm
correlations between the pixels of an image & (§ygho visual redundancy which is due to data that i
ignored by the human visual system (i.e. visualbnessential information).In this paper will mainly
concentrate on the comparative study of compregsidimiques namely DCT (Discrete Cosine Transform)
& Fractal Compression.

2. Review Of Compression Technique

2.1.DCT (Discrete Cosine Transform): A discrete cosine transform (DCT) is a sequeoicénitely
many data points in terms of a sum of cosine fonetioscillating at different frequencies. From joss
compression of audio and images to spectral metifimdshe numerical solution of partial differential
equations , it turns out that cosine functionsrateh more efficient , whereas for differential etires the
cosines express a particular choice of boundarglifons. Here is a block diagram explaining the sam
followed by the decoding of the image.
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Fig 1 Encoding of DCT
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Fig 2 Decoding of DCT
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2.2. Fractal Compression The method relies on the fact that in a certaiages, parts of the image
resemble other parts of the same image (self-giityjjaBut the computation time required to encaeae
image might be very long due to an exhaustive sefimcthe optimal code. It is lossy image comprassi
technique ,achieve high level of compression presethe quality as of the original image . Its viogkis

as shown in the figure. 3
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3.Review of Compression Algorithms

The techniques used to compress/decompress a giragldevel image are expected to be easily matlifie
to encode/ decode color images and image sequerdes goal of image compression is to save storage
space and to reduce transmission time for image. dlahims at achieving a high compression ratiR)(C
while preserving good fidelity of decoded imagé&cent compression methods can be briefly cladsifie
into four categories: (a) Wavelet, (b) JPEG/DCY),\(Q, and (d) Fractal methods, which are discussed
various people are briefly reviewed below.

Chin-Chen Chang discussed [3] that proposed model does the damabedding into the cover
image by changing the coefficients of a transfofraroimage such as discrete cosine transform. Tdte h
compression rate is one of the advantages of frawtage compression. Main advantage is the googéma
quality, after enough iteration for decompressiBuot the computation time required to encode an enag
might be very long due to an exhaustive searchtferoptimal code. And DES encryption is used to
provide the security to the data, but it is undblprotect the Stego-Image from subterfuge attédhich is
nothing but , the attacker not only detect a messhgt also render it useless or even worse, mafdity
the opponent’s favor.

K.B.Raja [4] has proposed a model which uses LSB ,but L$&iges poor security ,and DCT for
converting objects in spatial domain to frequenoyndin. This model uses only raw Images because of
subterfuge attack. The JPEG, BMP and GIF image dsmthe header contains most of the image
information. This leads to the problem of inseguend therefore the payloads from such images ean b
easily identified.

Hairong Qi discussed in [2] that in the proposed model tlobrteue BCBS(Blind Consistency Based
Steganography)is used .The advantage of the BCB®agh is that the decoding process can be operated
blindly without access to the cover image, whicthartes the imperceptibility. And that it not only
decodes the message exactly, it also detects ihesage has been tampered without using anyerxtna
correction. The main drawback is the amount o&dathide is very less because he is selectedady
row / Column to hide with one bit per pixel. Angalthe security is provided only for the Stego-Imagt

for the data that can be improved by using DES.

Niels Provos[6] has found PSNR(Peak Signal To Noise Ratiopeca good indicator of finger and face
recognition matching scores in the case of JPEG20@0SPIHT. Both wavelet-based algorithms perform
exceptionally well in terms of rate-distortion pmrhance and matching scores of all recognitionesgst
considered. While PSNR exactly predicts the pootchiag scores of fractal compression the case of
fingerprint images, the relatively high PSNR res(ittr face images suggest fractal compression rfonme
superior to JPEG for this biometric modality. Theposite is true — despite the low PSNR results GIPE
performs quite well in face recognition applicagdor high and medium bit rate applications

Chin-Chen Chang [3] He has proposed a scheme to embed an imageressed via fractal image
compression into the DCT domain of the cover imagaee to the high compression rate of fractal
compression, also it can embed a secret imagerlénge the cover image itself. Moreover, the more
decompression iterations will be done, the betemodhpressed secret image quality will get. Alseséh
compression codes of fractal compression must adost, or the embedded message cannot be extracted
Thus some modification on the bit streams of thalifred coefficients to prevent the information loss
caused by discrete cosine transformation. As foursty, encrypt the compressed data via DES soithat
can be prevent the eavesdroppers from gettingetressimage.

Chaur-Chin Chen [25] has only reviewed and summarized the characteristfidour up-to-date image
coding algorithms based on Wavelet, JPEG/DCT, VQ@¢ d&ractal approaches[5]. Experimental
comparisons on four 256256 commonly used images, Jet, Lenna, Mandrill pRep and one 400400
fingerprint image suggest a recipe described deviisl Any of the four approaches is satisfactadyen
the 0.5 bitger pixel (bpp) is requested. Hence for practipaligations, he concluded that wavelet based
compression algorithms are strongly recommended.
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N. F. Johnson[22] brought the Tree Structured VQ techniquesriter to decrease the table storage needed
for en-coding and decoding along with unstructwedtor quantization (UVQ) or Tree-Structured Vector
Quantization (TSVQ). Particularly, a low-storagec@®gdary Quantizer is employed to squeeze the code
vectors of the primary quantizer. The absolute fitneof uniform and non-uniform Secondary
Quantization are examined. Quantization levelspataip on a binary or Quad tree structure (subrugd)i

It is to set vectors in different quadrant. Sigfiwectors are only needed to be evaluated. Thisradluce

the number of links by 2”L for L-d vector probletwill work fine for symmetric distribution

According toSachin Dhawan.,[24] the hybrid VQ algorithm is explained as fallg, first the correlation

in the test image is taken away by wavelet tramsf&avelet transform is employed in the courseftifig
scheme. The wavelet employed during lifting sch&steAAR wavelet. Then it will lead with the primary
level of decomposition gives way four componentsnely LL, LH, HL and HH correspondingly.
Multistage VQ is implemented to LL band. The pothtmefficients in the sub band LH, HL and HH are
pyramidal vector quantized by capturing vectorsstdted measurement. Finally an entropy coding
algorithm like Huffman coding is implemented as fimal stage of the compression system to code the
indices. He has proposed an algorithm groups émefit of lessening of codebook searches and storag
complexity which is intrinsic to MSVQ .Additionallpyramid vector quantization may not need great
codebook storage having simple encoding and degaaligorithm. Hence high compression ratio can be
accomplished by including PVQ along with MSVQ

4. Measuring Compression Performances

There are different criterion for measuring thefgenance of the compression also it depends on the
nature of the application .When measuring the perémce the main concern would be the space effigien
The time efficiency is another factor. Since thenpoession behavior depends on the redundancy of
symbols in the source file, it is difficulty to nmae performance of a compression algorithm in ggne
The performance depends on the type and the steuofithe input source. Additionally the compreasio
behavior depends on the category of the compresdgorithm: lossy or lossless. If a lossy comprassi
algorithm is used to compress a particular souiteg the space efficiency and time efficiency wolblel
higher than that of the lossless compression dlgati Thus measuring a general performance is diffic
and there should be different measurements to ateathe performances of those compression families.

4.1 Following are some measurements used to evaledahe performances of lossless algorithms.

1.Compression Ratiois the ratio between the size of the compresdedafid the size of the source file.

Compression Factor is the inverse of the comprassitio. That is the ratio between the size ofdgberce

file and the size of the compressed file. Savingc&®age calculates the shrinkage of the soureeafila

percentage. % size before compression saving pegesize before compression size after compression
All the above methods evaluate the effectivendssompression algorithms using file sizes. Thee ar

some other methods to evaluate the performance oofipression algorithms. Compression time,

computational complexity and probability distritartiare also used to measure the effectiveness.

2.Entropy This can be used, if the compression algorithimaised on statistical information of the source
file. Self Information is the amount of one’s susprevoked by an event. In another words, therebean
two events: first one is an event which frequemtippens and the other one is an event which rarely
happens. If a message says that the second evgpers then it will generate more surprise in neasi
mind than the first message.

3.Code EfficiencyAverage code length is the average number ofrbisired to represent a single code
word. If the source and the lengths of the codedwcsre known, the average code length can be
calculated .

4. Bit Error Rate (BER): Here we compute the BER for two equal size imabasis cover image and
stego-image. BER is more accurate for error aralysien compared to MSE, because in BER we compute
the actual number of bit positions which are repthin the stego image , which is calculated by
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5. Mean square error (MSE) The MSE is computed by performing byte by bytenparisons of the two
images, since a pixel is represented by 8 bitsterte 256 levels are available to represent theusr
gray levels. The MSE will result in a meaningfuluaonly when each byte of an image is comparel wit
the corresponding byte of another image. Let csabd the cover image and stego-image respectivety.
n*n be the total number of pixels. The computatdMSE can be performed as follows,

MSE:1+nxnnZ_l(c(i, i)—s(,j)?

i,j=0

Method Advantages Disadvantages
Wavelet High | -High Compression Ratio -Coefficient quantization
Compression | -State-Of-The-Art -Bit allocation
-Coefficient(dct) quantization
JPEG -Current Standard . .
-Bit allocation
Vo -Simple decoder -Slow codebook generation

-No-coefficientquantization | -Small bpp

-Good mathematical )
Fractal . -Slow Encoding
-Encoding-frame

Table 1 Comparisons of methods[24]
5. Conclusion

Here after reviewed & summarizing the techniquesraige compression ie, Wavelet, JPEG/ DCT,VQ, and
Fractal approaches with the help of their expertaleoutcomes given by respective authors, so for
practical approach we conclude that (1) Waveleethaompression algorithms are strongly recommended
(2) DCT based approach might use an adaptive qaioin table (3) VQ approach is not appropriateafor
low bit rate compression although it is simple @pgctal approach should utilize its resolution-free
decoding property for a low bit rate compression.
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