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Abstract

The world we are in today is all about Informatidechnology (IT) because we are in the age of niafimn
Technology and the people with the right infornativith proper way of disseminate this informatand processing them is
considered as the most successldmputers have become the mainstay of businesg@amnment processes.
Business has been using them for years and incowtties, there are drives towards electrojuied up govemment. This is to
allow the people to access government services ftwir desktop in their own home . A rapid growth o
computer crimes and formation of laws in differestuntries addresses the severity of problem. Thjsep
discusses the stand of Saudi Arabian governmemstgayber crime and its IT act. It analyzes thghercrime
in the Kingdom and the anti-cyber crime law.
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1. Introduction

The end of the 20th century and early years oRttst century saw rapid advancements in telecomratioits,
computing hardware and software, and data encrypfitlie availability of smaller, more powerful aress
expensive computing equipment made electronic getaessing within the reach of small business #dmed t
home user. These computers quickly became inteexted through the Internet.

This rapid growth and widespread use of therhate fueled the need for better methods of ptitgdhe
computers and the information they store, procedgr@nsmit.

The U.S. National Information Systems Security Gévg defines "Information Systems Security" as the
protection of information systems against unautteatiaccess to or modification of information, wieetim
storage, processing or transit, and against th&ldehservice to authorized users or the provisidiservice to
unauthorized users, including those measures rageds detect, document, and counter such threats
( University of Nevada, 2012).

"Computer crime" refers to any crime that involeesomputer and a network (Moore.R. ,2005). Thepder
may have been used in the commission of a crimeit onay be the target ( Warren G. Kruse, Jay G.
Heiser ,2002). Netcrime refers to criminal expltiita of the Internet. Dr. Debarati Halder and Br.Jaishankar
defines Cybercrimes as: "Offences that are comdittgainst individuals or groups of individuals with
criminal motive to intentionally harm the reputatiof the victim or cause physical or mental harnth victim
directly or indirectly, using modern telecommuniocatnetworks such as Internet (Chat rooms, emad$ice
boards and groups) and mobile phones (SMS/MMS)tdgiaD., & Jaishankar, K. ,2011).

2- Types of Cyber Crimes

Cybercrime continues to diverge down different pathith each new year that passes. In 2013, cyleirals
are changing the way they organize and targeting nsers and new platforms, online transaction-based
activities continue to be exploited, and hacktivisetated attacks continue to rise as a way to cdroarporate
espionage, push political agendas or cause repogtiamage. In this section let us explainingougivariants

of technology that are used for cyber crime.

A. Hacking

Hacking is the gaining of access(wanted or unwgnteda computer and viewing, copying, or creating
data(leaving a trace) without the intention of dmghg data or maliciously harming the computer rp&h
Dictionary, 2013).

Hacking and hackers are commonly mistaken to béb#fieguys most of the time. Crackers are the ores w
screw things over as far as creating virus, craspgware, and destroying data. A hacker first &ttaan easy
target, and then uses it to hide his or her tréarelaunching attacks at more secure sites.

B. Virus Dissemination

A computer virus is a program that can ‘infect exttegitimate programs by modifying them to incladgossibly
‘evolved’ copy of itself.. Viruses can spread thelmes, without the knowledge or permission of tlsers, to potentially
large numbers of programs on many machines. Compireses currently cause billions of dollars woath
economic damage each year ( Syemantic.com, 2808)to causing systems failure, wasting compusurees,
corrupting data, increasing maintenance costsTéke.Internet gives viruses a particularly efficieaw path for
global infection. The following figure show famifieand habitats of viruses.
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Figure (1): Viruses - Families and Habitats

C. Denial of serviceAttack

A DoS attack or distributed DoS (DDoS) attack iscrame that renders computers or network resources
inaccessible to their intended users or custorAditsough DoS attacks may be via different meansjvas, and
targets, they generally include the concerted, naddat efforts of a person or persons to make arret site or
service unable to perform normally or even at ¥lival F and others, 2010) .A denial-of-service @lttas
characterized by an explicit attempt by attackergrevent legitimate users of a service from usirag service.
There are two general forms of DoS attacks: thbaedrash services and those that flood services.

D. Phishing

Phishing is the act of attempting to acquire infation such as usernames, passwords, and credidetais
(and sometimes, indirectly, money) by masqueradmg trustworthy entity in an electronic commurn@#/an
der Merwe and others, 2005). Phishing is typicalyried out by e-mail spoofing or instant messaging it
often directs users to enter details at a fake itehbdose look and feel are almost identical toléfgitimate one.
Phishing is an example of social engineering teges used to deceive users( Microsoft corporafi6d3) and
exploits the poor usability of current web secutéghnologies.

E. Spamming

Electronic spamming is the use of electronic mdasgagystems to send unsolicited bulk messages (spam
especially advertising, indiscriminately. While tmest widely recognized form of spam is e-mail sptra term
is applied to similar abuses in other media: insta@ssaging spam, Usenet newsgroup spam, Web saayitte
spam, spam in blogs, wiki spam, online classifigsl spam, mobile phone messaging spam, Internanfepam,
junk fax transmissions, social networking spam,iaospam, television advertising and file sharinzarms.
Spamming remains economically viable because adeesthave no operating costs beyond the manageshent
their mailing lists, and it is difficult to hold sders accountable for their mass mailings. Becthesdarrier to
entry is so low, spammers are numerous, and thenmlbf unsolicited mail has become very high. a year
2011, the estimated figure for spam messages ismdreeven trillion. The costs, such as lost praditgtand
fraud, are borne by the public and by Internetiserproviders, which have been forced to add exdfcity to
cope with the deluge. Spamming has been the sultfjésgislation in many jurisdictions (Spamhaus,264 3).

F. Cyber Salking

Cyber stalking is the use of the Internet or othlectronic means to stalk or harass an individaadroup of
individuals, or an organization. It may include thaking of false accusations or statements of faonitoring,
making threats, identity theft, damage to data quiment, the solicitation of minors for sex, ortlgaing
information that may be used to harass. The dafmivf "harassment” must meet the criterion thegasonable
person, in possession of the same information, dveedjard it as sufficient to cause another readenadrson
distress(Bocij, Paul, 2004). Cyber stalking iseliént from spatial or offline stalking in that itqurs through the
use of electronic communications technology suchhasinternet. However, it sometimes leads to it,iso
accompanied by it (Spitzberg, Brian H.; Hooblere@ory (February 2002). Both are criminal offensgégber
stalking shares important characteristics withimdflstalking; many stalkers — online or off — aretivated by a
desire to control their victims.

A cyber stalker may be an online stranger or aquemshom the target knows. A cyber stalker may be
anonymous and may solicit involvement of other peamline who do not even know the target.

G. Cyber Terrorism

Cyber terrorism is the use of Internet based astaclhterrorist activities, including acts of delibte, large-scale
disruption of computer networks, especially of peed computers attached to the Internet, by thenmeétools
such as computer viruses. Cyber terrorism is argeatsial term. Some authors choose a very narefimition,
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relating to deployments, by known terrorist orgatians, of disruption attacks against informatigatems for
the primary purpose of creating alarm and panictiynarrow definition, it is difficult to identfany instances
of cyber terrorism. Cyber terrorism can be alsargef as the intentional use of computer, netwoaksl public
internet to cause destruction and harm for persobjgctives (Matusitz, Jonathan (April 2005). Olijezs may
be political or ideological since this is a formtefrorism. Cyber terrorism can also include atsack Internet
business, but when this is done for economic mbtiaa rather than ideological, it is typically redad as
cybercrime.

H. Cyber Pornography

Cyber pornography or Internet pornography is poraplgy that is accessible over the Internet, priypasia
websites, peer-to-peer file sharing, or Usenet gewgps. While pornography had been available ofer t
Internet since the 1980s, it was the availabilityviespread public access to the World Wide Wehbd81 that
led to an expansion of Internet pornography. Therhet enables people to access pornography molessr
anonymously and to view it in the comfort and peiyaf their homes. It also allows access to poraply by
people whose access is otherwise restricted fai [mgsocial reasons, such as children.

3. The Current Situation of Cyber Crimein Saudi Arabia

Information Technology highly influenced the Aralend in the last decade which results in increddaternet
users day by day. There were about 15.8 millioarh#t users in the Kingdom at the end of 2012 ssmiing a
population penetration rate of about 54.1% compaed% in 2001 ( CITC annual report, 2013). The
Communications and Information Technology Commiss$ioSaudi Arabia estimates and field surveysdatdi
that there are about three users per fixed broatlbahscription, both residential and business. & lieralso
more than one user per mobile broadband subsaripgfiorther, a number of users have both fixed andile
subscriptions.

It is expected that the demand for Internet sesviedl increase significantly in the next few yeahse to the
availability of fiber optic networks at very higpeeds (especially in large cities), growing Intérantent, and
the spread of handheld smart devices and applitatio

Cyber crime has cost the Kingdom SR 2.6 billiony@ar 2012, according to a report released by Syenant
Symantec released the findings of its annual No@ghercrime Report, one of the world’s largest coner
cybercrime studies (arabnews,2012).

The study was aimed at understanding how cybercaifieets consumers, and how the adoption and ewalut
of new technologies impact people’s security. Witidings based on self-reported experiences of ntioze
13,000 adults across 24 countries.

In the Kingdom, it is estimated that more than Biflion people fell victim to cybercrime in year 2D,
suffering an average of $ 195 (SR 730) in direoariicial losses and 40 percent of the country’sasoci
networking users have fallen victim to cybercrime social networking platforms. Of the social netkng
users, 20 percent have been victims of social obilmaybercrime in the past 12 months in the Kingdo
compared to 21 percent globally.

In addition, there was many online adults are umawa to how some of the most common forms of cybee
have evolved over the years, and thus have a wifficne recognizing how malware, such as viruses,on
their computer. In fact, the study found 40 peragraadults in KSA do not know that malware can epeiin a
discreet fashion, making it hard to know if a cotgpthas been compromised, and more than half (E&epg
are not certain that their computer is currentgaal and free of viruses.

3.1 cases of cyber-attacks in Saudi Arabia

1- Cyber-attack against state-owned oil company Aranmeer 30 000 computers at Saudi Arabian oil
company Aramco were hit by a devastating virus urgést 2012. The attack destroyed data and erased
hard-drives of computers and is thought to haventzmed at stopping the production of oil ( world
exchange report,2013) .

2- The Official Website of King Saud University (KS@ot hacked by some unknown Hacker . Itis a
public university located in Riyadh, Saudi ArabiadDatabase of 812 Users hacked
from http://printpress.ksu.edu.sa/ and dumped onteret by Hacker on a file sharing
site including Mail address list, mobile phones padswords (thehackernews.com, 2012) .

3- Several government websites in Saudi Arabia webetaged in a series of heavy cyber-attacks from
abroad, disabling them briefly until the attackgeveepelled ( alarabiya.net, 2013).

4, THE ANTI-Cyber Crime Law in Saudi Arabia

The paramount body of law in KSA is tishat ‘ah. The Shaf ‘ah is comprised of a collection of fundamental
principles derived from a number of different sas,cwhich include the Hol@u'ran and theSunnahwhich are
the witnessed sayings and actions of the Prophé&akioned.

Prohibited acts unde8haf ‘ah are punishable by specific penalties set out inHbéy Qu’ran or the Sunnah
However, where the HolQu'ran and theSunnahare silent in that regard, a judge may use hisrelign to
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determine the appropriate penalty. Such penaltiag imclude imprisonment, monetary compensation and/
deprivation of certain rights. In determining theverity of a penalty, a judge will take into coresigtion the
damage suffered by a victim and whether such darismgetual or consequential. In general, howevaly o
actual proven damages are awarded by Saudi Arabljaidicatory bodies.

The new Arab Cybercrime Agreement (no. 126 of 2048% approved in Saudi Arabia. This agreement will
mainly address the rise in electronic crime whialbeaces such crimes as credit card frauds, intemises,
cyber terrorism, creation and/or distribution ofrugies, hacking, system interference, illegal access
interception, and so on. It aims as well at enaogingg cooperation between Arab countries in comigatin
cybercrimes. The Agreement stipulates also on riiyoitance of enforcing the Copyrights Law. Pensltee
imposed on the violators of the Agreement terms r@glilations. By way of background, Saudi Arabia ha
previously issued a penal Law on cybercrimes whickas comprised of 16 sections.
The penal features of the law include the followifgabaip.com, 2012)

Table I: Anti Cyber Crime Law 2007

Crime Fines Imprisonment Term

Up to 5 million
Saudi Riyal
(around US $1.3
million)

- Having knowingly accessed a government networkhauit Not exceeding 10 yeary
authorization, and by means of such conduct hawibigined
information that has been determined by the Saadeghment
to require protection against unauthorized disgl®dar reasons
of national security;

- Using the internet in support of terrorism.

- Creating websites that advocate drug use or toatain| Up to 3 million| Not exceeding 5 years

pornographic material; Saudi Riyals
- Creating websites or programs that violate any tloé | (around us
Kingdom’s general laws, Islamic values or publicies. $800,000)
- Having accessed a network without authorizatioth vihe | Up to 3 million | Not exceeding 4 years
intention of changing or damaging its content. Saudi Riyals
(around us
$800,000)
- Using websites to conduct fraudulent transactions Up to 1 million| Not exceeding 3 years
Saudi Riyals
(around us
$260,000)
- Having accessed a website without authorizatidth whe | Up to 500,000/ Not exceeding 1 year
intention of changing or damaging its content. million Saudi
Riyals  (around

US $130,000)

5. Discussion

Saudi Arabia was ranked first as the most vulnerabthe Gulf countries to fall victim to cybereres, such as
website hacking, according to a statistics repecently. Cyber laws exist in the Kingdom since ykar 2007,
but its non awareness among youth has createdt@btenbalance between safe internet usage ancevalility
against crime. Most of the people know about cyisene but very less is aware of the associatedl&ipn to
combat these crimes.

Therefore, in KSA it has been clear how computénes can affect people live especially for thosmficial
crimes. Although, the information security is inesed but also the unauthorized access for exameie w
dramatically increased. Knowing the laws of computémes should be considered the first solutiomeiuce
them.

6.Conclution

The Internet has presented a new challenge to htymarfacilitating crimes which have no boundaraasd may

be no evidence or trace. Muslims tend to relatanid adhere to Islamic teachings which instill tearfof God
and hence the main conclusion of this researah debate about non awareness of law and potentizlance
between Internet Usage & Awareness program in KangdCybercrime is on the rise across Saudi Arabia, and
protecting against cyber threats is an ongoing igamant challenge for organizations in the country.
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